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Getting Started
Console
If a problem persists for longer and longer, different sets of actions can be run to progressively deal with
the issue (for example try auto resolving, and if that doesn't work contact the tech staff).
Startup Wizard
The Startup Wizard walks you through a few standard dialogs to help configure your system for basic
monitoring.
Global Settings
Group servers together in visual groups to help keep track of them. Groupbased status reports are also
available.
Database Settings
Easily point PA Server Monitor at the embedded SQLite database or use an external Microsoft SQL Server.
Report Settings
Configure how often the server status reports are generated via the Report Settings dialog.
HTTP Settings
Control the HTTP port that PA Server Monitor uses, and optionally enable HTTPS (SSL)
Smart Config
Paste a list of servers or IP address into a list and let PA Server Monitor inspect and selfconfigure for
each server/device. Or easily copy the configuration from one configured server to one or more other
servers.
Adding Computers
Automatic configuration of monitors for a server. Each monitor inspects a server and then creates
appropriate default monitors for that specific server.
Adding Monitors
Paste a list of servers or IP address into a list and let PA Server Monitor inspect and selfconfigure for
each server/device. Or easily copy the configuration from one configured server to one or more other
servers.
Adding Actions
Perform changes of settings in actions, monitors, reports and scheduling for several servers at one time,
or copy configuration settings to other servers.
Bulk Config
Perform changes of settings in actions, monitors, reports and scheduling for several servers at one time,
or copy configuration settings to other servers.

Adv. Configuration
Adv. Monitor Options
Many advanced options that exist on every monitor can help PA Server Monitor work the way you want it
to.
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Command Line
Different options that can be used to help automate PA Server Monitor.
Config Security
Password protect the Console, and alert on changes that could affect monitoring.
Error Auditing
Keep track of which errors have been reviewed and acknowledged. Also a great way for administrators to
have an overview of any errors within their area of responsibility.
Event Escalation
Many monitors are capable of sending escalating events. For example, low disk space alerts could first go
to a firsttier Ops team. If the aren't handled in a specified time frame, they could be forwarded to a
secondtier Ops team.
Expansion Variables
Variables with details about alerts can be used to change the output of custom messages.
External API
Send basic configuration requests to the product via an HTTPS URL.
File Locations
Locations of files used in the product
Import & Export
Paste a list of servers or IP address into a list and let PA Server Monitor inspect and selfconfigure for
each server/device. Or easily copy the configuration from one configured server to one or more other
servers.
Maintenance Mode
While a computer is in maintenance mode, PA Server Monitor won't run monitors. It will turn itself back
on automatically after the maintenance window expires if you manually entered maintenance mode, or it
can automatically enter and leave maintenance mode on a schedule.
Mobile: iPhone
PA Server Monitor for iPhone lets you stay up to date even if you're away
Mobile: Android
PA Server Monitor for Android lets you stay up to date even if you're away
Monitor Schedule
You can configure how often every single monitor runs  put them on a custom poll cycle or let them run
with the default schedule.
SNMP Credentials
Edit SNMP settings centrally to control the credentials used when monitoring a server via SNMP.

Monitors
Calculated Status
This monitor lets you calculated its status by running a script on the statuses of other monitors.
Citrix Server
Monitor and alert on Citrix XenApp (Presentation Server) client connect and login response times. Alert if
too slow, and record times for historical charts.
Directory Quota
The Directory Quota Monitor keeps track of directory sizes, and executes actions if the directory sizes are
over the quota. End users (directory owners) can be notified via email with the MonitorDirected Email
action. Includes reports.
Disk Space
Monitor the free disk space on server drives. You can set the warning threshold in absolute size, or
percentage of disk space. Includes reports and autoconfiguration.
Environment
Connects to an Esensors EM01b Websensor on the LAN and monitors the current temperature, humidity
and luminescence, and notifies you if the values go above thresholds that you set. Historical reports as
well.
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Event Log
Checks any specified Windows Event Logs (Application, System, Security plus custom event logs) and
executes actions you specify if a source you're interested in adds an event to the log.
Execute Scripts
Execute your custom written scripts written in the Visual Basic Scripting Edition language. You can use
custom or 3rd party ActiveX controls. The script determines whether to trigger actions using your own
logic.
File Age
Monitor file ages and alert if the files become too old (good for watching server queues, spool directories,
etc).
File & Directory
This monitor is a hostbased IDS (Intrusion Detection System) that will notify you when the date, size or
even content of a file changes. File creation and deletion is also monitored. A good tool to help with
configuration management as well. Autoconfiguration functionality is available.
FTP Server
The FTP Server monitor can login to FTP servers (including SSLenabled FTP servers) to make sure they
are up and running.
Log File
Periodically checks the content of one or more log files for target text. Target text and be a simple text
phrase or a regular expression.
Mail Server
Monitor your mail servers (POP3, IMAP & SMTP) and validate that they are running and accepting incoming
connections.
Performance
The entire breadth of the system Performance Counters can be monitored allowing you to set actionable
thresholds on CPU usage, memory usage, NIC traffic, etc. Performance counter values are stored in a
database so you can view historical counter reports and understand trends.
Ping
Tests a connection/device by periodically testing it with a ping. No response or too great a delay triggers
actions. Ping response times are recorded in a database for reporting and graphing.
Process
Monitor that specified processes are running on Windows or Linux servers.
Server Temperature
Using the free SpeedFan utility, the Server Temperature Monitor will watch the values from the various
temperature probes on your server and notify you if they go above the thresholds you set.
NOTE: This monitor ONLY works on the computer PA Server Monitor is installed on.
Service
Watches system services and runs customized actions (including restarting the service) if they are not
running.
SNMP
Connects to local or remote SNMP agents and queries SNMP object values. Custom MIBs are supported.
The value is compared to a threshold that you set and actions are fired as specified. SNMP values are
also recorded to a local database for reporting purposes. Supports SNMP v1, v2c and v3.
SNMP Trap
Receives SNMP Traps and optionally filters on trap text before running attached actions.
Syslog
Receives Syslog log events and optionally filters on incoming log text before running attached actions.
TCP Port
Makes a TCP connection on a specified port. Optionally send command text and check response text.
Timing data is recorded for reporting purposes.
Web Page
Monitor one or many pages on a web site. Checks for positive cases (text that must be found), negative
cases (alerts if error text found) and if the page has changed at all. Response times are checked and
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recorded, and reports can be generated to understand trends.

Actions
Call URL
This action will call a URL you specify, optionally posting information about the current alert. This makes
it easy to connect to a helpdesk/ticketing system.
DialUp Connection
Connects or disconnects a Windows Dialup Connection. Typically this is for servers that are not on the
Internet, but need to connect to send alerts.
Email Alert
Sends SMTP email messages to mail boxes, cell phones, mobile devices, etc. The Email action has Alert
Digests which are a powerful/friendly feature that combines multiple alerts that happen within a short
time into a single email notification. This can be very helpful when something goes really wrong. You can
easily specify when messages should be sent or suppressed.
Execute Script
Similar to the Execute Script monitor, this Action lets you extend the list of available actions via your own
script written in VBScript. Many variables from the source monitor are also available for creating rich,
situationspecific responses.
iPhone Notification
This action will cause an alert to be displayed on your iPhone. When you click OK, the iPhone application
will start to let you get more details.
Message Box
A simple message box that displays monitor findings. These message boxes are smart: if there are many
pending alerts you can easily dismiss them all at once.
DirectedEmail
The monitor which detects a problem specifies the email address to use for each alert. This is very useful
when sending reminders and alerts to end users such as with the User Quota Monitor and the Directory
Quota Monitor.
Network Message
Sends a message box containing the critical monitor details to every place that you are logged in.
Pager Alert via SNPP
Send monitor results to pagers via standard Simple Network Paging Protocol (SNPP). You can easily
specify when messages should be sent or suppressed, and the content of the message.
Phone Dialer
Dials a modem/phone and optionally sends DTMF commands or other commands (to send SMS messages
for example). This is typically used by a disconnected server to send an alert over a normal phone line
(where the CallerID identifies the server)
Play Sound
Audible alert when monitors detect a problem with the server.
Reboot Server
Reboots the server if a monitor has detected a critical system failure.
SMS Text Message
Send SMS text messages to your mobile device via your service providers SMS Internet gateway (SMPP
server). You can control which information gets sent, as well as when messages are allowed.
SNMP Trap
Sends an SNMP Trap with details from the monitor firing the action
Start Application
Starts a specified application when the monitor triggers actions
Start Service
Sends control messages to the Windows Service Control Manager to start, stop or restart a specified
service.
Syslog
Sends monitor alerts to a Syslog server on the network
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Write to Event Log
Writes monitor details to the Windows Event Log.
Write to Log File
Log the findings of any triggered monitor to a file. Separate files can be created for each day, week,
month, etc.

Reports
All Errors Report
The All Errors report show all recent errors on all monitors on all servers/devices within a group. This is a
good place to quickly get a detailed view of any problems happening on the network.
All Servers Report
This report shows all of your servers in a group in a single page. Each server is a small box that is color
coded according to the status of the monitors on that server.
Ad Hoc Reports
Generate reports on the fly to quickly see graphical trends
Configuration Audit
This report shows you what your current configuration is with your Groups, Servers, Monitors, and Actions.
Group Settings
Group summary reports can be specified and controlled in a pergroup way. In addition, group reports can
be automatically emailed to anyone that needs to keep track of the servers.
Group Summary
See a one line status indicator per server to see at a glance how the servers in your data center are
doing. Pergroup status reports are also supported.
Password Protection
Password protect web reports in PA Server Monitor
Satellite Status
Quickly see the current status of an individual Satellite Monitoring Service.
Satellite Summaries
Two reports that let you see the status of all of the Satellites at once.
Scheduled Reports
You can create scheduled reports which will get created when you want them, and optionally email the
report to a list of recipients. Scheduled report URLs are stable so you can add them to your Favorites list
to quickly and easily see the latest results.
Server Status
Easily see at a glance the state of your server along with system statistics
System Activity Log
Quickly see which monitors are running, how long they are taking, which actions are being fired and more.
Uptime Reports
Uptime Reports can be run on many different types of data, with summarization at the raw, hourly, daily,
weekly and monthly level.
Visual Status Map
See a graphical map that contains status indicators that show you at a glance how servers in different
geographic regions are doing.

Remote Sites
Remote Monitoring
Monitoring remote servers and devices with PA Server Monitor
Install Prerequisites
Prerequisites for installing a remote Console or Agent
Install Satellites
Installing a monitoring agent at a remote location
Configure Satellites
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Configuring a monitoring agent at a remote location
Satellite Operations
Operations on a Satellite Monitoring Service

Remote Support
SNAP Tunnels
Safely send data to remote networks using SNAP Tunnels
Remote Desktop
Securely connect to Remote Desktop even through firewalls with PA Server Monitor

Remote Users
Install Consoles
Installing a Console GUI
Remote Access Users
Managing remote user access

HOWTO
Audit Logons
Information on auditing Windows account logon and logon failures.
Deploy Satellites
Information on deploying Satellites remotely.
Monitor Backups
How to monitor backup software
Monitor Databases
Techniques for monitoring databases
Monitor Exchange
How to monitor Microsoft Exchange server
Monitor MySQL
How to monitor MySQL
Predict Full Disks
How to predict when server drives will fill.
Uptime Summary
Learn how to generate an uptime report showing the summarized uptime for a number of servers on the
same report.
Use Other SSL Cert
Explains how to use your own SSL certificate in place of the default.
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Product Overview for PA Server Monitor
Thank you for choosing PA Server Monitor. The following documentation offers help in installing, configuring and
using PA Server Monitor. These topics are also shown in the help menu at the left of the screen.
If you are looking for something specific, try the Search box at the top of the page.

Product Architecture and Layout
Typical Installation (Main Install)
Every installation has a central monitoring service installed on a Windows Server or Workstation. This monitoring
service can monitor computers and devices (including itself) on the local LAN.

The first installation will also include a Console GUI application for working with and configuring the central
monitoring service.

Remote Capabilities
In addition to monitoring servers and devices on the local LAN, Ultra editions of PA Server Monitor can also
monitor remote servers and devices corporate firewalls, and across the Internet without needing a VPN. This is
accomplished by installing a Satellite Monitoring Service on a single server or workstation at the remote site. The
Satellite will then monitor itself (the computer it is installed on) and/or other servers and devices on the local
LAN at the remote site. Alerts and monitoring data will be sent back to the Central Monitoring Service via SSL
encrypted HTTP.
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Installation Help
The first step to using PA Server Monitor is to install the Central Monitoring Service.
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Terminology and Concepts of PA Server Monitor
PA Server Monitor runs on a Windows computer and monitors the condition of servers and other equipment on
your network. The following graphic shows the basic structure of a network that is using PA Server Monitor.

PA Server Monitor is composed of two parts: a graphical user interface that called the Console, and a background
process called the Central Monitoring Service. You see the Console when you launch PA Server Monitor from the
desktop. The Central Monitoring Service is invisible and has no user interface of its own.

Central Monitoring Service
The Central Monitoring Service is the part of the product that performs the monitoring of the local network. It is
the hub that Remote Consoles and Satellite Monitoring Services connect to. The service is set up to run
automatically when Windows starts. The Console does not need to be running in order for monitoring to take
place.

Satellite Monitoring Service
The Satellite Monitoring Service (or just Satellite for short) is an optional additional monitoring engine. It can run
monitors just like the Central Monitoring Service. Satellites are typically installed where the Central Monitoring
Service doesn't have access (on the other side of a firewall in a corporate environment, or at a remote location
across the Internet.
NOTE: The Satellite Monitoring Service is only available in Ultra product editions.
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Product Terminology
PA Server Monitor is based on the concepts of Groups, Computers, Monitors, Actions and Reports. These run on
the Central Monitoring Service and/or a Satellite Monitoring Service.

Group
Groups hold computers and optionally other groups. They are for your use to organize the computers that you
monitor. You can drag and drop computers and groups into groups using the Console.
Adding new computers consists of rightclicking on a Group and choosing Add New.., or using Smart Config.
Group status reports show the overall status of computers within the group.

Computer
Computers represent a server or device on the network  something that has an IP address. A Computer
specified which credentials should be used when monitoring the device, whether it is running Windows or not and
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other settings. Monitors are created and attached to computers.
Server status reports are generated automatically and show the overall status of the server/device.

Monitor
A Monitor periodically checks a computer resource and optionally compares the measurement to a threshold value
that you set. Most monitors also write the measurement to a database so live and historical reports can be run.
When a measurement is outside the threshold (low disk space for example), or an event happens that you have
indicated interest in (a file is accessed), Actions are fired.
Monitors are defined to check the computer that they are attached to. If you want to monitor a different
server/device, create that new server/device (Computer), and create a new monitor to watch it. Multiple monitors
of the same type can optionally be created for the same computer.
If you have remote computers being monitored by a Satellite Monitoring Service, configuring monitors for those
remote servers will be as easy as if they were on the local LAN.

Action
An Action is run in response to monitor findings. Examples of Actions are sending email, execution of a script, or
writing text to a log file.
Actions are defined once, and can be referenced by many monitors in the system. Multiple actions of the same
type can also be created (ie different email actions to notify different people).

Reports
Data from the databases is shown via reports. There are predefined status reports for servers, and summaries
for groups of servers. In addition, you can create ad hoc reports to view historical data. If a report is used on a
regular basis, you can create a Scheduled Report.
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Installing the Central Monitoring Service
To install the Central Monitoring Service
1. Run the PA Server Monitor setup program. The Welcome to the PA Server Monitor Setup Wizard page appears.

2. Click Next. The License Agreement page appears.
Note: If this is an update from a previous version, the installation stops the existing service.

3. Select the I accept the agreement option, and then click Next. The Select Destination Location page
appears.
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4. Do one of the following:
Accept the default folder path.
Enter a new folder path in the box. You can click Browse to display a standard Windows browse window,
and then navigate to your destination folder.
5. Click Next. The Select Components page appears.

6. Accept the defaults for a typical installation. You can select the components individually, or you can click the
arrow, and then select an installation from the list. For a first installation, choose the default "Typical
installation" with a monitoring service and console.
7. Click Next. The Select Additional Tasks page appears.

14

8. Select the Create a desktop icon option if you want the installation to place an icon on your desktop.
9. Select the SQL Server Native Client library option if you want to use Microsoft SQL Server as your backend
database. You can leave this unchecked if you are not sure at this point  this can be added later.
10. Click Next. The Ready to Install page appears.

11. Click Install. The Installing page appears. When the installation has finished, the Completing the PA Server
Monitor Setup Wizard page appears.
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12. Specify whether you want to start the PA Server Monitor Service or launch the PA Server Monitor Console by
selecting its option, and then click Finish. If you have selected the option to launch the console, the PA Server
Monitor Console window appears.

Next steps:
Start the Console GUI
Prerequisites for installing a remote Console or Remote Satellite
Install the Console GUI on additional computers
Install the Remote Satellite on remote servers
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Starting the PA Server Monitor Console
To start the PA Server Monitor Console
1. Doubleclick the PA Server Monitor Console icon on your desktop. The Console connection window appears:

2. Do one of the following:
Select the Local Host option to connect to the monitoring service on the same computer.
Select the Remote Host option to connect to the host on a remote computer. Enter the remote host name,
port number, user name, and password.
Note: Remote access must previously have been configured in Settings > Remote Access.
3. Click OK to connect and open the Console GUI. If there are any errors, an error message will offer hints on
how to resolve them.
4. The Console GUI will appear.
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PA Server Monitor Console
The Console is the administrative interface to PA Server Monitor. Some buttons that appear across the top are
only available if you run the Console on the same machine where the Central Monitoring Service is installed.

Top Button Bar
The button bar can be enabled or disabled via the View menu.

Activity Graph The Activity Graph at the far left is an indication of system activity. The green line indicates the
number of monitors that are running or scheduled to run, and the yellow line indicates the number of actions
that have run. Monitors running on remote Satellites are not represented.
Start/Stop Service (not available in Remote Consoles) The first button on the left lets you start and stop the
PA Server Monitor service. When the Console first starts, it will be grey as the Console queries the operating
system to determine if the service is running or not.
Settings (not available in Remote Consoles) The Settings button takes you to the global Settings dialog. Here
you configure many aspects of the program. More information is available in the Settings topic. The Settings
menu gives you short cuts to many areas within the Settings dialog.
Smart Config ... This is the place to go any time you want to quickly add additional computers to the system to
be monitored. There is more information in the Smart Config help topic.
Bulk Configuration This feature allows you to perform changes to many computers, monitors, actions or reports
at once. More info...
Licenses (not available in Remote Consoles) License files are installed by copying them into the PA Server
Monitor directory. The Licenses button will display the License Manager dialog to let you see your current
licensing status. Licenses only get installed on the Central Monitoring Service. Satellites (if any are in use) will
get their licensing information from the Central Monitoring Service.
Exit This closes the PA Server Monitor Console. Since the actual monitoring is done by a service, exiting the
Console does NOT stop the monitoring of your system.

Navigation Panel
On the left side is the navigation pane. Similar to many other Windows products, this navigation pane displays
items that you can interact with. Right clicking most items will give you a menu of choices. Selecting an item
will cause the large right panel to change to your current selection.
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Items that can be selected are grouped together into categories. You can see a category by pressing the button
for that category.
Servers/Devices category is where you add computers, and can add and configure monitors and actions. This
is also where you can click groups or computers and see status reports for those items.
Monitors and Actions categories are short cuts to quickly find a specific monitor or action, or to see them all
grouped together. These categories can be shown or hidden via the View menu.
Satellite Services lists the remote Satellite Monitoring Services that are connecting to the Central Monitoring
Service. This category won't be available on product versions that don't support Satellites.
Reports is where you can create your own reports, create scheduled reports, view existing reports and view
current system activity.
The right panel displays details about the item selected in the navigation pane. Some times that information
being viewed is a report, or monitor or action configuration details.
All reports that can be viewed within the Console can also be viewed in any web browser. Scroll to the
bottom of the report to see the link for that report, or hit the Open in Browser button above the report.

Command Line Options
Normally the Console is started without any command line parameters, but occasionally a command line option
may be useful.
See Command Line Options for details.
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PA Server Monitor Startup Wizard
The instructions that are provided here apply to the process that you can follow when you run PA Server Monitor
for the first time.
Most of the screens that you will encounter in the Startup Wizard are standard configuration dialogs that are
available to you from PA Server Monitor, so you can always change the configuration for your setup later.
When you see the Welcome dialog, press Yes to enter the Wizard. Press No to return to PA Server Monitor (you
will have nothing configured if you do this and you will have to set up servers and other monitored devices
manually.) If you press Yes you will see the next screen shown, Configure Email Notification.

Refer to the help page Send SMTP EMail for directions. Select OK when you are finished with the Configure Email
Notification screen.
The next screen helps you configure a Write To Text Log File action which the monitors can use to record human
readable events that happen.

Select OK when you are finished with this screen.
The Smart Configuration screen help you set up many servers and devices in for monitoring. The program will
create the some commonly used monitors and actions for each server or device that you enter. You can simply
paste a list of machine names or IP addresses into the box for configuration to target those servers/devices.
Optionally, you can press the Discover button to have the product do a Ping sweep to try and find servers and
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devices within a subnet.

Refer to the help file entry labeled Smart Configuration for specific instructions for this screen.
After you have entered the necessary parameters, select the button labeled "Begin the Smart Config Process".
You will then see the next screen.

The "Smart Config Action Selection" lets you customize the Actions that the Smart Configuration process will
create for you for every Monitor that is created for a server or device.
When you have completed your selections, select OK. You will see a progress dialog as each server or device is
checked and default monitors created.

The screen labeled "Smart Config Process" shows you what PA Server Monitor is doing to set up the initial set of
Monitors for your systems. When it is in process the centered button is labeled Cancel and you can stop the
process by selecting it. When the process completes, you will see text as shown in the screen shot and the label
on the button changes to Close. Select Close at this time in order to progress to the end of the Startup Wizard.
The final screen will display helpful information for you, and confirms the end of the Startup Wizard.
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Press OK to continue. At this time, the Console of PA Server Monitor will be displayed, configured with the
Monitors and Actions that were automatically configured for the servers that you selected. These monitors are
just defaults  feel free to change or delete them.

22

Contents

Global Settings
The Settings dialog lets you configure global aspects of the monitoring service.
There are several dialogs that are reached by the buttons on the right side of this dialog and which are also
accessible via the Settings menu.
System Alerts  Some alerts are sent to you from the monitoring system itself, and not in response to
particular monitors. These alerts include security warnings (change of configuration, etc), license issues,
internal problems, unaccessible computer warnings, etc. You can control which of these internal alerts are
enabled, and which notification method each one should use.
Console Security allows you to set a password that the Console will request when it is launched. This setting
allows you to limit access to PA Server Monitor to authorized users.
Database Settings dialog allows you to set up PA Server Monitor to use the embedded SQLite database or
Microsoft SQL Server as the storage for PA Server Monitor data.
Report Settings affect the storage of archived reports and the behavior of the reporting features of PA Server
Monitor.
HTTP Server Settings allows you to change details of the way the builtin web server in PA Server Monitor
operates.
Remote Access allows you to specify which users can use a Remote Console to connect to the Central
Monitoring Service and/or access reports in PA Server Monitor.

Startup Wait Time  When the monitoring service starts, you can instruct it to wait a number of seconds before
active monitoring begins. This places less load on the system while it is starting, and also reduces false alarms
that occur from the system not being completely started.
Ignore First Actions  To further reduce false alarms, the monitor service can ignore problems found on the very
first run of each monitor. After the first run, all monitors will run normally.
Start in Training Mode  Most monitors support Automatic Training (see Advanced Monitor Options). When
monitors are first created, they can automatically enter Training Mode. That is convenient in most cases, but it
means the monitor might be a little harder to test initially since it won't fire actions until the training period has
finished.
Service Account  This is a very important setting. This setting lets you control which user account is used to
run the monitoring service (this is the same setting you can set on each service in the Administrative Tools >
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Services applet). This account is the account that the monitoring service will use when monitoring all resources.
Note:
The default Local System user can access all local resources, but can't access any remote Windows resources
(it can however access nonWindows remote resources such as ping, web pages, etc).
If you will be monitoring remote systems, select "The following user" radio button and set the user name and
password to a domain account or to a local account which has the same user name and password as an
account on the remote system (see Remote Monitoring Hints). Another alternative is to rightclick the
computer in the monitoring Console and select Type & Credentials > Set Login Credentials for serverspecific
credentials.
CPU Throttling  The monitoring service has advanced CPU throttling built in which works to keep the average
CPU usage at or around the value you set. Note that during report creation, the CPU usage will sometimes go
above the throttle level, but it won't stay there for long.
Update Check  The monitoring service can periodically check if a newer version of the software is available and
notify you via an alert email Action. We take privacy seriously: Please see the privacy considerations built in to
the update check.
Log Files  The monitoring service writes diagnostic log files as it runs. You can control the maximum size for
the log file. When the maximum is reached, a portion of the beginning of the log file is removed and then new
information continues to get written to the end of the file. Debug logging writes a very large volume of data to
the log in a short timeit shouldn't normally be enabled unless needed by Power Admin Support to diagnose an
issue.
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Database Settings
PA Server Monitor needs a place to store the data that it collects during operation. There are two choices
available for data storage.

SQLite
SQLite is a highly reliable opensource database. By default, PA Server Monitor stores all of its data in SQLite
databases. This is the choice that you make by selecting the radio button titled "Store collected data in
databases in the directory above." This is the simplest choice available and is the one that most users make
when using PA Server Monitor.
Database files will be created and stored in the directory specified. Even if MS SQL Server is chosen for the
database, a small amount of data will still be stored in the specified database directory.

Microsoft SQL Server
To use SQL Server for storage, you need to install the SQL Server Native Client library, which is Microsoft's latest
database connection technology. The SQL Server Express databases are fine for most installations, but do be
aware that they limit the total database size to 4GB.
If you did not install the Native Client Library at installation time, you can now by launching the installation file
named sqlncli.msi, which will be located in the home directory of PA Server Monitor (normally C:\Program
Files\PA Server Monitor.)
The following configuration data needs to be specified to use SQL Server:
Server name  name of server on which SQL Server instance is located. (Note that with SQL Express, this is
often {server_name}\SQLEXPRESS)
Database name  the name of a SQL Server database which will be used for PA Server Monitor storage. The
database must exist prior to use and can be empty.
User name and password  as required by the SQL Server instance.
Connection String  the connection string is automatically created by PA Server Monitor when you enter the
configuration information above. You can hand edit the created connection string if you wish.
If you do not need or wish to use SQL Server as the database for PA Server Monitor, the SQL Server Native Client
Library does not need to be installed.

Changing Databases
If you change the database settings, you will be prompted whether you want to copy your existing data from the
current database to the new database. Depending on the size of your current databases, this can take a while (a
large installation with 6GB of databases can take a day for the transfer).
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Database Cleanup
No maintenance is required for the databases. All monitors automatically remove old data from the databases
automatically to help control database growth. You can control how many days of data is kept for the monitors
via the Database Cleanup button.
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Report Settings
The Report Settings dialog allows you to customize aspects of the way PA Server Monitor performs reporting.

The available settings in this dialog are:
Report Directory  This directory is where the HTML report files are created and stored by PA Server Monitor.
Days before Reports are Cleaned Up  This value is the number of days reports (HTML files) will be
available. After the given number of days, PA Server Monitor will delete the report. Note that reports that are
always being updated (system summary reports and Scheduled Reports) will not be aged out.
Clean All Reports Now  Pressing this button will purge all reports. Reports that are constantly refreshed
(like the status reports for example) will be recreated on their normal reporting cycle.
Server name to use in report URLs  By default the report URLs are http(s)://{servername}:{port}/ If you
need to change {servername} (such as using an IP address, or perhaps to use an externally accessible server
name) you can do it here.
Require login to view reports  By default, anyone that can access the product's built in HTTP server can
view the reports. You can lock this down by IP address in HTTP Settings. Or you can require that users login
before they can view reports by checking this box.
Since usernames and passwords will be sent across the network, SSL must also be enabled in HTTP Settings.
See Remote Access Users for how to specify users.
If you are an IT service provider and want to give your clients access to their server status reports, be
sure and set:
HKEY_LOCAL_MACHINE\software\PowerAdminServerMonitor
[DWORD]Reports_DisableNavButtons = 1
This will remove navigation links from the reports so clients won't be able to browse to other clients'
reports. Naturally navigation within the Console will be unaffected.

Use unique directory  By default, Scheduled Reports always get written to the same directory, so the URL
they use is always the same. If you want to keep reports around for a while, you can check this box and
Scheduled Reports will always write to a different directory. The downside is the URL changes each time the
report runs so you can't save the URL in a browser. Another option for archiving reports in to archive a PDF of
the report available in the Scheduled Report configuration.
Time format  Choose whether the reports display times in 12 hour AM/PM format or 24 hour format
Status Reports Interval  This drop down list allows you to select the interval at which report files are
generated. By default, reports are generated when they are accessed.
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If you are serving reports via a different web server, you should specify that the reports are generated on
a regular schedule. In a small installation (less than 50 servers) regenerating the reports every minute is
not a problem, but in a bigger installation choosing a larger interval would be more efficient.

Show Maintenance Period on server status report  Self explanatory.
Turn off "Enable WMI Hint"...  If PA Server Monitor is configured to poll a server via WMI for richer status
reports, but that WMI polling fails, an error/hint message is shown at the top of the report. This check box
disables this warning.
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HTTP (Web Server) Configuration
The PA Server Monitor service contains an embedded web server for serving HTML reports to the Console and to
browsers, as well as communicating with the Console and Satellite Monitoring Services. This embedded web
server does NOT use or require IIS, and it can run on the same server as IIS or other web servers since it can
use any port specified.

The options available for controlling the built in web server are as follows.
HTTP Port for Reports and Commands
This setting lets you set the port which the embedded web server uses to listen for requests. Port 80 is
generally used by IIS and Apache as the standard HTTP port for a web server. PA Server Monitor chooses a
different port so it doesn't conflict. If you have another application that is already using this different port,
you can easily change the port to another number.
Use SSL
PA Server Monitor supports using HTTPS for all communication to the service, which includes viewing reports,
and Consoletoservice communication. Selfsigned digital certificates are used. This means most browsers
will display a warning even though the HTTPS network traffic is encrypted. To fix the warning in the browser,
follow the instructions on SSL Certificate Hints.
You can also get a signed SSL certificate which will remove the warnings.
NOTE: For security reasons, usage of remote Satellites and/or Remote Consoles requires SSL to be enabled.
Report Serving
You can determine how PA Server Monitor serves reports. There are four options. You can disable all report
serving. You can enable serving of reports but only to the same machine on which PA Server Monitor is
installed. You can serve reports only to a set of other users, identified by the IP addresses of their
computers. Or, you can serve reports to any other computer that requests reports. The default setting is
"Serve reports to everyone".
You can optionally require a user login to access reports. See Report Settings.
Command Processing
Commands are sent from a variety of sources, including the Console, worker processes, optional remote
Satellites and some dynamically updating reports. This setting determines where command requests can come
from. Generally it is best to leave it at "Service requests from everyone" since all sensitive data is protected
by username/password and/or SSL (if enabled) when in transit.
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Smart Config
The Smart Config feature is a very useful tool for quickly adding servers or devices to be monitored. You specify
one or more servers, and the monitors inspect the servers/devices and create appropriate monitors for each one
based on default settings.
You can access the feature by clicking the Smart Config button at the top of the Console.
You can paste a list of server names or IP addresses into an edit box. You can also press the Discover button to
find a list of servers for you (more on that below).
You can optionally specify a username and password to use when accessing the server by entering any line in
the form:

server_name,username,password
(for another example, open the dialog below in the Console, and let your mouse hover over the server list
window for a helpful hint).
If no username/password is given, the configuration procedure will try already entered credentials to see if they
will work. Otherwise the service's Login As user will be used.
Monitored By
At the bottom of the server list is a list of monitoring installations. By default the Central Monitoring Service is
chosen. If you have remote Satellite monitoring sites, you can indicate that the remote Satellite should monitor
the list of servers. That means newly created servers/devices in the system will be assigned to the monitoring
system chosen.

The next step is to select which monitor modules should inspect the server(s)/device(s) and press "Begin the
Smart Config Process". In a few moments you'll have monitors automatically configured for your specific
environment. Naturally the autocreated monitors can be changed or deleted just like any other monitor in the
system.
A subtle button at the bottom right lets you run Smart Config on existing servers/devices. This will open up the
Bulk Config feature and guide you through the rest of the process.
Existing monitors and actions are not modified  new monitors and new actions are created while leaving the
existing monitors and actions alone. If an existing monitor of a particular type already exists, Smart Config will
not add a duplicate.

Server Discovery
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Pressing the green button labeled "Discover" allows PA Server Monitor to scan the network for servers and
devices without having to manually gather this information. The following dialog will appear on top of the Smart
Configuration dialog.
If you selected a Satellite service in the "Monitored by" box mentioned above, the discovery scan will be
sent to the remote Satellite to be performed. That means you can discover servers/devices at remote sites
to be monitored even if you are not on the remote network.

The following options are available for Server Discovery:
Query Windows for servers it knows about: Windows has its own network discovery process that PA Server
Monitor will query to find servers that Windows knows about.
Ping the following IP Address range: A Ping message will be sent to each address that exist in the range of IP
addresses given.
Send ping to .0 and .255 addresses: these address values have special use in the TCP/IP protocol. By default
this box is unchecked. You may enable this feature if you have reason to believe that these addresses are in
use by computers of interest for monitoring.
Servers to add: these are the IP addresses (or computer names if they could be resolved) where
servers/devices were detected, and which are not currently being monitored.
Servers to ignore: These are servers/devices that were discovered, but which are already being monitored.
Pressing the OK button will append the list of servers on the left ("Servers to add") to the list of servers to run
Smart Config on shown above.

Starting the process...
Pressing the green "Begin the Smart Config Process" button will send the server list and settings to the specified
monitoring service (the Central Monitoring Service or a remote Satellite) for execution. When that happens, the
following dialog is shown.
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The dialog will display the progress of the Smart Config process. You can leave it open and watch or close it 
the process will continue in the background. The newly created server(s) and monitor(s) will automatically appear
in the Console navigation panel a few moments after each one is created.
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Adding Computers
There are two ways to add computers/devices to the system to be monitored: individually and many at once.
Both options are described below.

Many at Once
The easiest way to add many computers/devices to the system at once is to use the Smart Config process. This
will let you paste in a list of server names, device names or IP addresses that you want to monitor. You can also
press the Discover button to help get that list. You'll also be able to choose a list of monitors to autoconfigure
for the new entities.

If you are using Satellites it's very important to make sure that the Satellite you want to monitor the new
servers is selected in the "Monitored by". If not using Satellites, this box will select the Central Monitoring
Service.
The Smart Config process will add the new computers to the top Servers/Devices group. You can use Bulk Config
to easily move many servers at once to different groups.
See Smart Config for more detailed information.

Adding Individual Computers
You can manually add a single computer to be monitored by rightclicking on any group in the left navigation
pane in the Console. Doing so will first show the dialog below to collect the server name.
The "This is a Windows computer" gives the system hints about how it might need to authenticate with the
remote computer. "Use WMI..." tells the system whether to attempt to query the new computer with WMI
(Windows Management Instrumentation) in order to create a more detailed status report. Unchecking this value,
even for a Windows server, will have no other effect other than a slightly less detailed status report. You can
change these two settings later by right clicking on the computer and selecting Type & Credentials > Set Server
Type.
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"The computer/device will be monitored from" lets you specify whether the Central Monitoring System or a
remote Satellite will be monitoring the device. Naturally the monitoring system that has access to the device
should be chosen.

Set Server Type
The next step is to tell PA Server Monitor what type of server/device is being added. This helps the product know
which protocols to use when communicating with the server/device. The dialog below is how you indicate this.
The buttons on the right let you give devicetype credentials (ie Windows username/password, SNMP community
string, etc). The button also indicates the credentials currently being used.

Windows Credentials
If setting credentials for a Windows server, the dialog below will be shown. You can enter credentials, or just
monitor the server using the login that the monitoring service is already using. The middle radio button is a
convenience feature  it lets the system try alreadyentered passwords to find one that works.

You can change these credentials later by right clicking the computer in the navigation pane and selecting the
Type & Credentials > Set Login Credentials menu item. The help page Remote Monitoring Hints has some
advice and information about user accounts when monitoring Windows servers.
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Adding Monitors
Adding monitors to an existing computer is very easy. Select the computer in the navigation pane and right click.
Select the "Add New Monitor..." menu item.

You will be shown the dialog below with all available monitors for your product and license (note that they may
not be the same ones pictured).
Once you select a monitor, you will be shown that monitor's configuration dialog.

Choose the type of monitor that you want and press OK. The monitor's configuration dialog will then be shown.
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Adding Actions
The Actions dialog is pictured below. (Depending on the features of the monitor being configured, the dialog may
look slightly different than the one pictured below).

On the left are shown all of the actions that are
attached to this specific monitor. When the monitor
'fires actions' it will run that list of actions in the
order shown. You can change the order with the blue
up and down arrow buttons.

On the right is a list of all actions that are defined so
far. These actions could be used by any monitor.
If you need an action that isn't listed (for example
another email action, or a Start Application action),
click the "New ..." button above the list of global
actions.
You can edit actions in this list, and changes made
will be reflected in every monitor that is using that
action.

To add (or attach) an action to a monitor, simply select the action in the global list on the right, and press the
green
button to move the action to the left monitorspecific list, to the Do Immediately node. (Other nodes
may be shown for monitors that support event escalation)

State vs Event Monitors
Some monitors see discrete events  a file is accessed, an event is written to the Event Log, etc. Others see
conditions  disk space is low, ping response is too slow, etc.
The following describes how State and Event monitors differ.
State monitors keep track of whether the monitor is in a healthy state or an error state. For State monitors,
you can choose to have actions run when a problem is detected, and then not again until it is fixed. State
Monitors also support event escalation and error resolved actions.
Event monitors run actions every time they see something wrong. You can control what actions are run and
when.
State monitors can be configured to act like Event monitors, meaning you can choose to be notified every time
an error state is detected. This is what the radio buttons near the top do.
With these differences in mind, the dialog above shows the action configuration dialog for a State monitor. Only
state monitors support event escalation.
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Bulk Config
Bulk Config is one of the most powerful configuration feature in PA Server Monitor. It will help you quickly
configure large numbers of monitors, computers, actions, etc.
The Bulk Config dialog consists of two main areas:
(1) Operation: A dropdown control that lets you choose what type of operation to perform, and the types of
objects it will be performed on.
(2) Target Objects: A list of objects that the operation will be performed on. You can use the radio buttons to
choose different ways of grouping the objects to make object selection easier.

Once you've chosen the operation, and checked the boxes next to the objects that you want to operate on, press
the Select Options button. This lets you specify details for the operation to be performed. When you're done, the
text box next to the Select Options button will display a summary of what will happen.
After reviewing the summary of the operation to be performed, press the Perform Operation button. This will
send your configuration request to the service for processing. Most operations are handled very quickly, but a few
could take a minute or so. When the operation completes you will be shown a success message, or an error
message with a reason for the failure.
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Advanced Monitor Options
All monitors have an Advanced Monitor Options button on their right side. When you press that button you'll see
the dialog below. This dialog is shown for a monitor that supports all advanced options. Others might not have
all tabs when a particular feature is not relevant to that monitor.

Each of the different option tabs is discussed below.

Automatic Training

PA Server Monitor can have a monitor train itself. What that means is it will monitor like normal during the
training period, but not fire any alerts. Anytime something 'abnormal' (or outside the normal thresholds) is seen,
the thresholds are adjusted such that it won't alert on that activity if it is seen again.
At the end of the training period, the monitor will automatically switch back to normal monitoring mode. If you
want to force it to switch back immediately, press the End Training Period button.

Alert Suppression

With the Alert Suppression settings, you can instruct the monitor how often and how soon you want to be
alerted about a specific issue. This lets enables the monitor to skip the first few failures on a specific device if
you wish and only warn after an error has happened a few times or for a particular amount of time.
Alert Suppression settings can be set on many monitors at once using Bulk Config, as can the other advanced
options.

Dependencies
Monitors can be dependent on other monitors. That means when the monitor you are currently editing is
supposed to run, it will first check its dependent monitors. They need to all be in the OK state for the current
monitor to run. This is useful for suppressing errors. For example, the monitor that checks disk space on a
remote server might be dependent on a Ping monitor that is making sure connectivity to the server is possible.
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Monitoring Period

Most monitors run all day, every day, on the specified schedule. Some times though you might have a need for a
monitor to not during a certain time. If you don't want any monitors to run at a certain time, put the server in
maintenance mode. But sometimes that isn't granular enough  you just want a single monitor to not running
during a specific period of time. That is where the Monitoring Period option is useful.

Status

The Status panel lets you configure how some monitors appear when they are in an alert state. Sometimes a
monitor is not important (informational only) and it going into alert mode should not make the server status and
group status turn Yellow. The Status panel lets you override those behaviors.

Details

This panel lets you set the monitor's name as it is displayed through the system. If you want to go back to the
default name that was generated, just delete the name text completely.

Custom Message Text
Many of the actions (Email, Pager, Message Box, etc) let you customize the message that is sent out when
actions are fired. You customize the message by using predefined variables. One of the variables is
$MonitorMsg$. This is a value that can be defined on a permonitor basis. Some uses would include a hint to the
receiver about how to fix the error, or directions to call various support phone numbers.
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Command Line Options
Starting PA Server Monitor applications with command line options is not typically needed. They are however
useful for automating certain configuration changes.

Console.exe Command Line Options
/SERVER={hostname}:{port}
Prefill the Host name and Port fields in the initial Console
connection dialog. This would be useful for creating
shortcuts to different installations, or for connection from
different locations (such as a laptop connecting from work
or from home where the hostname might be different).
/USER={username}
Prefill the User name field in the initial Console connection
dialog. This would be useful for creating shortcuts to
different installations, or for connection from different
locations (such as a laptop connecting from work or from
home where the hostname might be different).
/FORCE_DEBUG_DUMP
Occasionally Support will request that you obtain a crash
dump to send for diagnostic purposes. This command line
option will force the monitoring service to crash and create
the crash dump file. After the service selfcrashes, it will
automatically restart and begin monitoring again.
The crash dump file will be in the same directory as the
product's internal log files  the directory is shown at the
bottom of the Settings dialog.

ServerMonSvc.exe Command Line Options
/ADDSERVER={servername} /WMI={0|1} /WIN={0|1}
/CONFIG={full path to exported server config file}
This option allows you to use ServerMonSvc.exe in batch
scripts that can add servers to the system to be monitored.
This works very similar to the ADD_SERVER command in the
External API.
WIN and WMI are both optional values that default to 0. If
set to 1, it indicates the server is a Windows server and
should be polled with WMI respectively.
CONFIGFILE is a required parameter. The configuration file
must have been exported from an individual server as
explained here.. The configuration in that file will be
applied to the named server. If the server does not exist
yet, it will be created first.
/DELSERVER={servername}
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This option allows you to use ServerMonSvc.exe in batch
scripts that might need to delete a server and it's
associated monitors. This works very similar to the
DELETE_SERVER command in the External API.
/CONFIGFILE={full path to exported server config file}
The same as running: /ADDSERVER=
{local_computer_name} /CONFIG={full path to exported
server config file}
This option is useful for use in installing a configuration
from a build script for custom/OEM hardware installations.
/U
Uninstall the PA Server Monitor service. S can be appended
to hide the confirmation dialog.
/I
Install the PA Server Monitor service. S can be appended to
hide the confirmation dialog.
/C
To launch ServerMonSvc.exe directly from the command line
(ie, do not run as a service). S can be appended to hide
the confirmation dialog.
/DIAGNOSTICS
Rarely used, this option display a diagnostic dialog for
getting some internal system state.
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Configuration Security
After getting PA Server Monitor configured, you probably don't want anyone making unauthorized changes. There
are a few ways PA Server Monitor can help.

Console Password for Local Logins
In the global Settings dialog there is a button labeled Console Security. Using that feature you can assign a
password that must be entered everytime the PA Server Monitor Console is started. To clear an existing
password, simply get into the Console again and enter an empty password.
This is useful for locking down access to the local Console installed on the Central Monitoring System.

Console Rights for Remote Logins
For users logging in with a Console from any where other than the Central Monitoring Service, they will login
using a username configured in Remote User Access. Use the "Run Reports" and "View Reports" rights rather
than granting everyone "Administrator" rights.

Automatic Configuration Backup
Every time PA Server Monitor starts, and about once a day after that, the entire configuration (except saved
credentials) is backed up and saved. By default the back ups are stored in C:\Program Files\PA Server
Monitor\Config\Backup.

System Alerts
The Settings dialog also has a System Alerts button which will display the dialog below.

Here you can indicate ways of being notified for a variety of securityrelated events including:
Configuration changes
Monitoring service shutting down
Computer or service shutdown abnormally (power outage, etc)
Service starting back up
A server entering or leaving maintenance mode (during which no monitoring happens)
Besides the security related events, there are additional events related to system stability, monitoring integrity
and licensing.
To control the means of notification for the different events, simply choose an event, and then check the
appropriate notification means for that event.
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Error Auditing
Service Level Agreements (SLAs) and regulatory compliance with GLBA, HIPPA, PCI and SOX among other
standards often requires auditing errors that occur on servers and devices. In addition, many IT organizations
choose to use error auditing to ensure a high quality of service to the rest of the business.
Even if you don't have compliance requirements, the Error Audit report can be a good way to get a quick
summary of a certain type of error that is occurring. See Not Just For Auditing below if this is you.

Three Pieces
PA Server Monitor, PA Storage Monitor and PA File Sight all have Error Auditing builtin to the product. Auditing
can be enabled or disabled, and used however it works best for your organization.
There are three parts to Error Auditing:
1.Product monitors run and detect issues. Alerts are optionally fired and details are written to the database.
The error details, source device, time, etc are all recorded to an error database.
2.Server administrators view server status reports and note recent errors. They check the Ack box next to the
error indicating that they have reviewed and acknowledged the error. Their acknowledgement is recorded in the
database along with the error details.
3.Administrators, management or compliance officers can run highlevel Error Audit reports to make sure errors
are being reviewed and acknowledged by server administrators. The Error Audit reports can be broken down by:
source computer or device
computer group
resource type (disk space, services, ping response, etc)
acknowledgement state (acknowledged or not yet acknowledged)
error type
Multiple reports can be created which gives each manager/compliance officer the view of the network that they
are responsible for.

More Details
1. Product monitors detect and record issues
The products have always monitored resources, fired alerts when over thresholds and recorded resource values in
the database for later reporting and charting. In addition, the different monitors would change color based on
whether everything was OK (green) or alerts were fired (yellow). Red (internal or serious error) and grey
(disabled or maintenance) are also possible colors.
When a monitor turns yellow, the yellow color shows up on summary screens for the whole server indicating that
there is an alert on a monitor on that server. The server will show green when all monitors are green.
Some problems are transitory (a new event in the Event Log, a change to a file, etc). Alerts would be fired, but
the monitor wouldn't stay yellow since on the next run everything looked OK, so the it would go back to green
(OK). If the administrator was not watching the server closely, that yellow alert status could come and go
without being seen. A new option that can be set on a perserver level is to force monitors to remain yellow
while they have unacknowledged alerts. This is available by rightclicking the server and going to Report &
Delivery Settings > Report Settings.
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Additional options in this dialog control what is displayed in the Recent Errors section at the bottom of the
server status report

2. Server administrators acknowledge errors
The next piece of the auditing system is the server administrators. At the bottom of the server status report is
the Recent Errors section. This shows issues that the monitors have recently discovered. What is shown there
depends on the Report Settings dialog discussed above. Most often, there will be an Ack column.
When the Ack column is clicked, an request is sent to the service indicating that the error has been
acknowledged. The acknowledgement time as well as the IP address of the user is recorded. [A future version
will user logins to view reports  at that time the username will be recorded instead of the IP address]. If an
administrator accidentally acknowledges an error, they can click the Ack box again to clear the acknowledgement.

Administrators will often not want to see the error again once they've acknowledged it. This can be controlled via
the Report Settings dialog mentioned above.

3. Error auditing reports for compliance
The Error Audit report is available under the [System Summary Reports] section.

Once you've selected the report, go to the Filters and Parameters tab. This is where you specify exactly what you
want to look at. There are a variety of different ways to filter the errors that you want to see. If your primary
responsibility is disk space, just look at the Disk Space monitors under Monitor Type(s). If you have grouped the
servers by geographic region, you could specify you only want to see errors in the Northern Europe Source Group
for example.

There is a lot of data available and it might seem a little overwhelming at first. We recommend using the Output
Columns filter and only show the data that you're interested in. You can see when a problem happened, when it
was fixed, when it was acknowledged, what computer/devices it was on, etc.
Once you user the report a few times and have decided what you want to watch, we recommend creating a
Scheduled Report. That way the report that you want will always be available (Scheduled Reports always use the
same URL, so you can save it in your favorites and quickly see the latest report.
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Not Just For Auditing
Large organizations often have multiple people that are responsible for different parts of the IT infrastructure.
Creating Error Audit reports is a good way to view all errors that are happening to a group of servers, or to a
class of resources (ie errors related to Ping response for example).
We recommended that each person with a large responsibility have their own Error Audit report so they can
quickly see all errors within their area of responsibility. Errors can even be acknowledged on the Error Audit
report itself, just like on the server status reports.
Create a scheduled Error Audit report for different team members that have responsibility for different areas
of your network. They can save the URL in their browser's Favorites and quickly check and see if anything
needs to be done.
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Event Escalation
NOTE: Event Escalation is only available in the Pro and Ultra editions.

State monitors (like the one shown below) support event escalation. This means that after a specified amount
of time, additional actions will be run if the monitor is still in an error state.
When you attach the first action to an escalation item, a new escalation item will be added below the current
escalation item, which you are free to use or ignore (that is, leave empty). The delay time that is preset for this
action is automatically guessed  you are free to change it.
You may configure a particular escalation group by first clicking on the Escalation node to select it. This
configuration may consist of changing the time at which the escalation group's actions are activated. You can
configure an escalation period by hand editing the time shown in it. To do so, press the F2 key or click on the
node a second time after selecting it, to "open" the node for renaming (exactly as you would with a file or folder
name in Windows Explorer.) You can then enter a time value, which consists of a whole decimal number (no
decimal point) followed by one of these time units: minutes, hours, or days. You do not need to type the "after
the first error" portion.
Examples of correct escalation time setting text:
12 minutes
2 hours
1 day
PA Server Monitor will always revise the text to read "XX minutes after the first error:" once you close the editing
of the node. A nonminutes value will be normalized to the correct number of minutes (for instance, "1 hour"
becomes "60 minutes after the first error.") The escalation groups will be visually resorted in the order of the
times that they contain when you complete your editing.
Any escalation groups that are created, but left empty, will automatically be removed when you leave the
Actions dialog.
See Adding Actions for additional information.
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Variables
A number of the actions accept variables to alter their output. The messaging actions ( Email, Message Box,
Network Message, Pager Alert, and SMS Message) can all accept variables in their message template. In
addition, the executable actions (Execute Script and Start Application) can also accept variables to change the
action at run time.

Replacement Variables
The variables below can be inserted into the action or the message template as shown. The one exception is the
Execute Script action  in that case, the starting and ending $ are not used.
General Variables
The following variables are always available. Please note that variables are case sensitive.
$Date$  Current date in string format
$Details$  Text describing the result of the monitor. This is what most other actions display/report.
$Group$  The group that contains the computer where the monitor detected the issue
$GroupPath$  The full group path (ie Group1\Group2\Group3) that contains the computer where the monitor
detected the issue
$Machine$  The computer where the monitor detected the issue
$MachineIP$  The IP address of the computer where the monitor detected the issue. Defaults to 0.0.0.0 if the
value can't be determined.
$MachineAlias$  The aliased computer name (if an alias was entered, otherwise the same as Machine above)
$MonitorTitle$  Title of the reporting monitor
$MonitorMsg$  Custom message text from the originating monitor. This can be set in the monitor's Advanced
Monitor Options
$NL$  New Line character
$ProdVer$  Current version of this program
$MonitorType$  The type of monitor that detected the issue. This is the same text as you see in the list when
choosing to create a new monitor.
$Status$  Status of the alert. Typically this will be msALERT or msOK depending on whether a problem is being
reported, or if an issue is being reported as fixed. msSKIPPINGACTIONS can occur when there is a problem but it
shouldn't be alerted on yet.In the case of an emergency alert (internal error for example), you could also
potentially see msTRAINING, msERROR or msCANTMONITOR.
$Time$  Current time in string format
$TimeInError$  Amount of time that a monitor is or was in error. Ex: "Was in error for 1h 2m 3s"

Row Variables
In addition to the values that are always available, the following values are available depending on which
monitor type is sending the alert. The additional information is reported in rows for those monitors that can
report information on a number of items (such as a list of changed files and directories). The number in
parenthesis (the x) should therefore be replaced with a 1 for the first row of results, 2 for the second, etc.
(Example: $Item(1)$, $Item(2)$, $State(1)$...). NOTE: Is is possible to not have any extra row data, especially
in the emergency alert cases shown above.
Citrix Monitor

Directory Quota Monitor

$CurrentValue(x)$  Number of ms for the the Connection or Login to happen.
Equals 1 on error
$Item(x)$  The server being probe
$ItemType(x)$  Constant value always equal to 'Connection' or 'Login'
$LimitValue(x)$  Configured threshold seconds for login to complete
$State(x)$  OK or PROBLEM
$CurrentValue(x)$  Directory size in MB
$Item(x)$  Directory being checked
$ItemType(x)$  Constant value always equal to 'Directory'
$LimitValue(x)$  Configured threshold directory size in MB
$State(x)$  OK or PROBLEM
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Disk Space Monitor

Esensor EM01B Monitor

Event Log Monitor

File Age Monitor

File/Directory Size Monitor

File & Directory Change
Monitor (IDS)

File Sight Monitor

Log File Monitor

Mail Server Monitor

FTP Server Monitor

Performance Monitor

Ping Monitor

$CurrentValue(x)$  Number of free MB on the drive
$Item(x)$  The drive whose free disk space is being checked
$ItemType(x)$  Constant value always equal to 'Disk'
$LimitValue(x)$  Configured threshold (could be in % or an absolute size and
unit)
$State(x)$  OK or PROBLEM
$CurrentValue(x)$  The value of the measured item
$Item(x)$  Constant value always equal to 'EM01b Temperature', 'EM01b
Humidity', or 'EM01b Luminescence'.
$ItemType(x)$  Constant value always equal to 'EM01b Temperature', 'EM01b
Humidity', or 'EM01b Luminescence'.
$LimitValue(x)$  Configured threshold for the item
$State(x)$  OK or PROBLEM
$CurrentValue(x)$  Time of the log item in the Event Log, as a string
$Extra1(x)$  Content of the log item
$Extra2(x)$  Event ID of the log item
$Item(x)$  The Event Log Source that produced the log item
$ItemType(x)$  Constant value always equal to 'Source'
$State(x)$  OK or PROBLEM
$CurrentValue(x)$  Age of the file in minutes
$Item(x)$  Complete filename that is too old
$ItemType(x)$  Constant value always equal to 'File'
$State(x)$  OK or PROBLEM
$CurrentValue(x)$  Current size of the file/directory
$Item(x)$  The directory or file that has grown beyond the threshold
$ItemType(x)$  Constant value always equal to 'Directory' or 'File'
$LimitValue(x)$  Threshold for the file/directory before firing actions
$State(x)$  OK or PROBLEM
$CurrentValue(x)$  Type of change that occurred. One of: 'Created', 'Deleted', or
'Changed'.
$Item(x)$  Complete filename or directory that changed
$ItemType(x)$  Constant value always equal to 'File' or 'Directory'
$State(x)$  OK or PROBLEM
$CurrentValue(x)$  Type of change that occurred. One of: 'Created', 'Deleted',
'Renamed', 'Read', or 'Wrote'.
$Extra1(x)$  Name of the user that made the change
$Extra2(x)$  Name of the application (if available) used to make the change
$Item(x)$  Complete filename that was viewed or changed
$ItemType(x)$  Constant value always equal to 'File'
$State(x)$  OK or PROBLEM
$Extra1(x)$  Content of the matching log line(s)
$Item(x)$  The Log File that produced the log item
$ItemType(x)$  Constant value always equal to 'File'
$State(x)$  OK or PROBLEM
$Item(x)$  The mail server being monitored
$ItemType(x)$  Constant value always equal to 'Server'
$State(x)$  OK or PROBLEM
$Item(x)$  The ftp server being monitored
$ItemType(x)$  Constant value always equal to 'Server'
$State(x)$  OK or PROBLEM
$CurrentValue(x)$  Current value of the counter
$Item(x)$  The complete path of the performance counter
$ItemType(x)$  Constant value always equal to 'Counter'
$LimitValue(x)$  Configured threshold value as specified in the monitor
$State(x)$  OK or PROBLEM
$CurrentValue(x)$  Time the ping took to return (could possibly be empty
depending on settings)
$Item(x)$  The host name/IP address of the server/device being pinged
$ItemType(x)$  Constant value always equal to 'Server'
$LimitValue(x)$  Maximum time the ping is allowed to take before alerting
$State(x)$  OK or PROBLEM

50

TCP Port Monitor

$Extra1(x)$  Port that is being monitored
$Item(x)$  The server being monitored
$ItemType(x)$  Constant value always equal to 'Server'
$State(x)$  OK or PROBLEM
Execute Script
$Item(x)$  Unused
$State(x)$  OK or PROBLEM
Calculated Status
$Item(x)$  Unused
$State(x)$  OK or PROBLEM
Service Monitor
$CurrentValue(x)$  One of three values: 'Up', 'Down', or '?' if the status can't be
determined
$Extra1(x)$  The display name of the service being checked
$Item(x)$  The system name for the service being checked
$ItemType(x)$  Constant value always equal to 'Service'
$State(x)$  OK or PROBLEM
Process Monitor
$CurrentValue(x)$  Either 'Up' or 'Down'
$Item(x)$  The process name being checked
$ItemType(x)$  Constant value always equal to 'Process'
$LimitValue(x)$  Configured threshold value as specified in the monitor
$State(x)$  OK or PROBLEM
SNMP Monitor
$CurrentValue(x)$  The current value of the object
$Item(x)$  The name of the SNMP object being queried
$ItemType(x)$  Constant value always equal to 'Object'
$LimitValue(x)$  Configured threshold for the object
$State(x)$  OK or PROBLEM
Server Temperature Monitor $CurrentValue(x)$  Current temperature
$Item(x)$  Probe Number
$ItemType(x)$  Constant value always equal to 'Temperature'
$LimitValue(x)$  Threshold temperature
$State(x)$  OK or PROBLEM
User Quota Monitor
$CurrentValue(x)$  Current size being used by the user
$Item(x)$  The user who is over or under their quote
$ItemType(x)$  Constant value always equal to 'User'
$LimitValue(x)$  Maximum size allowed before alert actions are fired
$State(x)$  OK or PROBLEM
File System Analyzer
$CurrentValue(x)$  Current size the user or directory is using
$Item(x)$  The user or directory that is being reported on
$ItemType(x)$  Constant value always equal to 'User' or 'Directory'
$State(x)$  OK or PROBLEM
Web Monitor
$CurrentValue(x)$  Time the page took to return
$Item(x)$  The URL being monitored
$ItemType(x)$  Constant value always equal to 'URL'
$LimitValue(x)$  Maximum time the page was allowed to take before alerting
$State(x)$  OK or PROBLEM
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External API
PA Server Monitor has a simple API for automating some basic operations.

Security
To protect the system from unauthorized requests, there are two security precautions that are required:
SSL  SSL must be enabled for the embedded HTTP server. This can be done on the HTTP Settings dialog.
API Key  The API Key registry setting must be set. This is analogous to a username/password. Create a
value named API_KEY and set it to a long string value of random characters. The value goes under
HKEY_LOCAL_MACHINE\software\PowerAdminServerMonitor
Requests are made via HTTPS. The format of the requests is:
HTTPS://{server}:{port}?API={command}&KEY={API Key}
Additional optional parameters can be appended to the URL using the pattern:
&{param_name}={value}

Return Values
All API commands return data as simple text. Successful commands return as XML, or in the following format:
:START:
{returned data
can be multiple lines}
:END:
All errors are returned as:
:ERROR:{error text}

API Commands
Below are the supported commands. The command name should be inserted where {command} is shown in the
example above.
GET_SERVER_LIST

Returns a list of servers and the group that the server is in.
The XML version also shows the computer's internal ID.
Optional Parameters
XML = {0|1}  defaults to 0
Example
https://server:81?
API=GET_SERVER_LIST&KEY=msa8gbk4j78dbglaj
Output (server|group^group)
:START:
DNVISTA|Servers/Devices
192.168.2.5|Servers/Devices
POWERADMIN.COM|Servers/Devices^Boston
OPSMON02|Servers/Devices^Servers^Office
ARCHIVE|Servers/Devices
:END:
XML Example
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https://server:81?
API=GET_SERVER_LIST&KEY=msa8gbk4j78dbglaj&XML=1
XML Output
<?xml version="1.0" ?>
<servers>
<server name="DNVISTA"
group="Servers/Devices^Boston^Servers" id="1" />
<server name="192.168.2.5"
group="Servers/Devices^Kansas City" id="2" />
<server name="POWERADMIN.COM"
group="Servers/Devices^External" id="4" />
<server name="OPSMON02"
group="Servers/Devices^Boston^Servers" id="5" />
<server name="ARCHIVE"
group="Servers/Devices^Boston^Servers" id="8" />
</servers>

GET_MONITOR_INFO

Returns information about all monitors owned by a
particular computer.
Required Parameters
CID  Computer ID for the computer to target for the
operation. Computer IDs can be obtained via the
GET_SERVER_LIST (XML output) above.
Optional Parameters
FORMAT_DATE  0 to always output as ddmmyyyy
hh:mm:ss (24 hour hh), or 1 to use the same format that
the existing reports use (which can be customized).
Defaults to 0.
Example
https://server:81?
API=GET_MONITOR_INFO&KEY=msa8gbk4j78dbglaj&CID=371
&FORMAT_DATE=1
Output (XML)
<?xml version="1.0" ?>
<monitors>
<monitor id="13" status="OK" depends_on=""
title="Check Free Disk Space" lastRun="16102010
5:54:10" nextRun="16102010 11:54:10" errText=""
errorActionIDs="1,3,8" fixedActionIDs="" />
<monitor id="74" status="Alert"
depends_on="132,5" title="Ping OPSMON02"
lastRun="16102010 6:25:12" nextRun="16102010
6:26:12" errText="OPSMON02 is not responding to
ping requests [in error for 2m 3s]"
errorActionIDs="7,3" fixedActionIDs="3" />
</monitors>

GET_ACTION_INFO

Returns a list describing all the actions in the system
(these IDs are used in the errorActionIDs and
fixedActionIDs attributes returned from
GET_MONITOR_INFO
Example
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https://server:81?
API=GET_ACTION_INFO&KEY=msa8gbk4j78dbglaj
Output (XML)
<?xml version="1.0" ?>
<actions>
<action id="1" type="Message Box" typeID="3"
title="Message Box" />
<action id="2" type="Write to a Text Log File"
typeID="6" title="Write to ServerEvents.txt log
file" />
<action id="6" type="Start, Stop or Restart a
Service" typeID="5" title="Restart stopped
service on monitored computer" />
</actions>

START_MAINTENANCE

Put the server into immediate maintenance mode.
Required Parameters
CID  Computer ID for the computer to target for the
operation. Computer IDs can be obtained via the
GET_SERVER_LIST (XML output) above.
{deprecated} SERVER  name of the server that should be
put into maintenance mode
MINUTES  time in minutes that the server should remain in
maintenance mode before it automatically reverts to normal
monitoring
Example
https://server:81?
API=START_MAINTENANCE&KEY=msa8gbk4j78dbglaj
&CID=37&MINUTES=15
Output
:OK:

END_MAINTENANCE

Put the server back into normal monitoring mode.
Required Parameters
CID  Computer ID for the computer to target for the
operation. Computer IDs can be obtained via the
GET_SERVER_LIST (XML output) above.
{deprecated} SERVER  name of the server that should be
put into normal monitoring mode
Example
https://server:81?
API=END_MAINTENANCE&KEY=msa8gbk4j78dbglaj&CID=37
Output
:OK:

RUN_NOW

Request the specified monitor be run immediately
Required Parameters
MID  Monitor ID for the monitor to run immediately.
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Monitor IDs can be obtained from GET_MONITOR_INFO
above.
Example
https://server:81?
API=RUN_NOW&KEY=msa8gbk4j78dbglaj&MID=4721
Output
:OK:

ADD_SERVER

Add and optionally configure the named server
Required Parameters
SERVER  name of the server that should be added. If the
server already exists, it will be operated on (WIN, WMI and
GROUP will not have an effect in that case).
Optional Parameters
WIN={0|1}  defaults to 0. Set to 1 if this is a Windows
server.
WMI={0|1}  defaults to 0. Set to 1 if WMI polling should
happen to collect System Details information for the server
status report
CONFIG_PATH  defaults to none. Full path to a .cxml config
file that specifies a configuration that should be applied to
the new server. .cxml files are created by exporting a
computer's configuration. The file must be on the same
computer as PA Server Monitor is running on.
GROUP  defaults to none (which implies the top level
group). The full path to the group that the server should be
placed in, for example: Servers/Devices^Seattle^Exchange
Servers (where the ^ delimits group names).
Example
https://server:81?
API=ADD_SERVER&KEY=msa8gbk4j78dbglaj&SERVER=MAILSRV2&WIN=1
&WMI=1&CONFIG_PATH=C:\Configs\Mail+Config.cxml
Output
:OK:

DELETE_SERVER

Delete the named server, along with all of its monitors
Required Parameters
CID  Computer ID for the computer to target for the
operation. Computer IDs can be obtained via the
GET_SERVER_LIST (XML output) above.
{deprecated} SERVER  name of the server that should be
deleted
Example
https://server:81?
API=DELETE_SERVER&KEY=msa8gbk4j78dbglaj&CID=125
Output
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:OK:

ADD_GROUP

Add the given group if it doesn't already exist
Required Parameters
NAME  Full of the group name. For example, a group named
"Exchange Servers" under the top "Servers\Devices" would
set NAME to Servers\Devices^Exchange%20Servers (delimit
groups with ^, URL encode, so a space becomes %20)
Example
https://server:81?
API=ADD_GROUP&KEY=msa8gbk4j78dbglaj&NAME=Servers\Devices^New%
20York^Web
Output
:OK:

DELETE_GROUP

Delete the named group. If it contains child groups or
servers, they will become orphaned and moved to the top
Servers\Devices group the next time the monitoring service
is restarted.
Required Parameters
NAME  Full of the group name. For example, a group named
"Exchange Servers" under the top "Servers\Devices" would
set NAME to Servers\Devices^Exchange%20Servers (delimit
groups with ^, URL encode, so a space becomes %20)
Example
https://server:81?
API=DELETE_GROUP&KEY=msa8gbk4j78dbglaj&NAME=Servers\Devices^New%
20York^Web
Output
:OK:

GOTO_SERVER_REPORT

Pass a server name and get forwarded to that server's
status report
Required Parameters
CID  Computer ID for the computer to target for the
operation. Computer IDs can be obtained via the
GET_SERVER_LIST (XML output) above.
{deprecated} SERVER  name of the server
Example
https://server:81?
API=GOTO_SERVER_REPORT&KEY=msa8gbk4j78dbglaj&CID=362
Output
Browser gets redirected to the given server's status report
page
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File Locations
PA Server Monitor stores a variety of files under the product directory. This will explain what and where they are.
C:\Program Files\PA Server Monitor
Product executable and DLL files
C:\Program Files\PA Server Monitor\CA
Selfsigned SSL certificate files
C:\Program Files\PA Server Monitor\Config
Database containing computer, monitor, action, and report configuration. A Backup directory below this
contains periodic exports of the configuration which you can use to go back to a previous point if needed. The
backups do not contain password information.
C:\Program Files\PA Server Monitor\Databases
Database files which hold monitor findings as well as some system management data. If you choose to use
MS SQL Server instead of the embedded database, only a few system management database files will exist
here. This directory is configurable via Database Settings.
C:\Program Files\PA Server Monitor\Install
The PA Server Monitor installer will copy itself here, along with a few files to help Satellites upgrade
themselves. When you download the Console installer from the product's main report page, it comes from this
directory.
C:\Program Files\PA Server Monitor\Logs
Default location for internal product log files. This can be changed in Global Settings.
C:\Program Files\PA Server Monitor\Maps
The Visual Status Map report pulls initial maps graphics during configuration from this folder. You can add your
own map graphics here if you wish.
C:\Program Files\PA Server Monitor\Reports
All reports are generated and stored in this directory. The Shared directory contains files used by all reports.
You can delete this directory and everything will be recreated as needed. This directory is configurable via
Report Settings.
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Importing and Exporting Configurations
PA Server Monitor supports a simple and effective way to transfer your complex monitoring configuration from
one installation of the product to another. This is what exporting and importing configurations does.
Exporting saves PA Server Monitor configuration data to a XML formatted file. Importing is loading the PA Server
Monitor XML file in and restoring the configuration.

Exporting Complete Configuration
To get started, select the following menu setting:

The next dialog that you will see will ask you if you would like to export any server passwords that were entered
previously:

The credentials will be decrypted and visible as plain text in the output file, so you may wish to answer "No" to
this prompt.
A standard "File Save" Windows dialog will let you choose a file name, and a location to save the configuration
file at. When you export a Complete Configuration, the default file name will be PA Server Monitor App
Configuration.axml.

Importing Complete Configuration
Importing a saved PA Server Monitor configuration from file is a simple process. Note: Importing a complete
configuration will erase all existing settings. This is an overwrite operation, not a merge.
Use the following menu selection to choose Import Complete Configuration:

The first prompt that you will see will be a message box indicating that you are about to erase all configured
settings in the current instance of PA Server Monitor and replace them with the contents of the configuration file.

58

If you answered "Yes" to the question above you will see the standard File Open dialog to select a .axml file
that you saved to previously.
At the end of the import, you should see the list of servers restored to the Navigation Pane. A message box will
appear at the end of the import process indicating the success of the operation, as well as any monitors or
actions that could not be restored.

Exporting Individual Server Configuration
You may export the settings (monitors and actions) that are associated with an individual computer. This
operation is very similar to that of exporting the complete configuration of this product as shown above.
The menu item that selects the export server operation is accessed by right clicking a server or device whose
configuration you wish to export. The menu appears as follows.

The series of dialog boxes and the options that appear is similar to that shown above for exporting a complete
PA Server Monitor configuration.

Importing Individual Server Configuration
You may import the settings (monitors and actions) that are associated with an individual computer. The Import
Server operation assumes that they exist already from a previous export operation.

This operation is identical to that of importing the complete configuration of this product as shown above, with
the following exception. An import of a server configuration must be applied to an existing computer object that
you have already created in PA Server Monitor.
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Maintenance Mode
Maintenance Mode is very useful when you'll be working on a computer that is being monitored. Naturally you
don't want to receive alerts or have the monitoring service try to correct things that you are working on. Instead
of stopping the monitoring service (and potentially forgetting to start it again), you can indicated the monitored
computer is being worked on with Maintenance Mode.

Manual Maintenance
You manually put a server into maintenance mode immediately by right clicking on the computer and choosing
Maintenance Period > Immediate Maintenance: Pause Monitoring.

When you enter Maintenance Mode, you specify how long you expect to be working on the server. No further
monitoring of the server will take place until that amount of time has past. Then active monitoring of the server
begins again automatically.

Scheduled Maintenance

In addition to the manual maintenance mode mentioned above, scheduled maintenance is also available. With
this feature you can have the monitoring service automatically place a server into maintenance mode based on
your schedule. This is often useful when some normal process (a nightly backup process for example) might
exceed some of the monitors' normal thresholds.
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PA Server Monitor for iPhone
A free iPhone application is available for PA Server Monitor to help you keep track of your servers and network
while on the go. Receiving iPhone Notifications is also possible by installing the application.
Download from iTunes:
http://itunes.apple.com/us/app/paservermonitorforiphone/id492253481?ls=1&mt=8

App Prerequisites
To use the iPhone application, you need to do the same steps that are required before you can launch a Remote
Console, namely:
1. Enable SSL for the embedded HTTP server
2. Specify login usernames and passwords

Application Startup
Log in to the application using the same server settings and credentials as you would use when running a
Remote Console.

Server Groups
Click the Servers button to navigate through your servers and groups.
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The group health bar gives you a rough idea of the health of the servers within that group. The more red or
yellow you see, the more servers that have one or monitors that are in the error or alert state.

Clicking the sort/group button in the upper left brings groups with problems to your attention by listing them
first. In the image above, the Office group has some some error and a few more alert monitors somewhere.
Clicking that group will drill down to the Office group.
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Drilling down to the Office group shows the EXCHANGE01 server is red, which means one or more monitors on
that server are red. You can click the server to drill down further. A couple of other groups within the Office group
have some yellow  they will need to be investigated as well.

Servers

Clicking an individual server will show charts for that server (if any), monitors with their current status, and
recent alerts at the bottom. Individual charts can be clicked to zoom in.

Acknowledge Server Alerts
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Scroll down to the bottom of a server view to see recent alerts. Click individual alerts to expand them and see
more details about the alert. Click the circle at the left to select the alert to be acknowledged.

Global Alert List

You can also press the Alerts button on the home screen to see a global list of recent alerts. These alerts can be
sorted/grouped just like servers. They can also be acknowledged. And, using the search bar, you can filter for
entries that contain the specified text.
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PA Server Monitor for Android
A free Android application is available for PA Server Monitor to help you keep track of your servers and network
while on the go.
Download from Google Play:
https://play.google.com/store/apps/details?id=com.poweradmin.android.servermonitor

App Prerequisites
To use the Android application, you need to do the same steps that are required before you can launch a Remote
Console, namely:
1. Enable SSL for the embedded HTTP server
2. Specify login usernames and passwords

Application Startup
Log in to the application using the same server settings and credentials as you would use when running a
Remote Console.

Server Groups
Click the Servers button to navigate through your servers and groups.
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The group health bar gives you a rough idea of the health of the servers within that group. The more red or
yellow you see, the more servers that have one or monitors that are in the error or alert state.

Clicking the sort/group button in the upper left brings groups with problems to your attention by listing them
first. In the image above, the Office group has some some error and a few more alert monitors somewhere.
Clicking that group will drill down to the Office group.
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Drilling down to the Office group shows the EXCHANGE01 server is red, which means one or more monitors on
that server are red. You can click the server to drill down further. A couple of other groups within the Office group
have some yellow  they will need to be investigated as well.

Servers

68

Clicking an individual server will show charts for that server (if any), monitors with their current status, and
recent alerts at the bottom. Individual charts can be clicked to zoom in.

Acknowledge Server Alerts
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Scroll down to the bottom of a server view to see recent alerts. Click individual alerts to expand them and see
more details about the alert. Click the circle at the left to select the alert to be acknowledged.

Global Alert List

You can also press the Alerts button on the home screen to see a global list of recent alerts. These alerts can be
sorted/grouped just like servers. They can also be acknowledged. And, using the search bar, you can filter for
entries that contain the specified text.
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Monitor Schedule
Most monitors have a Schedule button in the lower right corner of their configuration dialog. When the mouse
hovers over the Schedule button, the Schedule window is shown below:

You can schedule the monitor to run using a timebased period, on a daily, weekly or monthly schedule.
Advanced Options for most monitors will also let you specify a time during the week (in 30 minute increments)
when a specific monitor should not be run. This might be useful during system backup for example.
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SNMP Credentials
PA Server Monitor can associate a set of SNMP (Simple Network Management Protocol) credential with a
monitored computer or device.
The following context menu choice allows you to see the Set SNMP Settings dialog.

The Set SNMP Settings dialog allows you to set SNMP credentials that are appropriate for the server being
monitored.

This dialog allows you to set the following items:
SNMP version of the remote agent  v1, v2c and v3 are supported. The SNMP version value v2c is the default
setting.
If using SNMP version v3, a username/password needs to be entered
The community string value is set to 'public' by default
The SNMP credentials are used any time SNMP is used to access the target computer or device on the network.
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Calculated Status Monitor
There are sometimes situations where you want a monitor to report on the combined status of a few different
monitors. Or perhaps you need the exact opposite of a monitor (for example, to be alerted when a Ping is
successful on a backup line that ought to be down most of the time). The Calculated Status monitor was
created for these situations.
The Calculated Status Monitor is a script that uses the statuses of one or more input monitors. Once you have
those input statuses, you can combine, compare or do any other operation that you like using the VBScript
language. The final output is the status for the monitor. For example, look at the example script below (a
somewhat similar default script is created for you automatically):
Dim statusB
statusB = GetMonitorStatus("DNVISTA", "Ping Backup Link", 7)
Dim statusA
statusA = GetMonitorStatus("DNVISTA", "Backup Failed Event Log Check", 2)
const
const
const
const

msOK = 1 'no problems (green  OK, alert suppressed, training, etc)
msALERT = 2 'error actions will be fired (yellow  alert state)
msERROR = 3 'monitor can not run for some reason (red  error)
msDISABLED = 6 'resource state unknown (gray  disabled, maintenance, etc)

'Combined status check example:
'if (statusA = msOK) AND (statusB = msOK) then
' FireActions = false
'else
' FireActions = true
' Details = "Doublemonitor check failed"
'end if
'Opposite status example:
'if (statusA = msALERT) then
' FireActions = false
'else
' FireActions = true
' Details = "Put a detailed error message here"
'end if

In the example above, the GetMonitorStatus function gets the current status of the monitor listed in the
parameters. The numbers 7 and 2 in the example are monitor types that are used internally. You don't need to
guess what those values are  if you want to operate on the status of a monitor, click the Insert variables for
monitors' status... button. That will present a user interface where you can choose the monitor status to insert.
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In the example script above, you'll also see definitions for msOK, msALERT, etc. If you accidentally delete those
and need to get them back, press Insert status definitions and the code will be added back to your script.
In the example above, the "Ping Backup Link" is checking a backup link that should always be down, except when
the primary link is down (in that case the backup should be up). That means we normally want the "Ping Backup
Link" to be down (which would make it yellow in the status reports). Since this monitor is really just an input
value, and we don't want it's normal yellow state to show yellow on all the status charts, it would make sense
to go to that monitor, press Advanced Monitor Options, go to the Status tab, and indicate the monitor should
always remain green.

Standard Configuration Options
Like all monitors, this monitor has standard buttons on the right for Adding Actions, setting Advanced Options
and setting the Monitor Schedule.
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Citrix Monitor
The Citrix monitor is a simple "health check" of a Citrix XenServer (formerly Citrix Presentation Server). The
monitor will periodically connect to and log in to the Citrix server, and will time that event. If the login fails to
occur, or if it takes too long, the monitor will enter the alert state and fire actions.
The Citrix monitor expects to find a Citrix server at the address of the "computer" that the monitor is attached
to. Normally, a Citrix server will require its own Computer entry in the Navigation Pane's list of computers and
devices and that entry will indicate the network name or IP address of the Citrix server.
NOTE: The Citrix Monitor requires the Citrix ICA Client to be installed on the same machine as PA Server Monitor
The dialog below is used to configure the Citrix Monitor.

You need to enter the domain name, user name, and password into the dialog. If the Citrix server is configured
for a non standard port, you need to enter that port value too.
The Schedule function specifies the interval at which the test of the Citrix monitor (the connection and test login
sequence) will be applied.

Standard Configuration Options
Like all monitors, this monitor has standard buttons on the right for Adding Actions, setting Advanced Options
and setting the Monitor Schedule.

Supported Reports

The Citrix monitor supports creating reports on the connect and login times that were recorded. You can create
bar and line charts, as well as .CSV and tabular HTML reports.

Detecting Other Citrix Login Failures
Logging into a Citrix server involves various stages. The first two stages are connect then login. Successfully
passing through these puts a client into a loggedin relationship with the server (the client's credentials have
been accepted and a session is established). At this point, however, the session may not be fully functional from
a user standpoint. For example, there may be Windows Startup programs expected to run (or other login actions
that are launched). This means that the time to login (the time to establish valid credentials) may happen rather
quickly while the time needed to get a fully running Windows may take longer. In this way, login can be
subdivided as follows:
1) Initial Citrix Login (Validating Credentials)
and
2) Running Windows Startup Programs
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The alert value supplied for "Alert if login takes longer than this many seconds" is associated with the first of
those. Normally, this is not noteworthy, but there is a known "black hole" condition in Citrix Servers where the
Initial Citrix Login works, but nothing happens after that. Users who experience this often describe it as a hung
server. When a server enters such a state, it is difficult to detect because the Initial Citrix Login works.
If such a hung condition is suspected, then it can be detected by using advanced features within PA Server
Monitor. Here is how:
1. Specify how long to it takes for the Windows Startup Programs to run.
In the registry on the machine running PA Server Monitor, specify the number of seconds that the Citrix monitor
should stay logged in to allow the all Windows Startup Programs to run. That registry setting is:
HKEY_LOCAL_MACHINE\SOFTWARE\PowerAdminServerMonitor

[DWORD]Citrix_LoginScriptRunSeconds

You should set this value to match how long it takes for your startup programs to launch in your Citrix
environment. For example, if after logging into Citrix it takes an additional 15 seconds for Windows to run the
programs in the Startup folder, then you would set this value to 15.
2. Create a Citrix script.
Using the same Citrix user specified in PA Server Monitor, log onto the Citrix server and add a batch file to your
Windows Startup folder. This batch file (or startup script) is a simple text file created with Notepad. You should
save it as a .CMD file (for example, C:\TEMP\PALogin.CMD) and then add C:\TEMP\PALogin.CMD to your Windows
Startup. The startup script (the .CMD file) should contain the following line:
echo Power Admin > c:\temp\pa_watch_this_file.txt

What this does is it overwrites the text file called "pa_watch_this_file.txt" every time the user logs in.
The key here is this: if for some reason the Windows Startup Programs do not run, then the text file
pa_watch_this_file.txt will not be refreshed (it will grow stale). We will then monitor that file (see the next
step) and if it is ever older than expected, then we know that the Running of Windows Startup Programs is not
taking place as expected. That is, we will know that we can log onto the Citrix server, but the server is acting as
if it is in a hung state.
3. Monitor for a stale file.
If you followed the previous step, then you have configured a Citrix user such that a Windows Startup script will
run every time that user logs in; in the example provided, it will create a file called
c:\temp\pa_watch_this_file.txt. You now need to monitor the age of that file using PA Server Monitor. To do
that, add a File Age Monitor as follows:
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If the Citrix Monitor is running every four minutes (as an example), then a full login should happen every four
minutes and the file we are monitoring should never be older than five minutes. We will monitor that condition.
NOTE: If PA Server Monitor is not running on the Citrix server itself, then a UNC designator can be supplied for
the file (pa_watch_this_file.txt).

77

Contents

Directory Quota Monitor
The Directory Quota Monitor watches a the set of directories directly below a starting directory. Each sub
directory's total size is calculated (by summing up the sizes of all files in all subdirectories) and is then
compared against the configured quota.

There are three ways to set the quota for each directory:
Set the default quota which will be used for any directory that doesn't have a quota already specified
(including new directories discovered during a scan)
Manually enter quota values in the Quota column for any individual directory (specify units of K, MB or GB)
Use the Bulk Quota Update mechanism which makes it easy to set many directories to quotas in a flexible
way.
If you want end users (directory owners) to receive email quota reminders, be sure to add the Monitor Directed
Email action. The Directory Quota Monitor will need to determine an email address for each user to notify. You
can either enter an email address for each directory in the Fixed Email column or create an Email Address Pattern
for combining the directory name with some text to come up with an SMTP email address (this scenario assumes
the directory name is closely related to a username). You can also edit the message that is sent to the user
which can include simple replacement variables indicating quota sizes, directories, etc.
Note: If the specified directory is monitored by a Satellite, the true directory names will be retrieved from the
Satellite during the configuration step.

Standard Configuration Options
Like all monitors, this monitor has standard buttons on the right for Adding Actions, setting Advanced Options
and setting the Monitor Schedule.

Supported Reports

The monitor supports reports that detail which directories are over their quota, as well as the largest directories.
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Disk Space Monitor
The Disk Space monitor is simple to setup. You just add the drives that you want to monitor and the alert
threshold (as an absolute size or as a percentage of the total disk size). You can also monitor specific folders if
they are a volume mounted from another server / device.
The Add, Edit and Remove buttons on the left will let you change the disks that are being monitored.

Drives (volumes) on nonWindows machines are shown in the Add dialog as well. PA Server Monitor uses SNMP
behind the scenes to get drive information from the hrStorage table. If drive/volume information is not showing
up, make sure that the correct SNMP credentials have been specified.

Note: If the target server is monitored by a Satellite, the drive names will be retrieved from the Satellite during
the configuration step.
If a drive\share\volume that you want to monitor does not show up, choose {manually enter path}, and then
enter the UNC path to be monitored on the next dialog.
When monitoring remote drives it is important to remember that the monitoring service will probably run as a
different user than you are currently logged in with, and will most likely not have network drives mapped. The
best way to specify a disk in this case is via UNC paths.

Standard Configuration Options
Like all monitors, this monitor has standard buttons on the right for Adding Actions, setting Advanced Options
and setting the Monitor Schedule.

Supported Reports
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The Disk Space monitor supports a number of disk space related reports. The Disk Space Summary is a good way
to keep an eye on all disk space  by default it shows a list of all servers with those with the least amount of
free space at the top. Most of the reports can create bar and line charts, as well as tabular HTML and .CSV
output.
See how to predict when disks will fill up
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Esensor Environment Monitor
This monitor will perform checking of a model EM01B environmental sensor manufactured by Esensors, Inc.
(http://www.eesensors.com). This monitor will work with the EM01BSTN, EM01BVLT and EM01BTHM.
Please note that you must use the web configuration screen that is built into the EM01B in order to configure it
for use on your network. PA Server Monitor does not support a way to configure the EM01B itself.
In order to monitor the EM01B sensor, you must first create a computer object in PA Server Monitor and assign it
the IP address being used by the EM01B sensor. This will represent the EM01B for monitoring by PA Server
Monitor. Refer to the page on Adding Computers.
Next, you can add a monitor of type "Esensor EM01B Monitor" You will then see the dialog below.

The status line at the bottom of the dialog (which above, reads "Initializing") will indicate if there is a problem
detecting the sensor.
Note: If the target probe is monitored by a Satellite, the environmental values will be retrieved from the
Satellite during the configuration step.
The sensor may be monitored for any or all of following three values that it detects:
Temperature (in celsius or fahrenheit)
Relative Humidity (in percent)
Luminescence (in Lux)
NOTE: The EM01BVLT and EM01BTHM models support an additional measurement, but the Esensor
Environment Monitor is not currently able to read that additional measurement.
If any of the value(s) that you set in the dialog above are reached and crossed by the values sent back by the
EM01B, this monitor will reach an error state and fire actions. The error state may be reached by an "under"
value or an "over" value, according to the "Alert when" setting for that sensor value.

Standard Configuration Options
Like all monitors, this monitor has standard buttons on the right for Adding Actions, setting Advanced Options
and setting the Monitor Schedule.

Supported Reports

The monitored values of temperature, relative humidity and luminescence can all be charted or output to .CSV
file or tabular HTML. The data can be summarized into hourly, daily, weekly or monthly minimum, maximum or
average values.
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Event Log Monitor
The Event Log Monitor can monitor one or more event logs on the system, including the standard Application,
Security and System logs as well as custom event logs. You have complete flexibility in specifying which types of
events are important to you and which types you'd like to ignore. In addition, you can manually add dynamic
event sources (event sources that register themselves, add an event, and then unregister themselves).

The large Event Source grid shows all currently registered Event Log sources. Next to each source are six
columns: a special filter column, and the five different event types. Place a check next to the event source of the
event type that you want to watch for.
The special "=All Event Sources=" at the top of the list can be used to easily check events from all sources in a
column.
Note: If the target server is monitored by a Satellite, the Event Log sources will be retrieved from the Satellite
during the configuration step.

Additional Filtering
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If you want to filter the events by ID or by text (to either include or exclude events), check the box in the "Event
ID & Text Filters" column. The dialog shown above will be displayed allowing you to enter event IDs or event
text that should be filtered on.
Note: Even if you have an Event ID or text filter defined, you still need to have a check in at least one of the
Event Type columns to control which types of events will have the filter applied.
To learn how to audit for logons and logon failures using additional filtering read our HOWTO page Audit
Logons

Adding Event Sources
Some sources register themselves with the system just long enough to add an event, and then unregister
themselves, which causes them to not show up in the Event Sources list. If you want to monitor such an event
source, you can press Add Event Source and manually add the name of the event source. Events that are
manually entered will be shown at the top of the list and have a * added to their name. You will then be able to
select which event types you'd like to monitor against that source.
If you've entered manual sources but find that you no longer need them, you can press the Clear Manual Sources
button to delete your manually entered sources.

Testing the Monitor
The Test Event button allows you to create an event in the event log (possibly mimicking one you're trying to
target) to see if the current configuration will pick it up. After you create the event, wait a few moments for the
running system to find the new event.
Note: Test events can only be created in the Application event log, and cannot be created with the Security
source (only the operating system can create events with that source).
The Training option in Advanced Monitor Options is particularly useful for this monitor type. You can tell the
monitor to watch a computer for a few days and automatically ignore the events that occur within that time
frame (this assumes the server is healthy and behaving normally during the monitoring period). You can always
go back and remove any filters that are created.

Customized Alerting
Most monitors run periodically and report everything they find in a single alert/message at the end of the run.
This monitor has the additional option of sending each matching event as a separate email alert (if an email
action is attached to the monitor). This is done by checking "Report each matching event separately".

Standard Configuration Options
Like all monitors, this monitor has standard buttons on the right for Adding Actions, setting Advanced Options
and setting the Monitor Schedule.
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Supported Reports

The Event Log monitor supports running reports on all of the matching events that have happened. You can filter
the reported events on event source, type, date range, etc.
If you want to watch for an event, like a backup succeeded event, create an Event Log monitor to watch just
that source, and filter for the event ID that you want. Normally it would only alert if that event was found,
but in this case you want the opposite  to alert if the event is not found. Go to Advanced Options to the
Status tab, and click the "Invert monitor status..." box. In addition, use the Schedule button to set the
monitor to only run once after each backup occurs.
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Execute Script Monitor
The Execute Script Monitor allows you to write your own custom scripts in the VBScript language to check
anything that your script can access. This monitor makes use of the VBScript engine that is already installed on
nearly all Windows computers.
The script window is where you enter your VBScript. The script can do anything that can be done in VBScript
(including creating external ActiveX/COM components) with all the standard restrictions. A good VBScript
reference is available at: http://msdn.microsoft.com/enus/library/d1wf56tt.aspx

There are two Test buttons. One will run the script within the Console. The other will send the script to the
monitoring service that is monitoring the target computer (Central Monitoring Service or a Satellite) and run the
script there. This helps find any problems that might come up from the script possibly running on a different
machine, or running as a different user (the service Log As user).
Keep in mind that when the script runs, it might run on a different computer than where you are editing it.
That means drive mappings, HKEY_CURRENT_USER registry hive, Internet Explorer settings and the
currently running user will often be different.

IMPORTANT: Do not show any user interface elements in the script  they will not be visible in the monitoring
service and will block the script from ever completing.

Additional Script Elements
Besides the VBScript objects and elements, the following additional global variables and methods are available
within the scripting engine:
ComputerName

This readonly string variable is the name of the computer
that the monitor is attached to.
Example:
myStr = ComputerName

Details

This is a string value. This value is passed to any attached
actions as the details for the action (ie the content of an
email notification for example).
Example:
Details = "Alert! Can't contact remote system"
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FireActions
SendNotification

This is a boolean value. Either FireActions or
SendNotification can be used  they are identical. If the
value is set to True, actions attached to the monitor will
fire. If it is False, they will not fire. The value defaults to
False.
Example:
FireActions = true

GetStatID
RecordStat

GetStatID and RecordStat are used together to record
integral data values to the database for reports.
GetStatID is a function that takes a single string value and
returns an integer statID. The string value should be a
useful name to you, such as the name of the thing you're
probing with the script. Including the server/device name in
the string would be a good idea if a similar script will run on
multiple computers  it will make it easier to choose the
specific data that you want when you create reports.
Example:
statID = GetStatID("ftpSvr1myObject")
RecordStat is a method that takes two inputs  the statID
obtained from GetStatID above, and the integer value to
record to the database. The time the value is recorded also
gets saved to the database for use in line charts, etc.
Example:
RecordStat statID, objectValue

GetValue

This method takes a text name and returns the value that
was stored earlier via the StoreValue call described below.
If nothing was ever stored with that name, an empty string
is returned.
Example:
prevState = GetValue "LastState"

MachineID

Returns the numeric value that uniquely identifies this
computer within the application. Useful in conjunction with
the External API.

SendMail

This method sends an email message to the recipient that
you choose.
Example:
SendMail "to_address@host.com",
"from_address@host.com", "Subject of message", "Body of
email message"

Sleep

This method takes a single integer value, which is the
number of milliseconds that the script should stop and
sleep. Be careful about using this: causing too many
monitors to sleep for very long means other monitors may
not get run.
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Example:
Sleep 1500
StoreValue

This method takes a text name, and a text value and stores
it. This named value can be retrieved later (even when the
script runs next) via GetValue. Note that these values will
be persisted in the configuration database and kept in
memory with the monitor, so they should be kept relatively
small (a few hundred characters long or less).
Example:
StoreValue "LastState", "1|15|OK"

Standard Configuration Options
Like all monitors, this monitor has standard buttons on the right for Adding Actions, setting Advanced Options
and setting the Monitor Schedule.

Example Scripts
Check a database value
Option Explicit
Dim objconnection
Dim objrecordset
Dim strDetails
Const adOpenStatic = 3
Const adLockOptimistic = 3
SendNotification = False
Set objconnection = CreateObject("ADODB.Connection")
Set objrecordset = CreateObject("ADODB.Recordset")
objconnection.Open _
"Provider=SQLOLEDB;Data Source=<data_base_server>;" & _
"Initial Catalog=<database_name>;" & _
"User ID=<username>;Password=<password>;"
objrecordset.Open "SELECT COUNT(*) FROM <database_name>", _
objconnection, adOpenStatic, adLockOptimistic
If objrecordset.RecordCount >= 1 Then
objrecordset.MoveFirst
'ensure there are at least 1000 rows
If objrecordset.Fields(0) < 1000 Then
SendNotification = True
strDetails = "There are only " & objrecordset.Fields(0) & " rows in the table!"
End If
Else
strDetails = "CODE RED !!!! No rows found!"
SendNotification = True
End If
Details = strDetails
Check files in a directory
dim highCount
highCount = 1000
Set fso = CreateObject("Scripting.FileSystemObject")
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Set oSrcFolder = fso.GetFolder("\\server\dir\tocheck")
fileCount = oSrcFolder.Files.Count
if fileCount > highCount then
SendNotification = True
else
SendNotification = False
end if
Check the size of a specific file and record to a database
FileToCheck = "C:\Files\Backup\dump.db"
Set objFSO = CreateObject("Scripting.FileSystemObject")
If objFSO.FileExists(FileToCheck) Then
Set objFile = objFSO.GetFile(FileToCheck)
statID = GetStatID(FileToCheck)
RecordStat statID, objFile.Size
If objFile.Size < 1000 Then
SendNotification = True
Details = FileToCheck & " is too small!"
Else
SendNotification = False
End If
Else
SendNotification = True
Details = FileToCheck & " does not exist!"
End If
Check if the newest file is older than 6 hours old (to ensure new files are being created)
DirToCheck = "C:\Logs"
Dim fNewest
set oFolder=createobject("scripting.filesystemobject").getfolder(DirToCheck)
For Each aFile In oFolder.Files
If fNewest = "" Then
Set fNewest = aFile
Else
If fNewest.DateCreated < aFile.DateCreated Then
Set fNewest = aFile
End If
End If
Next
if fNewest.DateCreated < (DateAdd("h",6,Now())) then
SendNotification = True
Details = "NEWEST LOG FILE older than 6 hours (latest file " & fNewest.DateCreated & ")"
else
SendNotification = False
end if
Launch a program and check the result code
Dim objShell
Set objShell = CreateObject("WScript.Shell")
'Spaces in the path below can cause trouble for the Run method
exitCode = objShell.Run("C:\Test\App.exe", 1, True)
Set objShell = Nothing
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if (exitCode = 0) then 'assuming 0 means OK in this case
FireActions = false
Details = "Everything is OK"
Else
FireActions = true
Details = "Test app returned " + exitCode
End If
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File Age Monitor
Configuring the File Age monitor consists of the following simple steps:
Specify a pattern that defines which set of files will be watched. You may use wildcards in the file
specification.
Specify a maximum file age. The error state will be triggered if any files that match the pattern are older than
the maximum file age.
Indicate whether you want to be alerted if no matching files can be found.

Standard Configuration Options
Like all monitors, this monitor has standard buttons on the right for Adding Actions, setting Advanced Options
and setting the Monitor Schedule.
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File & Directory Change Monitor
The File & Directory Change Monitor is a very powerful monitor that can for watch changes to files and directories
on a server including file and directory creation and deletion). It can aid you in keeping track of changes to your
systems, and even act as an intrusion detection system. In particular, this monitor can help fulfill the
requirements of several mandated security practices, such as the "Payment Card Industry Data Security
Standard" (part 11.5).
When configuring the File & Directory Change Monitor, specify the starting directory and whether the
subdirectories should also be checked. If the directory is not local to the computer, using UNC paths is required
since mapped drives are usually not available to the service when it runs.

You can specify which file types (by file extension) should be monitored. There are buttons that let you quickly
add common executable file types, all files, or you can manually add individual file types that you care about.
If you select All Files, you can then filter out certain file types by extension. For example, knowing that
temporary (.tmp) files have changed is often not helpful.
The Monitor files for changes... is where you specify what aspects of the files and directories you'd like to
monitor. If you select File Contents the file is opened and its entire contents are read and a checksum is
generated for later comparison. This can be resource intensive, and should generally only be done for the
smallest subset of files that will accomplish your needs.
If you indicate that subdirectories should be monitored, you have the ability to filter out some of the
subdirectories. The patternmatching algorithm is very simple: Before a path is scanned, a backslash "\" is
appended to the end of the path. Then the list of ignored directories is scanned and if the text of any ignored
directory can be completely found within the path to be scanned, that directory (and all of its subdirectories) is
skipped. The check is not case sensitive.
Some files are always changing (some system files for example), but not enough that you can ignore all files of
that extension. You can specify individual files to ignore during the scan.

About "Files to ignore" and Training
"Files to ignore" is a text box where you can enter the names of files that are to be ignored by the File and
Directory Change Monitor. This feature operates in conjunction with the Training feature in order to customize
the behavior of PA Server Monitor easily.
Training is a powerful feature available on many monitors. With the File & Directory Change monitor, the monitor
will watch for changes over a period of time. Everything that changes within that period of time is automatically
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added to the Files to Ignore list.
After the training period ends, the monitor automatically switches into its normal scanning pattern.
Because "Files to ignore" is a text box, you can remove any files or add new files as you require by editing the
list of files by hand.

Standard Configuration Options
Like all monitors, this monitor has standard buttons on the right for Adding Actions, setting Advanced Options
and setting the Monitor Schedule.

Supported Reports

All file and directory changes that can be alerted on are also recorded to a database. This database allows you
to run reports on types of changes, changes to particular files or directories, etc.
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FTP Server Monitor
The FTP Server monitor can watch an FTP server on a monitored computer to ensure it is up and running. This is
accomplished by connecting to the server, optionally using credentials that you supply.

Above you can see the configuration dialog for configuring the FTP Server monitor. The FTP server name is taken
from the server that the monitor is attached to. An optional username and password can be entered.
SSL connections (FTPS) are supported. If you don't know which setting to use, select "Don't Know" and press the
Test button. Each option will be tried and the one that works will be selected for you automatically.
When you press the Test button, the FTP settings are sent to the monitoring service (Central Monitoring Service
or Satellite) and are tried there. The test results will be sent back and displayed.

Standard Configuration Options
Like all monitors, this monitor has standard buttons on the right for Adding Actions, setting Advanced Options
and setting the Monitor Schedule.

Supported Reports

The FTP Server can create reports based on the time to connect to the FTP server. This data can be charted as
well as output in .CSV or HTML tabular form. In addition, you can define what 'up' means and create an uptime
report showing a percentage of uptime over a given time period.
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Log File Monitor
The Log File Monitor watches text files and notifies you when specific text is seen. You can use standard
Windows wildcard characters ? and * to specify more than one file to monitor.
The Log File Monitor employs an efficient mechanism to only read changed parts of the file(s). That means it
starts reading only text that is added after the first run of the monitor. The search text can be specified as a
simple phrase, or you can use the power of regular expressions for more complex text searches.

The first option is a simple text search. You enter exactly the text that you want found, and specify whether the
case should match or not. This is good for searching for specific phrases or specific words or parts of words. An
example would be: database connection error
The second option lets you specify the search text with Regular Expressions (a great refresher is available at
RegExLib.com). For example, if you want to search for the word 'error' OR 'failure' you would enter: error |
failure

Standard Configuration Options
Like all monitors, this monitor has standard buttons on the right for Adding Actions, setting Advanced Options
and setting the Monitor Schedule.
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Mail Server Monitor
The Mail Server monitor can watch a POP3, IMAP4 or SMTP mail server on a monitored computer to ensure it is up
and running. This is accomplished by logging into the server using one of the above protocols using credentials
that you supply.

Above you can see the configuration dialog for configuring the Mail Server monitor. The mail server name is taken
from the server that the monitor is attached to. The mail server type and optional username and password need
to be entered. When the server type is selected, the standard port is entered for you, but you can also change it
for nonstandard configurations.
SSL connections (POPS, IMAPS and SMTPS) are supported. If you don't know which setting to use, select "Don't
Know" and press the Test button. Each option will be tried and the one that works will be selected for you
automatically.
When you press the Test button, the mail settings are sent to the monitoring service (Central Monitoring Service
or Satellite) and are tried there. The test results will be sent back and displayed.

Standard Configuration Options
Like all monitors, this monitor has standard buttons on the right for Adding Actions, setting Advanced Options
and setting the Monitor Schedule.

Supported Reports

The Mail Server monitor can create reports based on the time to connect to the mail server. This data can be
charted as well as output in .CSV or HTML tabular form. In addition, you can define what 'up' means and create
an uptime report showing a percentage of uptime over a given time period.

95

Contents

Performance Counter Monitor
The Performance Counter Monitor can watch any performance counter that the Windows Perfmon tool can display.
This gives you great flexibility since many systems and drivers on the computer report statistics and their current
state via the performance counters.
In addition, CPU and memory usage counters are simulated for Linux/Unix machines via SNMP, so monitoring and
charting those values is now as easy as with a Windows server.
When adding counters to be monitored, you can select a counter, a threshold (low or high) and the amount of
time the threshold has to be exceeded before actions are fired. The offending counter and its current value will
be part of the action description.
The values of each performance counter are recorded in a local database in order to generate historical reports.

When you click the Add button, the target server is queried for counters it supports, and a dialog similar to the
Windows Perfmon dialog is shown where you can select the counter that you want to monitor. For this to work
with Linux/Unix servers, SNMP is used. Make sure you have entered the SNMP credentials if the defaults of v2c
and 'public' won't work.
Note: If the target server is monitored by a Satellite, the available counters will be retrieved from the Satellite
during the configuration step.

Standard Configuration Options
Like all monitors, this monitor has standard buttons on the right for Adding Actions, setting Advanced Options
and setting the Monitor Schedule.

Supported Reports

The Performance monitor can create charts from any of the counter values that are being monitored. This
includes bar and line charts. Tabular HTML and .CSV output for importing into other apps (Excel) are also
possible.

Simulated Network Counters
Windows doesn't have a performance counter for % Network Utilization, so PA Server Monitor has support for
computed counters for Send and Receive Utilization percents. To get them, you need to add the two base
counters that each is based on. The computed values are percentages from 0 to 100.
For each of the counters below, you can set the alert thresholds to anything you want. Current Bandwidth is
supposed to be a constant value, so monitoring it for alerting purposes isn't important. In that case an alert
threshold of = 0 would be a good default. For Bytes Sent and Received/sec you also might not care about
alerting on it. Since it could realistically be 0 some times, you could set the alert threshold to < 0 so it never
alerts.
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To get \Network Interface\(<network card>)\% Receive Utilization
1. Add: \Network Interface\(<network card>)\Bytes Received/sec
2. Add: \Network Interface\(<network card>)\Current Bandwidth
To get \Network Interface\(<network card>)\% Send Utilization
1. Add: \Network Interface\(<network card>)\Bytes Sent/sec
2. Add: \Network Interface\(<network card>)\Current Bandwidth

[Ex: alert on > 95]
[Ex: alert on < 0]
[Ex: alert on = 0]
[Ex: alert on > 95]
[Ex: alert on < 0]
[Ex: alert on = 0]
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Ping Monitor
The Ping Monitor sends out a typical ICMP 'ping' message to the specified host as often as is specified by the
Schedule button. If the host doesn't respond before the given timeout value, the configured actions are fired.
The host name is resolved each time the ping happens which allows this monitor to also watch DNS servers. The
time to resolve an address is not counted towards the total ping timeout.

Ping result times are recorded for report generation. If a ping response is never returned, a time of 30,000 is
used to indicate the failure in reports. The Uptime Report is very useful with Ping data.
Many system administrators only want to be alerted after a few ping responses are missed. Configure that
under the Alert Suppression setting in Advanced Options.

Standard Configuration Options
Like all monitors, this monitor has standard buttons on the right for Adding Actions, setting Advanced Options
and setting the Monitor Schedule.

Supported Reports

The Ping Server monitor can create reports based on the ping response from the target server/device. This data
can be charted as well as output in .CSV or HTML tabular form. In addition, you can define what 'up' means and
create an uptime report showing a percentage of uptime over a given time period.
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Process Monitor
The Process monitor check how many instances of a target process are running. It then compares that to the
threshold and fires actions as needed.
The process may be running locally, or remotely. PA Server Monitor can monitor remote processes on Windows
servers via WMI or SNMP, as well as processes on remote Linux/Unix servers via SNMP.
To monitor a process, create a monitor of type Process Monitor on the computer that hosts the target process.
You will see the dialog shown below.

The list "Current Running Processes" should quickly fill with a list of processes that are now running on the
target machine. Select the process from the list and specify the alert condition. If the process list doesn't fill,
check the WMI and/or SNMP credentials for the server.
Note: If the target server is monitored by a Satellite, the available processes will be retrieved from the Satellite
during the configuration step.
If the process name does not appear in the list, then you can type its name manually into the "Process to
Watch" text box.

Standard Configuration Options
Like all monitors, this monitor has standard buttons on the right for Adding Actions, setting Advanced Options
and setting the Monitor Schedule.

Supported Reports

Process up or down data is recorded every time the monitor runs. You can define a time period, and optionally a
summarization (hourly, daily, weekly, monthly) to create an uptime report for the process.
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Server Temperature Monitor
The Server Temperature Monitor works with the free SpeedFan utility program. You need to download it from
http://www.almico.com/speedfan.php and install it (it can be downloaded and installed in under a minute).
NOTE: Because SpeedFan interacts with and probes very lowlevel hardware, the SpeedFan website
suggests caution when first running it in case there are any issues. Running it on test hardware is
recommended
After SpeedFan is installed, the Server Temperature Monitor will query the SpeedFan app to extract current
temperature values from the various temperature probes detected.
NOTE: Because SpeedFan interacts with the local hardware, this monitor only works on the computer where the
monitoring service is running (ie only on the Central Monitoring Service, or on a remote Satellite computer).
To configure the Server Temperature Monitor, simply specify the path to the SpeedFan.exe file (the default path
given is typically correct). Then indicate whether you have successfully run SpeedFan before.

After the path has been specified and you've indicated SpeedFan runs OK on your computer, SpeedFan will be
launched in the background. Live temperatures will then be collected and displayed.
Default temperature thresholds are shown to the right of the live temperatures. Simply click a temperature
threshold and change it to whatever value you like.

Standard Configuration Options
Like all monitors, this monitor has standard buttons on the right for Adding Actions, setting Advanced Options
and setting the Monitor Schedule.

Supported Reports

The various temperature values are all recorded to a database. You can run reports that chart these values or
produce tabular output in HTML or .CSV files for importing into Excel, etc. The data can be optionally summarized
into hourly, daily, weekly and monthly values.
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Service Monitor
The Service Monitor watches the same system services that can be seen from the Administrator Tools Services
applet. If a service is not running, actions are fired (which could notify you and/or restart the service for
example). The Restart Service action is typically attached to this monitor.
Watch the training video How to Add Service Monitor in PA Server Monitor.

The services in the "All services list" come from the computer being monitored.
The easiest way to use this monitor is to check the "Monitor all services that are set to Automatic start". If a
service is set to Automatic start isn't running, alerts will fire.
In addition to (or instead of) the above check box, you can also specify a specific list of services to monitor by
moving them to the list on the left labeled "Also monitor these specific services". You can press Add All Running
Services to automatically add the services which are BOTH currently running AND set to Automatic start type.

Note: If the target server is monitored by a Satellite, the available services list will be retrieved from the
Satellite during the configuration step.
Some services (even Automatic start services) start and stop as part of their normal operation. Add these
services to the "Ignore these specific services" list to avoid being notified when the service stops. PA Server
Monitor will automatically had a few well known services to this list if they are found on the target computer.

Standard Configuration Options
Like all monitors, this monitor has standard buttons on the right for Adding Actions, setting Advanced Options
and setting the Monitor Schedule.

Supported Reports

Service up or down data is recorded every time the monitor runs. You can define a time period, and optionally a
summarization (hourly, daily, weekly, monthly) to create an uptime report for the service.

101

Contents

SNMP Monitor
The SNMP Monitor works as an SNMP Managerit can query local or remote SNMP agents for specific values, and
then compare those values to thresholds. If the thresholds are passed, actions are fired. In addition, the
retrieved values are also stored in the database for creating reports.

Configuring the SNMP Monitor requires SNMP credentials to be set, and specific SNMP objects and thresholds to
be selected.
The default SNMP credentials are set to use v2c with community string set to 'public'. That will work in many
cases, but you might need to make changes depending on your environment. The current settings are shown in
the dialog above near the top, and pressing the Configure button will let you change those settings. You can
also rightclick the computer/device in the Console and choose Type & Credentials > Set SNMP Settings.

This dialog allows you to set the following items:
SNMP version of the remote agent  v1, v2c and v3 are supported. The SNMP version value v2c is the default
setting.
If using SNMP version v3, a username/password needs to be entered.
Community string value which is to 'public' by default.
Once you have entered the information that will allow access to your SNMP agent, press OK in the "Set SNMP
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Settings" dialog to save the SNMP server settings and to return to the Configure SNMP Monitor dialog.
From the Configure SNMP Monitor dialog, press the Add button. That will display the dialog shown below. The
SNMP monitor will query the remote agent and show you a list of all SNMP objects available from the agent.
Those objects are also displayed using information from default MIBs that are on your system. If you have
additional MIB files for objects that you want to view, press Load MIB button to select the MIB file. The display
will update to include information from the newly loaded MIB file.

Note: If the target server is monitored by a Satellite, the available SNMP objects will be retrieved from the
Satellite during the configuration step.
Unlike many SNMP browsers that only show objects for which you have MIBs loaded, this SNMP browser shows all
objects that are available on the remote machine. Loading MIBs will add additional detail (like symbolic object
names instead of just the numeric OID, and also textual descriptions for the fields).
As you move through the SNMP object tree, you'll see that the information at the bottom of the dialog changes.
This bottom part of the dialog gives you information about each object according to any applicable MIB that was
loaded. In addition, you can press the Recent Value button to see what the value is at that moment. You can
navigate to the object that you're interested in, or use the Find button to find an object. The Find button will
search for OIDs, object names and object values. You can press the Find button again after a search to keep
searching further for the same value.
Once your target object has been found, press the green Monitor Selected Object button. This will show you a
small dialog where you can configure the thresholds for the value of that object. Once the threshold is set,
you're brought back to the previous dialog so you can continue selecting addtional objects to monitor. When
you're finished, press the Done button to return to the main SNMP Monitor configuration dialog.
To monitor network bandwidth usage on a router or server, use the Find button to look for "ifInOctets" and
"ifOutOctets" objects.

Shared Settings
Near the bottom of the dialog, you'll see this area where common SNMP removal text is shown:

Removal text is shared among all SNMP monitors and Actions. Any time an SNMP object is reported on, the
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removal text is removed from the SNMP object's name. This helps cut down on clutter and makes reading the
SNMP object names much easier.

Standard Configuration Options
Like all monitors, this monitor has standard buttons on the right for Adding Actions, setting Advanced Options
and setting the Monitor Schedule.

Supported Reports

The SNMP monitor can create charts from any of the counter values that are being monitored. This includes bar
and line charts. Tabular HTML and .CSV output for importing into other apps (Excel) are also possible.

SNMP Troubleshooting
If you can't connect to a server/device via SNMP, make sure to double check the SNMP settings (version and
community string in particular). Windows servers by default don't enable 'public' as a community string, and they
don't accept SNMP requests from the network by default. These can both be changed by going to the SNMP
server (in the Administrator Tools > Services applet), to the Security tab.
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SNMP Trap Monitor
The SNMP Trap Monitor receives SNMP Traps and Informs sent by networked devices. You configure those devices
to forward Traps to PA Server Monitor, and configure the device trap thresholds, etc. So really, the SNMP Trap
Monitor is an SNMP Trap receiver.

By default, all received traps will be alerted on. You can optionally create a filter that will only fire actions on
specific traps that are received.
If you want to send some traps to one group of people, and other traps to a separate group, create two or
more separate SNMP Trap monitors to watch for each group's specific traps.

If you will be forwarding traps via an Email Action, you can optionally specify that each individual trap be sent
as a separate email.

Shared Settings
Near the bottom of the dialog, you'll see this area where common SNMP removal text is shown:

Removal text is shared among all SNMP monitors and Actions. Any time an SNMP object is reported on, the
removal text is removed from the SNMP object's name. This helps cut down on clutter and makes reading the
SNMP object names much easier.

Standard Configuration Options
Like all monitors, this monitor has standard buttons on the right for Adding Actions and setting Advanced
Options. This monitor does not have a Schedule button since a schedule is not needed to receive traps.
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Syslog Monitor
The Syslog Monitor receives logs from Syslog agents on devices on your network. You configure those devices to
forward their logs to PA Server Monitor. When a log line is received, the Syslog Monitor can alert on it or simply
write it to a log file.

The monitor shows a grid of the standard Syslog severities across the top, and standard facilities going down the
left side. If you want the monitor to react to a Syslog of a particular severity and facility, check that box. Syslogs
that correspond to an unchecked box are ignored.
In addition to the severity/facility grid, you can also specify filters to further narrow which Syslogs will cause
alerts to fire and which you would like to ignore. Press the Set Filter button to define the filter.
If you want different actions to run for different syslogs (perhaps some events going to one group and some
events going to another group), you can create multiple Syslog monitors with different filters, grid settings
and attached actions.

Standard Configuration Options
Like all monitors, this monitor has standard buttons on the right for Adding Actions and setting Advanced
Options. This monitor does not have a Schedule button since a schedule is not needed to receive syslogs.
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TCP Port Monitor
The TCP Port Monitor will periodically connect to a port on the defined server and record how long the connection
took. In addition, a text command can be sent, and a specific text response can be checked for (if no response is
specified, the establishment of a connection is considered successful).

Since connection times are recorded, you can create reports that show connection times to help you understand
when the system is under load.
For example, you could use this monitor to test whether an HTTP server is accepting connections by specifying
the following send text:
GET / HTTP/1.1<enter>
<enter>
<enter>
(blank lines are important for this protocol!)
and then check for response text of '200'. (This is just an examplein this particular case, it would be easier to
just use the Web Page Monitor).

Standard Configuration Options
Like all monitors, this monitor has standard buttons on the right for Adding Actions, setting Advanced Options
and setting the Monitor Schedule.

Supported Reports

The TCP Port monitor can create reports based on the port response time from the target server/device. This
data can be charted as well as output in .CSV or HTML tabular form. In addition, you can define what 'up' means
and create an uptime report showing a percentage of uptime over a given time period.
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Web Page Monitor
The Web Page Monitor lets you define one or more web pages and content on those pages that should be
checked.

Parameters
A number of parameters can be given to control what and how the web page is monitored.
URL
The URL for the page is specified at the top. The protocol (http:// or https:// for example) should be included
in the URL. Additional parameters can be passed in the URL if desired. For example:
http://www.myserver.com/pages/check.php?page=1&val=test
Nickname (optional)
Reports will use the Nickname if available, otherwise the URL will be shown.
GET/POST
Specify whether the URL should be called with an HTTP GET or POST command. If fields and values are
specified, they will be appended to the URL for a GET, or POSTed as a form post. If POST is used, the URL is
not changed (even if you appended variables in the URL field at the top).
Parameters to pass
Here you can give field names and values for those fields. These values will be appended to the URL for a
GET, or sent as a form post for a POST. The data will be UTF8 encoded before sending.
Variables
Variables are values that are replaced when the monitor is run. They can appear in the parameter name
or value, and also in the URL. For example:
http://www.test.com/getpage.aspx?randomID=$CACHEBUSTER$
$CACHEBUSTER$ will be replaced when the HTTP request is made with a unique value each time the monitor
runs.
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Success Text
If this value is given, the retrieved page will be searched. If the Success Text is not found, the monitor
will fire alert actions.
Failure Text
If this value is given, the retrieved page is scanned. If this text is seen, the monitor fires alert actions.
Page Content Changes
If checked, the monitor will compare the retrieved page to the previously retrieved page and look for
differences. If a difference is found, the monitor will fire alerts.
Page Load ms
The page load time is compared against this value. If load time is greater than this value, alerts are
fired.
Follow Redirects
If an HTTP redirect status code (301, 302, etc) is returned, it will be followed if this flag is checked. The
followed page will then be checked for Success Text, Error Text, etc.
Enable Cookies
Cookies can be recorded and then used on subsequent requests if this is checked. This could be useful for
pages that allocate new IDs (visitor IDs for example) or other values/resources for each new visitor.
Try Again
If the page fails to load, or the target values can't be found, the monitor can make an additional try to
load the page and will check again when this value is checked.
Append Page Content
If alert actions are fired, this check box indicates the retrieved page HTML should be appended to the
alert. This often helps when troubleshooting a problem.
Proxy Server
If the page must be retrieved through a specific proxy server, that proxy can be given in this field.

Testing
There are two test buttons. "Test from Console" will make the web page request from the Console that you
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are using. "Test from Service" will send the URL and parameters to the Central Monitoring Service (which may
or may not be on the same computer as the Console) and make the request from there. This tests the page
request in a production setting.
Web page response times are recorded so you can create tabular or graphical reports to show response
history.

Standard Configuration Options
Like all monitors, this monitor has standard buttons on the right for Adding Actions, setting Advanced Options
and setting the Monitor Schedule.

Supported Reports

The Web Page monitor can create reports based on the page response time for the target URL. This data can
be charted as well as output in .CSV or HTML tabular form. In addition, you can define what 'up' means and
create an uptime report showing a percentage of uptime over a given time period.
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Call URL Action
This action will call a URL that you specify, possibly passing additional information about the alert via GET or
POST variables.

Specify the URL to call, and whether it should be called with GET (with parameters added to the URL), or with
POST (with parameters being form posted).
Specify any additional parameters that you want added in the field list below. The Parameter Name should be
something the web page is looking for, and the parameter value can be whatever value you want. Click the
Variables button to see a list of replacement variables that can be used for passing information about the
alert to the web page.
When you press one of the Test buttons, the appropriate HTTP request is built (with parameters appended to
the URL, or built into a form post) and sent to the web page. One caution for the GET setting  most web
servers have a limit on the amount of data that can be sent via a GET request. A 2KB limit is not uncommon.
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Dialup Connection Action
The Dialup Connection action dials and connects a Windows Dialup Networking Connection.

Previous to configuring this action, you need to manually create and configure the Dialup Networking
Connection in Windows. This typically involves specifying a phone number to dial, a modem to use, and a
username and password to send to the ISP.
Also note that this action can dial a Dialup Networking Connection that is created on the Central Monitoring
Service, or on a remote Satellite. Naturally the Dialup Network Connection must be created at the location
that you want to dial it.

When you create the Dialup Networking Connection, it is important that you save the username and
password, and save it for "Anyone who uses this computer" since the account used to run the monitoring
service will very often not be the same account that is used when the Dialup Networking Connection is
created.
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Email Message Action
The Email Message Action is the standard way for monitors to notify you via SMTP email messages. This
allows for typical email messages as well as messages sent to cell phones and pagers if your cell/pager
provider has an SMTP gateway (most providers do). There are some hints about that in the SMS FAQ.
To configure this action, give the target SMTP email address. You can add multiple email addresses (comma
separate them) for sending alerts to the same addresses, and/or create multiple Email Message Actions and
attaching them to different monitors for more customized alerting.
Email alerts are always sent from the Central Monitoring Service. In the case where a monitor running on a
remote Satellite detects an issue and runs an attached Email Message Action, the alert message will be sent
to the Central Monitoring Service for ultimate delivery.
There are two ways to send a message: Direct, or via a standard SMTP server.

Direct Send
PA Server Monitor can act like a simple SMTP server and send messages directly to the recipient's receiving
SMTP server. That means a connection to the destination server via port 25 needs to be possible (sometimes
Internet Service Providers block outgoing port 25 to help limit spam, but if PA Server Monitor is on the same
network as your mail server, it will probably work). The other requirement is that an MX DSN lookup returns a
name for the target mail server that is resolvable from the machine hosting PA Server Monitor.
The easiest way to determine if all the above requirements are met is to just try it. Click the "Send message
directly..." checkbox and then press the "Test Send" button. If the message is successfully sent, the
configuration is complete. If it is not sent, uncheck the checkbox and continue to configure the SMTP server
settings.

Send via SMTP Server
SMTP server settings are shared among all Email Message Actions. You can specify a primary SMTP server
and a backup which will be used if sending via the primary fails. Unless using Direct Send, a primary SMTP
server must be specified; the backup is optional.
The settings for each SMTP server (primary and secondary) can be validated by the program. You can do this
by pressing the "Test Primary Server" and "Test Backup Server" buttons respectively. This test sends a short
email message as a test to the email address(es) that were entered in the "Email address" field at the top of
the form. If sending the email succeeds and you successfully receive the message, then the SMTP server
settings that you have entered are correct. If the message is not received but you are sure the settings are
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correct, see the Troubleshooting Missing EMail Alerts FAQ for help.
The Email Message Action supports using SSL for logging into the SMTP server. If you don't know which
SSL option to use, leave the setting on Don't Know  the Test button will figure it out for you.

For sending via a Microsoft Exchange server, check the Exchange configuration to ensure SMTP relaying is
allowed from the Central Monitoring Service computer.

Additional Configuration Options
Advanced Options
The Advanced Options button will display the dialog below. Each of these options is specific to the Email
Message Action that you are currently configuring.

Messages Digests  To reduce possible message overload, you can specify that multiple messages to be
sent within a short time (about 1 minute) combine into a single message.
Send as High Priority  Self explanatory
Broadcast on Delivery Failure  If an alert can't be sent via the Primary or Secondary SMTP servers, this
option instructs PA Server Monitor to send the message out using all other configured notification
mechanisms. Only notification actions (like SMS, Pager, etc) will tried in this fallback scenario.
Queue for Later  If a message can't be sent (perhaps because there is no connection to the server), you
can specify that the message be queued for later delivery. Periodically PA Server Monitor will try to send
any messages that are in the queue.
Reverse Primary/Secondary  For testing purposes it is sometimes desirable to send via the Secondary SMTP
server just to make sure it is working as expected.

Message Template
Pressing the Message button displays the configuration dialog below. This lets you customize the message
text that is sent to you with replacement variables. This is most useful when sending alerts to devices like
pagers and cell phones which might only accept the first sentence or two of a message.
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You can also specify specify that the message is HTML, and enter an HTML message template. Enclose the
template in an <html> tag. Don't bother with a <head> tag as most email clients will strip it out.
Some good hints and tips about HTML email are available here:
http://www.mailchimp.com/resources/guides/emailmarketingfieldguide/

You can also rename the action as it shows up in the various action lists (for example to give the email action
a group name). You can reset the action to its original/default name by simply clearing the name field.
A typical alert email could look something like this:

Note: Actual message content will vary depending on the product being used, and the monitor which fires the actions.

Scheduling
If the action should not be used 24/7 you can use the Schedule button to specify when notifications should be
sent through the given email address. On off hours the action acts as though it isn't configured at all. The
dark green below indicates 'on hours' and the lighter grey specifies 'off hours'.
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Troubleshooting
If email alerts are not showing up as expected, check out the Troubleshooting Missing EMail Alerts FAQ for
help.
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Execute Script Action
The Execute Script Action allows you to receive action parameters that were sent from a monitor and handle
them in your own specific way.
The script is run using the computer's builtin VBScript interpreter. This means you can make use of the full
VBScript language as well as any installed ActiveX/COM objects which are installed on the system.
Near the top of the action dialog is a "Run script at" selection box. Here you can specify where the script
should be run if you have Satellite monitoring services. The default is to run the script on the Central
Monitoring Service.
The script window is where you enter your VBScript. The script can do anything that can be done in VBScript
(including creating external ActiveX/COM components) with all the standard restrictions. A good VBScript
reference is available at: http://msdn.microsoft.com/enus/library/d1wf56tt.aspx

There are two Test buttons. One will run the script within the Console. The other will send the script to the
monitoring service that is monitoring the target computer (Central Monitoring Service or a Satellite) and run
the script there. This helps find any problems that might come up from the script possibly running on a
different machine, or running as a different user (the service Log As user).
Keep in mind that when the script runs, it might run on a different computer than where you are editing
it. That means drive mappings, HKEY_CURRENT_USER registry hive, Internet Explorer settings and the
currently running user will often be different.

IMPORTANT: Do not show any user interface elements in the script  they will not be visible in the
monitoring service and will block the script from ever completing.

Additional Script Elements
Besides the VBScript objects and elements, the following additional global variables and methods are
available within the scripting engine:
CurrentValue

This is an array of string values, representing the current
value (if any) for the item being tested. See Row Variables
from the "Variables..." button for the action.
Example:
myStr = CurrentValue(1)

Date

Current date using the current time formatting
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Example:
displayStr = Date
Extra1

This is an array of string values, representing extra
information that may be available from a particular monitor.
See Row Variables from the "Variables..." button for the
action.
Example:
myStr = Extra1(1)

Extra2

This is an array of string values, representing extra
information that may be available from a particular monitor.
See Row Variables from the "Variables..." button for the
action.
Example:
myStr = Extra2(1)

Details

This is a string value. This value is the content of the
action being fired. It is sent from the monitor and typically
contains information about the alert.
Example:
myStr = Details

Group

The name of the group that the computer the monitor is
attached to belongs in.
Example:
myStr = Group

GroupPath

The name of the group that the computer the monitor is
attached to belongs in, with child groups delimited with a >
(ie, Servers/Devices > Austin > Lab )
Example:
myStr = GroupPath

Item

This is an array of string values, representing the item
being tested. See Row Variables from the "Variables..."
button for the action.
Example:
myStr = Item(1)

ItemType

This is an array of string values, representing the type of
item being tested. See Row Variables from the
"Variables..." button for the action.
Example:
myStr = ItemType(1)

LimitValue

This is an array of string values, representing the
limit/threshold (if any) for the item being tested. See Row
Variables from the "Variables..." button for the action.
Example:
myStr = LimitValue(1)

118

Machine

This readonly string variable is the name of the computer
that caused the script action to fire.
Example:
myStr = Machine

MachineAlias

This readonly string variable is the aliased name of the
computer that caused the script action to fire.
Example:
myStr = MachineAlias

MachineIP

IP address text string of the computer that the firing
monitor is attached to
Example:
myStr = MachineIP

MonitorTitle

This readonly string variable is the title of monitor that
caused this script action to fire.
Example:
myStr = MonitorTitle

MonitorType

This readonly string variable is the type of monitor that
caused this script action to fire.
Example:
myStr = MonitorType

SecondsInError

Number of seconds that the monitor has been in error.
Example:
inErrSeconds = SecondsInError

State

An array of string values that contain the OK or PROBLEM
state for each item being reported on. See Row Variables
from the "Variables..." button for the action.
Example:
myStr = State(1)

TimeInErrorStr

A text string of how long the monitor has been in error
Example:
myStr = TimeInErrorStr

SendMail

This method sends an email message to the recipient that
you choose. This would be useful for sending the incoming
Details variable to a different email recipient based on
some external factors (such as who is currently carrying the
pager)
Example:
SendMail "to_address@host.com",
"from_address@host.com", "Subject of message", "Body of
email message"

Sleep

This method takes a single integer value, which is the
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number of milliseconds that the script should stop and
sleep. Be careful about using this  causing too many
actions to sleep for very long means other actions may get
delayed
Example:
Sleep 1500
Status

A readonly string indicating the current status of the
monitor. To see all possible values, See Row Variables from
the "Variables..." button for the action.
Example:
myStat = Status

StatusText

A readonly string indicating the current status of the
monitor. This is a more humanfriendly value than Status.
To see all possible values, See Row Variables from the
"Variables..." button for the action.
Example:
myStat = Status

Time

Current time using the current time formatting
Example:
displayStr = Time

An example script that connects to a database is shown below
Option Explicit
Dim objconnection
Dim objrecordset
Dim strDetails
Const adOpenStatic = 3
Const adLockOptimistic = 3
Set objconnection = CreateObject("ADODB.Connection")
Set objrecordset = CreateObject("ADODB.Recordset")
objconnection.Open _
"Provider=SQLOLEDB;Data Source=;" & _
"Initial Catalog=;" & _
"User ID=;Password=;"
objrecordset.Open "", objconnection, adOpenStatic, adLockOptimistic
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iPhone Notification
The iPhone Notification action is automatically added to your system when you first login with the iPhone app.
Once the action has been added, you'll be able to assign it to monitors just like you would add actions to any
other monitor.
When a monitor fires the action, you will see a message box notification on your iPhone with details about the
alert. The PA Server Monitor for iPhone application does not need to be running in order to receive these
alerts.

You can configure and control the display of these notifications the same way you would with any other iPhone
application. Go to Settings > Notifications, and then scroll down to Monitor (the app's short name).
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Message Box Action
This action can be used when you want a message box to popup on the machine that is running the
monitoring service with details about a recent anomaly. The Message Box Action keeps track of how many
more message boxes are waiting to be shown, and lets you cancel them all at once if you choose to.
The dialog shown below is displayed when you add or edit a message box action. PA Server Monitor fills this
dialog with a standard message box title and message. You may customize the message box that is displayed
when this action is taken when the error occurs by editing the Title or Message Text.

The button titled "Variables" will open a screen that displays the replacement variables that are available for
use.
Note that you can choose where the Message Box is displayed. By default it will be displayed on the Central
Monitoring Service computer, but you can choose to display it on a remote Satellite computer as well.
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DirectedEmail Action
The DirectedEmail Action is similar to the Email Message Action in that it sends SMTP email messages with
the alert text in the message body. What makes it different is that the monitor that calls this action specifies
who the emails should be sent to (instead of the email address being set at configuration time).
This action is typically used with monitors where end users might need to receive alerts (like the various
Quota monitors for example).

Like the Email Message Action, the DirectedEmail Action also supports Message Digests. Message Digests
combine all messages that arrive within a short amount of time for a email address into a single message.
The SMTP server settings (which are global to all email actions) are also used by this action to send the
message. To change them, go to an EMail Message action and change them there.
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Network Message Action
The Network Message Action is equivalent to doing a "net send" from the command line. It allows you to
direct a message box popup to any particular user or computer on the network.

The client machine must be running Microsoft's Messenger service to receive and display these messages.
Because of spam and security concerns, the Messenger service is not started by default on most systems.

Pressing the Message button displays the configuration dialog below. This lets you customize the message
text that is sent with optional replacement variables. You can also rename the action as it shows up in the
various action lists. You can reset the action to its original/default name by simply clearing the name field.
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Send Pager Alert Action
The Send Pager Alert action can send monitor details to an SNPP pager. You will need to get the SNPP server
name from your SNPP provider.

Some pager providers have an SMTP gateway. It is often easier to configure an EMail Action to send to a
pager than the Send Pager Alert action. See the related FAQ about sending SMS alerts.

Pressing the Message button displays the configuration dialog below. This lets you customize the message
text that is sent to you with replacement variables. This is most useful for trimming the size of the message
that is sent to your pager. You can also rename the action as it shows up in the various action lists. You can
reset the action to its original/default name by simply clearing the name field.

If the action should not be used 24/7 you can use the Schedule button to specify when notifications should be
sent to the given pager. On off hours the action acts as though it isn't configured at all. The dark green
below indicates 'on hours' and the lighter grey specifies 'off hours'.
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Phone Dialer (DTMF/SMS)
The Phone Dialer action is used to make calls over a normal phone line via a modem. This action doesn't need
an ISP, but rather calls a phone (a human who would recognize the Caller ID), perhaps an automated system,
or an attached cell phone through which SMS messages can be sent.
The Phone Dialer can also optionally send DTMF tones (touchtones) which could be useful for automatically
navigating a phone menu system, and any other characters such as SMS message text.
The timeout values are important. Since there isn't a well defined audio protocol with humans and/or phone
systems on the other end, you'll need to build in delays. This includes delays for the other party to answer. Be
sure to specify enough pause after dialing the number for the number to go through, the other phone to ring
and be answered.

The modem script is shown at the bottom of the dialog, and will work with most modems since it is built on
the basic Hayes AT command set. Your modem may have other features and/or require other commands. Your
modem documentation will list the commands it accepts. If you need to modify the script to work with your
specific modem, check "Allow editing of command directly".
For sending SMS messages via a directly connected cell phone, you'll need to modify the script directly. Look in
your phone manual for the commands for sending messages. In general you'll be using some form of the
AT+CMGS command. Your script might look something like the following example:
AT
ATZ
ATE0
AT+CMGF=1
AT+CMGS="number_to_dial"
message text
{VAL:26}
Note that the {VAL:26} is how you send a CtrlZ (End of Message character). The value 26 is an ASCII value
that maps to CtrlZ. The {VAL:x} pattern is how you send arbitrary ASCII codes. There are many ASCII charts
on the Internet. Wikipedia's shows CtrlZ as 26 (decimal) here. If you want to format the value as hex instead
of decimal, use {VAL:#x}, ie {VAL:#1A} to send CtrlZ.
In addition, you can have the action send the text of replacement variables. The variable names and their
values are shown in the action by pressing the Variables button. An example would be:
$Details$ which expands to the alert descriptive text. So your script might look like this:
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AT
ATZ
ATE0
AT+CMGF=1
AT+CMGS="number_to_dial"
$Details$
{VAL:26}

Experience from the field
At least one customer found that having any extra lines (even blank lines) after the {VAL:26} would cause the
message to not send (this is likely phone specific). Also, ATE0 turns off local echo, which will prevent the
system from interpretting echoed outgoing text as response commands from the phone/modem.
We have a few customers in Europe that have connected a cell phone to their computer to send SMS messages
without an Internet connection.
A customer in the U.S. did the same thing and gives some tips:
Phone used: AT&T Go Phone  Samsung SGHa177
The phone powers/charges through the USB cable
Get the data cable. The box doesn't come with a CD so you have to go online at Samsung and
get the drivers at http://www.samsung.com/us/support/search/supportSearchModelResult.do
The drivers won't load the modem. You have to download the Samsung Studio (used for
transferring data and backing up your address book). After you download and install the 95
MB program and connect to the phone, the drivers will load.
Check your COM port in Control Panel  Modems, and use that in the Phone Dialer action
settings.
ALSO, When I disconnect and reconnect the phone, the COM port used by the phone jumps from
4 to 5 and back. So be aware that if you have to cycle power on the box, check the COM port
or you won't get notified. One option around this is to setup two Phone Dialer actions 
one goes to COM4 and another one to COM5 and just put up with the email on the failed
alert.
Thanks Tim.
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Play Sound File Action
The Play Sound File action will play the specified .wav file when the action is triggered.

The sound is played on the Central Monitoring Service computer.
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Reboot Computer Action
The Reboot Computer action causes a computer to reboot or shutdown when it is run. You can specify which
computer using the radio button options. By default the monitored computer will be rebooted when this
action is run.
To shut down the local computer, the user that is running the service must have the SE_SHUTDOWN_NAME
privilege (also known as the "Shut down the system" policy). To shut down a remote computer, the user must
have the SE_REMOTE_SHUTDOWN_NAME privilege on the remote computer.
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SMS Text Message Action
This action can send alert messages via SMS to your phone or mobile device. The message is sent through an
SMS Gateway via the SMPP protocol.
Finding out your phone company's SMPP server is often challenging. It's usually easier to send SMS
messages to phones and mobile devices via SMTP with the Email Message action. (See the SMS FAQ for
details).
If you want to send via SMPP, it might be necessary to get a third party SMS account if your service
provider doesn't have a public SMPP server. One company offering this service is Clickatell.

Pressing the Message button displays the configuration dialog below. This lets you customize the message
text that is sent to you with replacement variables. This is most useful for trimming the size of the message
that is sent to your device. You can also rename the action as it shows up in the various action lists. You can
reset the action to its original/default name by simply clearing the name field.

If this action does not need to send alerts 24/7 you can use the Schedule button to specify when notifications
should be sent to the given device. On off hours the action acts as though it isn't configured at all. The dark
green below indicates 'on hours' and the lighter grey specifies 'off hours'.
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See the FAQ on other ways to send alerts to phones and pagers at: SMS Hints
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SNMP Trap Action
The SNMP Trap action will take values, descriptions, etc from a monitor and fire them off as an SNMP Trap.
You can configure the action to send the Trap to any server/device on the network, using any port (port 162 is
the default SNMP Trap port).

A MIB file exists in the C:\Program Files\PA Server Monitor\MIBs folder which describes the format of the Traps
that will be sent.

133

Contents

Start Application Action
This action will start a program and run it on the Central Monitoring Service, or on a remote Satellite
computer.
The application is started on the specified monitoring computer (where the monitoring service is being
run), not on the target computer that is being monitored.
To launch an application on a remote computer, we recommend having the Start Application Action run
Microsoft's PsExec, and direct it to launch your target application remotely. More information on PsExec

Replacement variables can optionally be passed on the command line to the program that is being launched.
It is important to remember that the application is being launched by the monitoring service, which quite often
runs as a different user account than you. It which might not have the same HKEY_CURRENT_USER registry
hive, mapped drives, Internet settings, etc as you do. You can configure the account that the service runs as
from Preferences in the Console application, or configure which user is used to monitor a particular computer
by right clicking on that computer in the navigation panel and choosing Type & Credentials > Set Login
Credentials.
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Start, Stop or Restart a Service Action
As the name implies, the Start, Stop or Restart a Service action can control the running state of a Windows
service.
This action can operate on a specified serivce on a specified server, or it can default to operating on the
service and server that is passed in by a monitor (the Service Monitor passes this information when it finds a
service is down).
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Syslog Action
The Syslog action will send a summary description of a monitor's findings as a Syslog event. You can configure
the action to send the log event to any server/device on the network that is listening for syslog events.

You configure which syslog facility should be used when sending the log event, as well as the severity that
should be used.
Multiple Syslog Actions could be set up to send different logs to different Syslog servers. Some monitors could
then use one Syslog Action, and other monitors could send alerts through a different Syslog Action.
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Write to Event Log Action
The Write to Event Log Action writes details of a monitor's findings to the Windows Application Event Log.

You can specify whether to write the event as an Error, Warning or Information event, the Source, ID and
Category to use, and specify the event description.
The event will be written to the specified monitoring service's Application Event Log.
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Write to a Text Log File Action
The text logging action writes to a text log file the details of a problem found by a monitor. You specify where
the log file goes, and how often a new file is started.
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All Errors Report
The All Error Report shows you all errors that have recently happened on all monitors, on all
computers/devices, within a group. The report columns can be clicked to sort the errors for better
understanding of what is happening on your network.

Group status reports can be configured to autorotate among reports. See Group Report Settings.
For a more detailed error report, with the ability to control what errors are shown and which columns are
displayed, see Error Auditing.
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All Servers Report
This report shows each server in a group as a colored box, with the color of the box representing the 'worst'
state of all the monitors on that server. The servers with the 'worst' state float to the top, so keeping an eye
on the state of your data center can be done at a glance.
For IT departments that mount a large screen on the wall for everyone to keep track of server status, this
report is the most popular for display.
Group status reports can also be configured to autorotate among reports. See Group Report Settings.

The display will add additional columns as the browser window gets wider in order to show as many servers as
possible. At the very bottom of the report is a URL that can be used for displaying the report in browsers or on
different computers.

Clicking on any computer will take you to that server's server status report.
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Ad Hoc Reports
Ad hoc reports can be generated at any time to quickly gather historical and current data on your systems.
Simply click through each tab and make the selection that is presented on that tab. Note that the reports
present in your application may differ from those shown in the image below.
In the example below, the user is on the top Report Data Type tab. Report Types are defined by the monitors
installed on the system (the monitors are what store the data, and they also create the reports). In this case,
the user has selected the Free Disk Space report type, and specifically the Free Space Percent report. The
remaining tabs have turned green to indicate that they still need to be visited.

On the Report Display Type we see that this particular report can be represented as a Bar Chart, CSV Export,
Line Chart or Tabular Report. The Tabular Report will create a dynamic HTML table with sortable column
headers. The CSV Export is a .csv file which can easily be imported into Excel and other applications. Some
report display types won't make sense for some data types  in that case, the display type will not be shown.

After having selected the report type and the display format, it's time to choose which data to report on. This
is done on the Source Data tab. This tab will display all of the data that is available for the chosen report
type. In this case we are shown drives that can be reported on. The radio buttons at the top display the
available data sets in different ways. In addition, the Filter box will filter the displayed items down to entries
that contain text that you enter. This makes finding a particular data set from a very large list quick and easy.
Check the box next to the data set(s) that you want to report on. You can also place the check at a higher
level in the data set tree and all data sets below it will also get checked.
NOTE: Most data sets can be deleted. Although not shown in this screenshot, there is a "Delete selected data
sets" button near the bottom of this dialog. Clicking that button will delete the data for the checked data sets
from the database.
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The final tab is Filters and Parameters. The filters and parameters shown depend on which report type you are
creating. Most data sets have the ability to specify a time span for the report. Many report types also have
summarization abilities like the example below. Summarizing allows you to take a large data set and
summarize it into a smaller amount of data. That is done by taking a set of values (an hour, day, week or
month's worth) and computing the minimum, maximum or average value for that period.

When you press the Generate Report button you will be taken to a "Report Generation in Progress" page, and
then automatically forwarded to the finished report.
Since the reports are HTML pages, you can open a report in a regular browser, print the report, generate a
PDF, etc. To see the URL for the finished report, scroll all the way to the bottom.

Report Troubleshooting
If a report doesn't show the data that you expect, check the following:
Check the time frame the report is using (bottom tab in the graphic above). Often the time frame excludes
available data.
Consider when the report is run and when data collection happens. If you run a report at 1am, but the
monitor first collects data at 2am, a report for Today won't have anything to display.
Doublecheck the Filter and Parameters tab for other settings. Some times the parameters end up excluding
data that you want.
Make sure the data set selected in the Source Data tab is what you expect.
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Configuration Audit Reports
This report shows PA Server Monitor's current configuration, including Groups, Servers, Monitors, and Actions.
The report generates a text file listing the Groups with their server and devices. Each server/device will have a
list of monitors assigned to them. You can optionally add the monitor's configuration and/or the actions that
are attached to the monitors.
Watch the training video on how to create a Configuration Audit Report.

In the example below, the user selects the Configuration Audit report on the top Report Data Type tab. The
Configuration Audit report can be found under the System Summary Reports node.

The Filters and Parameters tab is most important. A few options let you select what is included in the report;
which monitor types, their actions, the monitor's configuration, and source group.

Pressing the Generate Report button will display a link indicating where the report was created. You can click
the link to open the report in your browser.

Data Summarization
The Configuration Audit report is organized in the same order as Servers/Devices in the Console:
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Groups
Servers/Devices
Monitors
Settings
Actions
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Group Report Settings and Delivery
The Group Report Settings and Delivery dialog allows you to change some attributes of Group Reports. Group
Report are shown when you select a group in the navigation pane. They can also be shown in a browser.
To display the Group Report Settings and Delivery dialog, select the "Report Settings and Delivery" command
item for the group whose group report options that you wish to work with, as shown.

Next, you will see the Group Report Settings and Delivery dialog displayed, as shown.

Here you can change the appearance and some characteristics of the Group Reports displays.
To change characteristics of the Visual Status Map, select the report in the list box at the top of the display
and press the Edit Report Settings button.
To change the report that is initially displayed when the group is selected by the user, select the report in
the dropdown list labeled "Report to show when...".
The check box labeled "Automatically navigate..." allows you to enable the feature that rotates the Server
Group display through the various types of Server Group reports. When this check box is selected, the
display will show each of the report types in succession, and will pause at each report type for the number
of seconds that have been specified in the box to the right.
"Select the Email Actions to send the reports to" allows you to specify which email addresses that the
reports will periodically get sent to. You can add new email addresses, in addition to the preconfigured
email addresses that are already available.
"Select the reports that will be emailed" allows you to select which of the three types of group reports that
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will be emailed at intervals by the program.
If you are an IT service provider and want to mail reports to your clients, be sure and set:
HKEY_LOCAL_MACHINE\software\PowerAdminServerMonitor
[DWORD]Reports_DisableNavButtons = 1
This will remove navigation links from the reports so clients won't be able to browse to other clients'
reports. Naturally navigation within the Console will be unaffected.

Status Map Editor Dialog
The Status Map Editor dialog is displayed when you choose the Visual Status Map item in the list and press
the Edit Report Settings button. A variety of map graphics are available by default, and you can add your own.

The Status Map Editor allows you to select one of a number of included graphical maps of the world and of
world regions that can be used as a background for the server status lights.
You need to manually place the groups or servers that you want on the map graphic. They do not show up
automatically.
The functions provided by the Status Map editor are as follows.
You can select a background map for this group's Visual Status Map display from one of a number of public
domain and government provided maps that are installed with PA Server Monitor.
Alternatively, you can use the "Add" button next to the background map selection list in order to provide
your own map graphic file. Your map file must be in one of the common graphical image file formats: BMP,
GIF, JPEG, PNG, and TIF are supported.
The "Zoom" Slider allows you to set the zoom of the background map.
You can move the map image by left clicking and dragging the image.
The "Use Status Lights" and "Use Status Icons" selection allows you to customize the way PA Server
Monitor displays the status indicators. Status lights are simple light images that can appear green, grey,
yellow or red. Status icons are round images that have the same color coding as the status light but add an
icon symbol inside each image: green contains a check, yellow is a triangle and contains an exclamation,
and red is round with an exclamation.
The list of Servers/Devices allows you to select a computer in the group whose status indicator should be
added to the map.
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Pressing the "Add Status Icon" button with a computer selected in the Servers/Devices list will cause a
status indicator for the computer to be added to the map.
To remove a status indicator from the map, drag it back to the Servers/Devices list.
The three radio button selections: "Label on left", "Label on right", and "No Label", allows you to select the
text labeling style that is to be applied to each status indicator. You should set these radio buttons to
choose the style for the indicator that you place next. You can "flip" the label in a certain direction so that
a city name or feature on the underlying map is clearer. You can also not apply a label to certain indicators.
When viewing the status map with a browser or in the Console, the map graphic will be stretched or shrunk as
needed to fill the browser window that holds it. The icons will be moved appropriately so they remain in the
same relative location on the map.
The following report display for a properly configured Status Map is typical. In this example, the map indicator
and background map display was configured using the settings shown in the Status Map Editor figure above.
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Group Summary Report
The Group Summary Report is a great way to get a detailed view of many servers at once. Like all groupbased
reports, there is a grey menu bar at the top that will take you to the other reports for the current group. Below
and to the right is a button to go to an index of all reports, and a button to get a PDF of the report as it looks
currently.
Next are two small tables indicating the number of servers and monitors that are OK (green), in Alert state
(yellow), in error (red), or disabled/maintenance/etc (grey). A server is red if there is at least one monitor that
is red, or yellow if there is at least one monitor that is yellow.
Moving downward you come to the group title bar for the current group. Within the group are the individual
servers within the group, and optionally child groups will also be shown if there are any. Each server is
represented as a line, with individual monitors on that server represented by boxes. The box color indicates
the monitor's status. Green is OK, yellow is a warning, red is an error and grey means not monitoring
(disabled, maintenance period, monitor dependencies not met). See below for changing the box size.
You can click on any server name to be taken to that server's server status report.

Group status reports can be configured to autorotate among reports. See Group Report Settings.
If you are using a Pro or Lite license, you can also schedule the status reports to be emailed to you. Simply
rightclick on the group and choose Report & Delivery Settings.

To see an even higher level view of the servers within the group, try the All Servers Report or customize the
Visual Status Map report.

Customizing the Report
Some people like the level of detail available with a larger monitor box. Others want to get status about more
servers on the screen. You can configure the size of the the monitor box by rightclicking the group and going
to Report & Delivery Settings. Select the Group Summary Report and click Edit Report Settings. You will be
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able to choose whether to show the title and additional details as shown above, or just the title, and how
wide the title should be.

To see the most server statuses on the screen at once, use the All Servers Report
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Web Report Access
PA Server Monitor can optionally require a user login in order to view reports via HTTPS. This is configured in
Report Settings.
Once reports are password protected and SSL is enabled, you manage who can view reports via Remote Access
Users. This is the same place where remote Console access is configured as well.
If you are an IT service provider and want to give your clients web access to their reports, set:
HKEY_LOCAL_MACHINE\software\PowerAdminServerMonitor
[DWORD]Reports_DisableNavButtons = 1
This will remove navigation links from the reports so clients won't be able to browse to other clients'
reports. Naturally navigation within the Console will be unaffected.
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Satellite Status Report
The Satellite Status Report is a quick way to check basic stats on a remote Satellite Monitoring Service.

Like many reports, there is a timestamp showing the report generation time in the upper right, along with
buttons to take you to the table of contents, and to generate a PDF of the report.
Below the report header is a row of boxes giving quick counts of servers and monitors that are run by that
particular Satellite Monitoring Service, and their status.
The blue Satellite Details box gives information about the Satellite, it's status, remote (at the remote site)
computer name and IP address, etc.
Below the Satellite Details box will be a group of colored boxes, where each colored box represents a
computer being monitored by this Satellite. This group of boxes is show the individual servers' status and
operates just like the All Servers Report.
If the Satellite still needs to be accepted, a large yellow box will indicate that status and give instruction on
how to accomplish that task.
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Satellite Status Report
There are two reports to show the status of multiple Satellites at once: The All Satellites Summary, and the
All Satellites Status. You can switch between these two reports via the two links in the grey bar above the
blue title bar.
These reports are accessed by clicking on the SATELLITE SERVERS node in the Satellite Services category on
the left of the Console.

All Satellites Summary
This report lets you quickly see the status of all of your remote Satellite Monitoring Services, and easily shows
if they are all on the same software version (sort by the Version column to quickly find Satellites with different
versions).

All Satellites Status
This report uses the familiar metaphor of showing each Satellite as a separate box. The color of the box
indicates the Satellite's connection status (green = connected, yellow = disconnected). Disconnected
Satellites will automatically float to the top to draw your attention to them.
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Scheduled Reports
Scheduling the automatic generation of reports is similar to creating ad hoc reports. To create a Scheduled
Report, go to Reports and rightclick on the Scheduled Reports item.

Creating a new Scheduled Report or editing an existing one will show the dialog below. (Note: The displayed
Report Types may be different depending on which product you are using)
Just like with adhoc reports, you choose a monitortype that sourced the data you want to report on, a report
type (chart, tabular, CSV). You also choose a specific dataset to report on. Near the bottom of the dialog you
specify reporting parameters that are unique to that report. More detail is given in the Ad Hoc Reports section
which is exactly the same. In fact the only difference between the two is fifth Delivery/Archiving tab, and the
Schedule button.

The Delivery / Archiving tab lets you specify whether to email the report when it has run. The report email will
contain a PDF as well as an image of the report (raw HTML isn't sent because of varying support in email
clients).
You can also specify that a PDF copy of the report get saved in a location that you specify. If specifying a
remote path, use UNC paths since mapped drives often aren't available to services. When the report is
archived, a unique name containing the date and time will be created if there is already a report with the
same name.
At the bottom of the dialog you will see the familiar Schedule button. It works the same way as the Schedule
buttons in the monitors. You can easily specify how often the report is run.
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Scheduled reports always write to the same location on disk, so the URL to the report is always the same, and
viewing the report in the browser will show the latest generated version of that report. This makes it easy to
save the URL in your browser's Favorites list. If you want to change this behavior, see Report Settings.
Reports that have already run are available in two locations:
In the Console. Click the Reports button on the right side of the navigation pane. Expand the View Existing
Reports node to see all report types. Expand a report type to see existing reports of that type.

The top right of every report contains a button labeled All Reports. This button will take you to a table of
contents page showing all available reports.

Report Troubleshooting
If a report doesn't show the data that you expect, check the following:
Check the time frame the report is using ("Filters and Parameters" tab in the graphic above). Often the
time frame excludes available data.
Consider when the report is run and when data collection happens. If you run a report at 1am, but the
monitor first collects data at 2am, a report for Today won't have anything to display.
Doublecheck the Filter and Parameters tab for other settings. Some times the parameters end up excluding
data that you want.
Make sure the data set selected in the Source Data tab is what you expect.
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Server Status Report
The Server Status Report is a quick way to check basic stats on your server.
At the top right of the report are buttons to show you the reports for the group the server is part of, the index
of all reports, and a button to get a PDF version of the report.

In the System Information area are some optional charts. The graphs will probably be different than the ones
shown above. The charts are automatically created based on data collected by the running monitors. That
means if you want to see a Disk Space chart for example, a Disk Space monitor needs to be added to the
server to collect the data for the chart.

When you scroll down past the charts, there may be be a System Details section. The data for System Details
is collected via WMI on Windows servers. If that section is missing, look at the very bottom of the report for
WMI hints. (Note: Getting WMI working can be tricky. Many customers opt to disable WMI polling completely,
with the only sideeffect being that the blue System Details block above is not shown. Monitoring and alerting

155

does NOT depend on WMI at all).
The next section is Monitor Status. All monitors on the server are shown here, along with the most recent
status and the next run time for the monitor. If you want to see the Last Run Time, rightclick on the monitor
in the navigation panel on the left side of the application.
The Recent Errors section shows alerts that have recently been fired. On the right side is an optional columns
labeled Ack, short for Acknowledge. The Ack column is part of the Error Auditing system. You can hide or show
the column and make other adjustments to the Error Auditing settings by rightclicking the computer and going
to Report & Delivery Settings > Report Settings.
If you are using a Pro or Lite license, you can also schedule the status reports to be emailed to you. Simply
rightclick on the server and choose Report Delivery Schedule.

If you are an IT service provider and want to mail reports to your clients, be sure and set:
HKEY_LOCAL_MACHINE\software\PowerAdminServerMonitor
[DWORD]Reports_DisableNavButtons = 1
This will remove navigation links from the reports so clients won't be able to browse to other clients'
reports. Naturally navigation within the Console will be unaffected.

Adding Additional Charts
You can add additional charts from data that a Performance monitor is collecting. Open Regedit and go to:
HKEY_LOCAL_MACHINE\software\PowerAdminServerMonitor
At this location is a value named StatusReport_Match_OtherPerf. When charts are built for a server, the
performance counters are compared to the value of this registry setting. If the text in the registry setting is
found in the counter, the chart is created.
For example, if the setting said "Browser\Announcements", then the following counter would match:
\\{server}\Browser\Announcements Total/sec
You can add multiple counter items separated by a comma:
\% Disk Read Time,\% Disk Write Time (no extra spaces around the comma!)
Finally, this is a global setting and will add the specified extra chart to any server that is collecting data on a
matching performance counter.

156

Contents

Viewing System Activity
The View System Activity item is the place to go if you ever want to see what the monitoring service is
currently working on. You can choose to show or hide the following activity types:
Monitors, with the ability to filter on monitor state (running, completed OK, fired actions, or internal error)
Actions that have been fired
Monitoring service start and stop events
License events (new licenses found, license mode being used, etc)
Reports generated (automatic or ad hoc)
When you view the running system, you'll notice that running monitors have a start time, but no duration
since it hasn't finished yet.
The activity log is purely for your information and can be cleared at any time. When it grows to a length of
5000 items it begins to automatically remove the oldest items.

157

Contents

Uptime Reports
Many of the monitors (Ping monitor, Web Page monitor, Service and Process monitors, etc) support an Uptime
Report.

What is Up?
Most of the Uptime Reports let you define what 'up' means. In the case of monitors that collect timing data
like the Ping monitor and the Web page monitor, you define up in terms of response time. For example, you
might define 'up' as being a response within 500ms.

Data Summarization
When running an Uptime Report, it is important to understand the data summarization choice. Basically the
data that you choose is grouped into periods that you choose, and a value is derived from each group. Periods
can be Hourly, Daily, Weekly and Monthly, and the grouping operation can be Minimum, Maximum and
Average. So for example:
Daily Average: Take the average value for each day
Hourly Minimum: Take the minimum value for each hour
Monthly Maximum: Take the maximum value for each month

With Ping for example, a lower value is typically better, so you would typically want to see the Maximum value
(ie, run a report to see the worst performance in a period). Looking at the Minimum might be hiding a lot of
bad values that occurred. So if there was a single value of 1 ms in the time period, the Minimum would return
that value, making the time period look good. On the other hand, if there was a single value of 800 ms in the
period, that value would be returned with the Maximum selection, indicating a problem in the time period.
One thing to keep in mind a very high sentinal value used by some monitors (Ping and Web Page monitor
specifically) that is used to indicate a failure to get any response at all. For Ping, this value defaults to 30,000
ms. For Web Page, it is 90,000 ms.

Visual Output
When you run an uptime report, you can output the data in tabular form, bar chart or line chart. In these
cases, 'up' is the value 100, and 'down' is the value 0.
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You can also choose to output the report as an Uptime Chart. This is a bar chart that shows 100% up with a
bar going all the way to the top. If there was a down even, a red diamond is shown. If the monitor didn't run
at all during a period of time, there will be no bar for that period.

The report above indicates monitoring was stopped around August 12th for about a day, and a few down
events that occurred on August 17th and August 18th.

Uptime Summary
The Uptime Summary statistic is shown at the bottom of the Uptime Report. The value is calculated by
tallying up each measurement one minute at a time across the entire time range. If there are multiple values
for a minute, those values are averaged. If there is a minute with no data, the value for the previous minute
is used (this can take place for multiple minutes with no data). Each minute's value is compared to the 'up'
definition and assigned a value of 100 (100% up for that minute) or 0 (completely down for the minute). Then
the average across the whole time range is computed and displayed.
Note that the Uptime Summary DOES use the definition of 'up' (ie < 500ms in our example), but it does NOT
depend on the Hourly/Daily/Weekly/Monthly or the Minimum/Maximum/Average charting choices  it attempts
to give the true uptime over the specified period.
For example, look at the two charts below. The chart on the left uses Hourly Minimum, which means if there is
a good ping response in the hour, the whole hour is recorded as 'up'. The chart on the right uses Hourly
Maximum  if any ping is over the threshold, that hour is shown as 'down'. Although the charts look different,
the Uptime Summary statistic is the same in both.
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CAVEAT: Note that the Uptime Summary assumes that the monitor was running for the entire time. If
monitoring was stopped, that can show up in the chart, but the statistic will use values from the previous
minutes in the calculation.
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Visual Status Map
The Visual Status Map is one of the available group level reports. The map display allows you to easily see
the status of servers and server groups that you have placed on a map or other graphic. This type of display
can be beneficial in determining network problems that are geographically significant due to server locations.
To see the Visual Status Map, select a group in the Navigation Window and click the "Map" link in the gray
menu bar at the top of the report.
The following report is what a typical Visual Status Map might look like:

The map appearance and the positions and style of the status indicators can be configured in the Status Map
Editor Dialog. There are several maps of different areas around the world, and you can also add your own map
grapic.
The map graphic and the server icons will stretch to fit the available browser window space.
The colors displayed by the status indicators correspond to the "worst" monitor state of all monitors on the
computer (or for all monitors within the computer group). In other words, the presence of one monitor in an
alert state for a given computer will cause its indicator to display in yellow. A "green" status indicates that the
computer has no detected problems.
Group status reports can be configured to autorotate among reports. See Group Report Settings.
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Remote Server Monitoring
PA Server Monitor can monitor servers within the local LAN with just the Central Monitoring Service. No
additional software is needed.
If you want to monitor servers and devices that are on the other side of a firewall from the Central Monitoring
Service (either within a corporate network, or across the Internet) then a Satellite Monitoring Service needs to
be installed. The Satellite will do the monitoring at the remote location and report statistics and status
information back to the Central Monitoring Service as shown in the image below.
NOTE: The Satellite Monitoring Service is only available in Ultra product editions.

The steps to monitoring remote computers and devices are:
1. Install a Satellite Monitoring Service at the remote location
2. Configure the Satellite Monitoring Service
3. Using the PA Server Monitor Console, add new computers and devices to be monitored. The trick is to make
sure and indicate that the newly added computers/devices will be monitored using the Satellite, and not the
Central Monitoring Service.
4. Once the computers have been added, add new monitors to watch the computers/devices added above. You
will be able to add the new monitors as though the computers they belonged to were on the local LAN  PA
Server Monitor takes care of everything else.

162

Contents

Remote Installation Prerequisites
You must complete the following steps before installing either PA Server Monitor Consoles on a remote
computer or Satellite Monitoring Services. These steps not needed for the initial installation.
Note: You only need to complete these steps one time. You do not need to repeat them if you install
additional Consoles or Satellite Monitoring Services.
1. Open the PA Server Monitor Console that was installed on the same computer as the Central Monitoring
Service.
2. Connect to the local host.
3. Select the HTTP Server Settings command on the Settings menu. The HTTP Server Settings window
appears.

4. Select the Use SSL for all HTTP communication option and note the HTTP port number.
5. Ensure the port is accessible from the remote servers. A firewall exception might need to be created if
Consoles or Satellite Monitoring Services will be installed across the Internet from the Central Monitoring
Service. This is the only incoming port that might need to be opened.
6. Click OK to restart the monitoring service.
Note: If you are using SSL for all HTTP communication, and browser certificate alerts appear, click the SSL
Certificate Hints link for information about how to resolve the alerts for your browser.
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Installing a Satellite Monitoring Service
To install a Satellite Monitoring Service
1. Be sure that you have completed the Installation Prerequisites before installing your first Satellite
Monitoring Service.
2. On the computer on which you want to install a Satellite Monitoring Service, open a browser, and connect to
your Central Monitoring Service using the following URL:
https://[computername]:[port number]
where computername is the name of the computer where the Central Monitoring Service is installed, and
port number is the HTTPS port that the service exposes (See Installation Prerequisites).
3. On the main reports page, near the bottom, is a "Product Installer" link for the Setup program. Download
and run the setup program.
4. The Welcome to the PA Server Monitor Setup Wizard page appears.

5. Click Next to advance through the wizard, accept the license agreement, select a destination location, and
then display the Select Components page.
6. Select the Remote Monitoring Agent option.
Note: If you don't have access to a remote Console, select the Console User Interface option as well.
7. Click Next repeatedly while accepting all the defaults.
8. Ensure all options are selected on the Completing the PA Server Monitor Setup Wizard page, and then click
Finish. The Configure Satellite Monitoring Service window will appear.
Next, Configuring a Satellite Monitoring Service.

164

Contents

Configuring the Satellite Monitoring Service
To configure the Satellite Monitoring Service

1. Enter the computer address and port of the Central Monitoring Service in the Central monitoring service
address box. This was determined during the Installation Prerequisites.
2. Click Test connection to service. The Success window appears if the the connection is successful. If there
is a problem, several troubleshooting tips will be shown to help fix the problem.
3. Click OK to close the Success window.
4. Enter a name in the Satellite description box.
5. Click the Advanced ... button which will display settings for the Satellite Monitoring Service. It is
recommended to have the service use an account that has access to the computers that it will be
monitoring. The default Local System account cannot access remote computers. See Remote Monitoring
Account Hints for more information.
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6. Click Apply Settings to save your changes.
7. Start a Console GUI, and then connect the console to the Central Monitoring Service. The main PA Server
Monitor Console window will appear:
8. Click Satellites Services in the left navigation panel, and then select the Satellite you just installed. If it is
not displayed, wait a few moments and then click the Satellite Services node to refresh the list.
9. Rightclick the Satellite that was just installed, and select Accept Satellite.... This will allow the Satellite
to connect to the Central Monitoring Service.

Now that the Satellite is connected to the Central Monitoring System, you can add computers to the Satellite
via the Console just like you would add computers to be monitored from the Central Monitoring System. Just
be sure to indicate which Satellite should monitor the newly added computers.
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Satellite Operations
From within the Console, you can rightclick a Satellite and see a variety of options that are described below.

Accept Satellite  This allows a newly added Satellite to communicate with the Central Monitoring Service as
mentioned in Configure Satellites.
Delete Satellite record  This removes the Satellite from the Central Monitoring Service. Computers that are
monitored by the Satellite service will not be automatically removed. If the Satellite service is still installed
and running on a remote computer, it will need to be accepted again before it is able to communicate with the
Central Monitoring Service.
Satellite down notification  When a Satellite is created, you can specify if you want to be notified if the
Satellite stops reporting in to the Central Monitoring Service. This menu item lets you change that notification
setting at a later time as well.

Rename remote Satellite  This option simply renames the Satellite as it appears in the Console GUI and in
reports.
Restart remote Satellite service  This command will instruct the remote Satellite service to stop and restart
itself. The computer hosting the Satellite service will NOT be rebooted.
Upgrade remote Satellite service  Using the Satellite Status Report you can see which software version
each Satellite is running (this is also available at the bottom of the Satellite's popup menu in the status
area). This option will upgrade the Satellite to the current PA Server Monitor software version that the Central
Monitoring Service is using (the setup file is downloaded from the Central Monitoring Service). The remote
Satellite service will stop and restart as part of the process, but the remote computer hosting the Satellite
service will NOT be rebooted.
Retrieve Satellite log file ...  A request is sent to the remote Satellite to send its internal log file to the
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Central Monitoring Service. The file will be saved along with the other product log files as specified at the
bottom of the Settings dialog. The request is sent immediately, but it could take a minute or two (especially if
the log file is large) before it shows up in the Log directory.
Remote Desktop to Satellite Service computer  A SNAP Tunnel will be created to the remote Satellite using
a dynamically chosen source port. The Remote Desktop client application will be launched and connected to
the remote Satellite computer automatically.
Create SNAP Tunnel  See SNAP Tunnels.
Show existing SNAP Tunnels  All existing SNAP Tunnels are displayed. You can select an existing SNAP
Tunnel and close/delete it. Any application that might have been using the SNAP Tunnel will see its
connection terminated.
Satellite Status  Various Satellite status values are shown here.
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SNAP Tunnels
NOTE: The features described below require a Satellite Monitoring Service, and thus are only available in
Ultra product editions.
Secure Network Access Portal Tunnels, or "SNAP Tunnel" for short, are a means of securely tunneling arbitrary
TCP/IP data from the Central Monitoring Service to a remote Satellite Monitoring Service, and vice versa. This
enables point to point network connections among LANs, even if separated by firewalls or the Internet.
SNAP Tunnels are defined by choosing a direction (from Central Monitoring Service to Satellite, or the reverse),
a destination IP address, and source and destination ports. Once defined, data arriving at the source port will
be securely forwarded to the destination port. A timeout value can also be specified to automatically close the
SNAP Tunnel after the given amount of inactivity time expires.

In the diagram above, the red arrow indicates the direction that connections take place. The destination port
is 3389 which is the typical Remote Desktop port. So a client that connects to the computer where the Central
Monitoring Service is running, on port 82 as shown above, will actually get forwarded to and connect to the
remote network's 192.168.2.200 on port 3389. That means the Remote Desktop client can connect to port 82
on the local computer and actually have an RDP session with a remote computer, even though the remote
computer has not opened any ports in the firewall.
Existing SNAP Tunnels can be seen by right clicking a Satellite and choosing Show Existing SNAP Tunnels as
described in Satellite Operations.

Security
SNAP Tunnels have a couple of factors that make them very safe:
All data going through a tunnel is SSL encrypted. This is a requirement for using remote Satellites and can
not be circumvented.
The remote Satellite contacts the Central Monitoring Service via a single HTTPS port. No ports are opened
to the remote Satellite computer (see remote scenario image). No ports in remote firewalls need to be
created. This means there is no way for an outside to access the tunnel. Only computers on the local LAN
on the source side of the SNAP Tunnel can access the tunnel.
Inactivity timeouts automatically close the SNAP Tunnel when not being used
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Usage
The most common usage for SNAP Tunnels is for remote support, via Remote Desktop, VNC or another remote
control client. Other applications can be used as well  just point the destination port at the remote service's
listen port and IP address. Then connect the client application to the local side of the tunnel.
For example, if you want to connect using VNC to a computer at a client's office, and the client's computer IP
address is 192.168.5.12, set up the SNAP Tunnel as follows:
Direction: Connect from Central Monitoring Service to Satellite computer (top radio button)
Source port can be any unused port: 9000 (for this example)
Destination port: 5900 since that is VNC's default listen port (this assumes the VNC listener is installed on
the client computer and using the default port)
Address: 192.168.5.12. Note that this address does not need to be accessible from the Central Monitoring
Service  it just needs to be accessible from the Satellite.
Timeout: 5 minutes (to close the port when finished
Launch the VNC client at point it at: {Central Monitoring Service IP address}, port 9000. VNC will connect and
be forwarded to the client's computer.
Note that the above example used VNC and requires the VNC listener to be running. Remote Desktop is
typically running and available on most Windows servers and is therefore often an easier option.
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Remote Desktop (Remote Support)
NOTE: The features described below require a Satellite Monitoring Service, and thus are only available in
Ultra product editions.
PA Server Monitor enables Microsoft's Remote Desktop (and VNC, etc) to connect to computers across firewalls
that otherwise would not be accessible. This is done behind the scenes via SNAP Tunnels (Note, you do NOT
need to create a SNAP Tunnel for Remote Desktop  PA Server Monitor will take care of it).
There are two easy ways to quickly start a Remote Desktop session with a remote computer.

Connect to a Monitored Server
Rightclick the computer and choose Operations > Connect with Remote Desktop. This will create a SNAP
Tunnel and then launch Remote Desktop with the appropriate commands for it to connect using the SNAP
Tunnel.

Connect to a Satellite Computer
Rightclick on a Satellite and choose Remote Desktop to Satellite Service computer. This will create a SNAP
Tunnel and then launch Remote Desktop with the appropriate commands for it to connect using the SNAP
Tunnel.
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Installing Remote Consoles
The PA Server Monitor Console can be installed and run on any computer that can reach the Central Monitoring
Service. If the service's HTTPS port is available through the company firewall, the Console can be installed and
run on any computer that has Internet access.
To install a Remote Console
1. Be sure that you have completed the Installation Prerequisites before installing your first Remote Console.
2. On the computer on which you want to install the Remote Console, open a browser, and connect to your
Central Monitoring Service using the following URL:
https://[computername]:[port number]
where computername is the name of the computer where the Central Monitoring Service is installed, and
port number is the HTTPS port that the service exposes (See Installation Prerequisites).
3. On the main reports page, near the bottom, is a "Product Installer" link for the Setup program. Download
and run the setup program.
4. The Welcome to the PA Server Monitor Setup Wizard page appears.

5. Click Next to advance through the wizard, accept the license agreement, select a destination location, and
then display the Select Components page.
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6. Select the Console User Interface option, and leave the other options unselected.
7. Click Next repeatedly while accepting all the defaults.
8. Click Finish to complete the installation. The PA Server Monitor Console connection window will appear.
Next, Starting the Console
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Controlling Remote Access
To control which users can use a Remote Console to connect to the Central Monitoring Service, go to Settings
> Remote Access. This must be done from the Console installed on the Central Monitoring Service.
When you initially open the Remote Access Control window, it looks like the image below.

Remote Access allows you to specify lists of users that can run Remote Consoles, and also which users can
login and view reports if they are protected. You can specify a user list via simple text file, or via Active
Directory or LDAP groups. When logins are checked, the UserList.txt file is checked first, and then the LDAP or
Active Directory server.

UserList.txt Users
The easiest way to specify users is via the UserList.txt file. This is a simple text file which contains comments
on how to enter new users. It's quite easy:
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#

This is the default UserList.txt file
Users are specified using the format shown below:
[Users]
{username}={password},{role}
Passwords ARE case sensitive, username is not. Don't use a comma in
the password itself.
Role is a value shown below:
A  administrator  full rights to configure the system (implies R and V)
R  run reports (implies V)
V  view existing reports (via Console or web browser)
So an example file might look like:
[Users]
dan=S3cr3tP@assw0rd,A
jon=m1ghym0us3,R
philip=w@tch,V
Extra space or tab characters will be removed when the file is processed
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[Users]
doug=test16,A
quinn=h@ryp077er,A
john=l33tr,A
henry=5891sda,A
bob=239ska,R
In the example above, user Quinn would be able to login to a Remote Console or a password protected report
page using password h@ryp077er.

Active Directory Users
PA Server Monitor can also refer to Active Directory groups to specify user logins.
1. First, specify an Active Directory or LDAP server and its port. The default LDAP port is 389.
2. Indicate whether the server is LDAP or Active Directory.
3. Specify a username and password for an account that can connect to and search the directory. This will be
used to check group membership. This account does not need any write rights to the directory.
Every few seconds the server settings and account credentials are checked. Once good credentials have
been entered, the rest of the dialog will be enabled automatically.
4. Click the ... button next to Top OU to search for users. If nothing happens, the credentials are not
allowing access to the LDAP or Active Directory server. If the credentials are good, an LDAP Browser dialog
will appear. Choose the top OU where the user accounts exist.

5. Choose three groups whose members will have Administrator, Run Report and View Report rights
respectively. If a user is in multiple groups, they get the rights of the highest group they are in.

Not all groups have to be specified as shown below.
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6. Press OK to finish. The monitoring service does not need to be restarted for these changes to take effect.
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HOWTO  Audit Windows Logons and Logon Failures
When a user logs into a Windows computer, or fails to logon, an event can be written to the Windows Event
Log. This feature is built in to Windows.
The Event Log monitor in PA Server Monitor can tell you when one of these events occurs, thus alerting you to
a server logon, or a failed server logon. And because the Event Log monitor has a configurable monitoring
cycle (the Schedule button in the lower right corner), you can find out about the logon in nearly real time.
Watch the training video Add Event ID and Text Filter to Event Log Monitor.

Create the Event Log monitor
1. Create an Event Log monitor on the server that you want to check. It's OK if there is already an existing
Event Log monitor on the server  you can have multiple monitors of any type on a server, or you can
combine the steps below into your existing Event Log monitor.
2. Ensure the "Security" Event Log in the lower left corner is checked
3. In the large grid, go to the "Security" source (for Windows 2003 servers) or the "Microsoft Windows security
auditing" source (for Windows 2008 or newer) and check the Audit Success and Audit Failure boxes. If both
sources are available, check both (that way you'll be able to copy this monitor to other computers and it will
work for both 2003 and 2008 servers).
4. In the source line(s) above, click the box in the first column labeled Filters. We're going to set a filter for
the following Event IDs:
528  Successful Logon
529  Logon Failure: Unknown user name or bad password
530  Logon Failure: Account logon time restriction violation
531  Logon Failure: Account currently disabled
532  Logon Failure: The specified user account has expired
533  Logon Failure: User not allowed to logon at this computer
534  Logon Failure: The user has not been granted the requested logon type at this machine
535  Logon Failure: The specified account's password has expired
537  Logon Failure: An unexpected error occurred during logon
539  Logon Failure: Account locked out
540  Successful network logon
644  User Account Locked Out
4624  An account was successfully logged on
4625  An account failed to log on
4649  A replay attack was detected
4740  A user account was locked out
5378  The requested credentials delegation was disallowed by policy
See http://support.microsoft.com/default.aspx?scid=kb;enus;Q174073
See http://support.microsoft.com/kb/947226
To add the filter, add the following to the "Included Event IDs and event text" field:
528535,537,539,540,644,4624,4625,4649,4740,5378
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You can adjust the list of Event IDs that are being filtered, and add additional filters for watching for
particular text (like a specific username for example). To do that, just add more to the filter line.

Example Filters
Windows 2008 R2 Server Example:
If you are monitoring a Windows 2008 R2 Server and you want to alert on a logon success or failure, set
the filter line to:
(4624,4625,5461) AND ("Logon Type: 10" OR "Logon Type: 2")
Windows 2003 Server Example:
If you are monitoring a Windows 2003 Server and you want to alert on a logon success or failure, set the
filter line to:
(528535,537,539,540,644) AND ("Logon Type: 9" OR "Logon Type: 3")
*Note: The Event IDs list in the above examples are not all inclusive and you should verify the Event IDs
that you need to monitor for.
Now this Event Log monitor will alert on logons and failed logons to the server that it's monitoring. Add
actions (the Email Action for example) to specify how you want to be alerted.

References:
http://blogs.msdn.com/b/ericfitz/archive/2004/12/09/279282.aspx
http://blogs.msdn.com/b/ericfitz/archive/2007/05/08/thetroublewithlogoffevents.aspx
http://blogs.msdn.com/b/ericfitz/archive/2008/08/20/trackinguserlogonactivityusinglogonevents.aspx
http://blogs.msdn.com/b/ericfitz/archive/2009/06/10/mappingprevistasecurityeventidstosecurityeventidsinvista.aspx
http://support.microsoft.com/default.aspx?scid=kb;ENUS;947226
http://www.microsoft.com/download/en/details.aspx?DisplayLang=en&id=17871
http://www.microsoft.com/download/en/details.aspx?displaylang=en&id=21561
http://www.ultimatewindowssecurity.com/securitylog/encyclopedia/Default.aspx
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HOWTO  Automate Satellite Deployment
Deploying the Satellite service to remote computers can be done with a few operations. Essentially the
Satellite has to be installed and then told where the Central Monitoring Service is.

Get Files to Remote Server
The installer comes with the Central Monitoring Service, the Satellite and the Console. You need to get the
installer onto the target computer. This can be done via your own copy/delivery operation. You have the option
of fetching the Setup.exe from the Central Monitoring Service via an HTTPS call. At installation time, the
installer copies itself to C:\Program Files\PA Server Monitor\Install\Setup.exe, which is available from:
https://{central server name}:{configured port}/$INSTALL_PATH$/Setup.exe (including the $ characters).
A registry file will also be needed (discussed below). You could copy that to the Install directory above, and
reference the file via URL using $INSTALL_PATH$/{your registry file}

Install Satellite
Once the Setup.exe program is on the target server, start it with the following command line:
Setup.exe /SP /VERYSILENT /SUPPRESSMSGBOXES /NORESTART /TYPE=satellite /TASKS="!
desktopicon,!nacli"
Documentation about these parameters and their meaning is available at
http://unattended.sourceforge.net/InnoSetup_Switches_ExitCodes.html

Directing the Satellite
The Satellite will connect to the Central Monitoring Service indicated by a registry setting. The registry key is:
HKEY_LOCAL_MACHINE\software\PowerAdminServerMonitor
Note: On 64bit operating systems, the key is actually under HKEY_LOCAL_MACHINE\Software\Wow6432Node
The registry settings to set are:
ServiceHostName  The hostname or IP address of the Central Monitoring Service
ReportHTTPPort  The port that the Central Monitoring Service is listening on. This is configurable.
Agent_Name (optional)  The name of the Satellite that should show up in Consoles and reports. The local
computer name will be used if this is left blank.
An example registry file is shown below.
Windows Registry Editor Version 5.00
[HKEY_LOCAL_MACHINE\SOFTWARE\PowerAdminServerMonitor]
"Agent_Name"="Dr. Johnson's Dentist Office"
"ReportHTTPPort"=dword:00000051 <NOTE, this is hexidecimal!!
"ServiceHostName"="MYPUBLIC.HOST.NAME"
You can run RegEdit and point it at a registry file like the example above, or launch the Satellite with
the /HOST command line to set the registry values:
ServerMonitorSatellite.exe /HOST=MYPUBLIC.HOST.NAME:81 /END
The /END option tells the Satellite process to stop after it processes the command line (it's not running as a
service if you've launched it this way, so no reason to keep running).

Start Satellite
Once the above steps are complete, you can start the Satellite service using:
net start "PA Server Monitor 4.2 Ultra Satellite"
The Satellite will now connect to the Central Monitoring Service and wait to be accepted (see Configuring the
Satellite Monitoring Service, the last few steps).
You can now add servers and monitors to be monitored by the Satellite just like you would for monitoring from

179

the Central Monitoring Service  just indicate that the Satellite will monitor the server when adding it (see
Adding Computers).
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HOWTO  Monitor Databases
There are a few simple approaches that work for easily monitoring databases.

Performance Counters
The Microsoft SQL Server database publishes many performance counters. The Performance Monitor can
monitor any of them. MSDN has a recommended list of counters that can be monitored.
In addition, other database servers like MySQL can also be monitored via SNMP. Other databases likely have
similar functionality.

Poll Database
The Execute Script monitor can periodically connect to a database and perform a check. The first example
script shows how to do that. This method even lets you easily check on a database value (table size for
example).

Web Page Check
Create a web page that connects to the database and then returns something like "OK" or "Problem". The Web
Page monitor could then check that page and alert if it didn't see "OK". That web page could of course perform
any sorts of checks that you need.
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HOWTO  Monitor Microsoft Exchange
Below are some recommendations for monitoring a Microsoft Exchange installation. These steps generally refer
to Exchange 2010, but most of the details also apply to other versions as well.
PA Server Monitor's Smart Config procedure will create default monitors to check the overall health of the
server that Exchange is installed on.
To automatically create monitors that watch for Exchangespecific details, download the Exchange
Monitoring Template and import it to each server that is running an Exchange role. The template will
automatically get tailored to the specific roles running on a server.
Exchange 2010 Template.txml
Note: We are always trying to improve. If you have suggestions for this template, please contact us.

Exchange Roles
Exchange 2010 is split up into a variety of roles. These roles consist of different software, services and
performance counters. The roles can be installed on the same server or separate servers. Shown below are
services and counters to be monitored regardless of where it is installed.
Service Note: Services marked with a * are optional or not automatically started. If the service isn't set to
Automatic start when the template is imported, it will not be monitored.
Performance Counter Note: Counters that are marked with (c) are increasing counters (usually error
counters). Any time they change value should be looked into. Also, many of the performance counter
thresholds depend on the size of the Exchange installation (ie how many mail boxes, servers, etc). The
imported template monitors will be in Automatic Training mode for a few days so the thresholds can be
monitored and automatically adjusted to fit the specific servers being monitored.

Mailbox Role
Services
Service Name
Microsoft Exchange Active Directory Topology
Microsoft Exchange Information Store
Microsoft Exchange Mail Submission
Microsoft Exchange Mailbox Assistants
Microsoft Exchange Monitoring*
Microsoft Exchange Replication Service*
Microsoft Exchange RPC Client Access*
Microsoft Exchange Search Indexer
Microsoft Exchange Search Indexer*
Microsoft Exchange Server Extension for Windows Server Backup
Microsoft Exchange Service Host
Microsoft Exchange System Attendant
Microsoft Exchange Throttling
Microsoft Exchange Transport Log Search*
Microsoft Search (Exchange Server)*

Short Name
MSExchangeADTopology
MSExchangeIS
MSExchangeMailSubmission
MSExchangeMailboxAssistants
MSExchangeMonitoring
MSExchangeRepl
MSExchangeRPC
MSExchangeSearch
MSExchangeSearch
WSBExchange
MSExchangeServiceHost
MSExchangeSA
MSExchangeThrottling
MSExchangeTransportLogSearch
msftesqlExchange

Performance Counters
Counter Path
Database\Database Page Fault Stalls/sec
Database\Log Record Stalls/sec
Database\Log Threads Waiting
MSExchange ADAccess Domain Controllers(*)\LDAP Read Time
MSExchange ADAccess Domain Controllers(*)\LDAP Search Time
MSExchange ADAccess Domain Controllers(*)\LDAP Searches timed out per minute
MSExchange ADAccess Domain Controllers(*)\Long running LDAP operations/Min
MSExchange ADAccess Processes(*)\LDAP Read Time
MSExchange ADAccess Processes(*)\LDAP Search Time
MSExchange Assistants  Per Assistant(*)\Average Event Processing Time in Seconds
MSExchange Calendar Attendant\Requests Failed

Default Threshold
=0
<100
<10
<100
<100
<10
<50
<100
<100
<2
=0 (c)
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MSExchange Database ==> Instances(*)\Log Generation Checkpoint Depth
MSExchange Database Instances(*)\I/O Database Reads Average Latency
MSExchange Database Instances(*)\I/O Database Writes Average Latency
MSExchange Database(Information Store)\Database Cache % Hit
MSExchange Database(Information Store)\Log Record Stalls/sec
MSExchange Database(Information Store)\Log Threads Waiting
MSExchange Database(Information Store)\Version buckets allocated
MSExchange Database\I/O Database Reads (Attached) Average Latency
MSExchange Database\IO Log Read Average Latency
MSExchange Database\IO Log Writes Average Latency
MSExchange Database\Log Bytes Write/sec
MSExchange Replication(*)\CopyQueueLength
MSExchange Resource Booking\Requests Failed
MSExchange Search Indices(*)\ Average Document Indexing Time
MSExchange Store Interface(*)\RPC Requests failed (%)
MSExchange Store Interface(*)\RPC Slow Requests (%)
MSExchange Store Interface(_Total)\RPC Latency average (msec)
MSExchange Store Interface(_Total)\RPC Requests outstanding
MSExchangeIS Client (*)\RPC Average Latency
MSExchangeIS Mailbox(*)\Search Task Rate
MSExchangeIS Mailbox(*)\Slow Findrow Rate
MSExchangeIS Mailbox(_Total)\Messages Queued for Submission
MSExchangeIS Mailbox\RPC Averaged Latency
MSExchangeIS Public(_Total)\Messages Queued for Submission
MSExchangeIS Public(_Total)\Replication Receive Queue Size
MSExchangeIS\Client: RPCs Failed:Server Too Busy/sec
MSExchangeIS\RPC Averaged Latency
MSExchangeIS\RPC Requests
MSExchangeIS\Slow QP Threads
MSExchangeIS\Slow Search Threads
MSExchangeMailSubmission(*)\Failed Submissions Per Second
MSExchangeMailSubmission(*)\Hub Servers In Retry
MSExchangeMailSubmission(*)\Temporary Submission Failures/sec
Process(Microsoft.Exchange.Search.ExSearch)\% Processor time
Process(MSExchangeMailboxAssistants)\% Processor Time

<500
<50
<50
>= 90
<100
<10
<12000
<1000
<1000
<10
<10000000
=0
=0 (c)
<30
=0
=0
<100
=0
<50
<10
<10
<50
<11
<20
<100
=0
<11
<70
<10
<10
=0
=0
=0
<5
<5

Client Access Role
Services
Service Name
Internet Information Services Admin Service
Microsoft Exchange Active Directory Topology Service
Microsoft Exchange Address Book
Microsoft Exchange File Distribution Service
Microsoft Exchange FormsBased Authentication
Microsoft Exchange IMAP4*
Microsoft Exchange Mailbox Replication Service*
Microsoft Exchange Monitoring*
Microsoft Exchange POP3*
Microsoft Exchange Protected Service Host
Microsoft Exchange RPC Client Access
Microsoft Exchange Service Host
World Wide Web Publishing Service
Performance Counters
Counter Path
ASP.NET Applications(*)\Requests In Application Queue
ASP.NET\Application Restarts
ASP.NET\Request Wait Time
ASP.NET\Worker Process Restarts
MSExchange ActiveSync\Requests Queued
MSExchange ADAccess Domain Controllers(*)\LDAP Read Time
MSExchange ADAccess Domain Controllers(*)\LDAP Search Time

Short Name
IISAdmin
MSExchangeADTopology
MSExchangeAB
MSExchangeFDS
MSExchangeFBA
MSExchangeIMAP4
MSExchangeMailboxReplication
MSExchangeMonitoring
MSExchangePOP3
MSExchangeProtectedServiceHost
MSExchangeRPC
MSExchangeServiceHost
W3SVC
Default Threshold
=0
=0 (c)
=0
=0 (c)
<100
<100
<100
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MSExchange ADAccess Domain Controllers(*)\LDAP Searches timed out per minute
MSExchange ADAccess Domain Controllers(*)\Long running LDAP operations/Min
MSExchange ADAccess Processes(*)\LDAP Read Time
MSExchange ADAccess Processes(*)\LDAP Search Time
MSExchange Availability Service\Average Time to Process a Free Busy Request
MSExchange Control Panel\Outbound Proxy Requests  Average Response Time
MSExchange Control Panel\Requests  Average Response Time
MSExchange OWA\Average Search Time
MSExchange RpcClientAccess\RPC Averaged Latency
MSExchange RpcClientAccess\RPC Requests
MSExchangeAB\NSPI RPC Browse Requests Average Latency
MSExchangeAB\NSPI RPC Requests Average Latency
MSExchangeAB\Referral RPC Requests Average Latency
MSExchangeFDS:OAB(*)\Download Task Queued
RPC/HTTP Proxy\Number of Failed BackEnd Connection attempts per Second

<10
<50
<100
<100
<5
<6000
<6000
<5000
<250
<40
<1000
<1000
<1000
=0 (c)
=0

Hub Transport Role
Services
Service Name
Microsoft Exchange Active Directory Topology Service
Microsoft Exchange Antispam Update*
Microsoft Exchange EdgeSync*
Microsoft Exchange Monitoring*
Microsoft Exchange Protected Service Host
Microsoft Exchange Service Host
Microsoft Exchange Transport Log Search*
Microsoft Exchange Transport
Microsoft Search (Exchange Server)*

Short Name
MSExchangeADTopology
MSExchangeAntispamUpdate
MSExchangeEdgeSync
MSExchangeMonitoring
MSExchangeProtectedServiceHost
MSExchangeServiceHost
MSExchangeTransportLogSearch
MSExchangeTransport
msftesqlExchange

Performance Counters
Counter Path
\MSExchangeTransport Queues(_total)\Active Mailbox Delivery Queue Length
\MSExchangeTransport Queues(_total)\Active NonSmtp Delivery Queue Length
\MSExchangeTransport Queues(_total)\Active Remote Delivery Queue Length
\MSExchangeTransport Queues(_total)\Aggregate Delivery Queue Length (All Queues)
\MSExchangeTransport Queues(_total)\Largest Delivery Queue Length
\MSExchangeTransport Queues(_total)\Poison Queue Length
\MSExchangeTransport Queues(_total)\Retry Mailbox Delivery Queue Length
\MSExchangeTransport Queues(_total)\Retry NonSmtp Delivery Queue Length
\MSExchangeTransport Queues(_total)\Retry Remote Delivery Queue Length
\MSExchangeTransport Queues(_total)\Submission Queue Length
\MSExchangeTransport Queues(_total)\Unreachable Queue Length
MSExchange ADAccess Domain Controllers(*)\LDAP Read Time
MSExchange ADAccess Domain Controllers(*)\LDAP Search Time
MSExchange ADAccess Domain Controllers(*)\LDAP Searches timed out per minute
MSExchange ADAccess Domain Controllers(*)\Long running LDAP operations/Min
MSExchange ADAccess Processes(*)\LDAP Read Time
MSExchange ADAccess Processes(*)\LDAP Search Time
MSExchange Database ==> Instances(edgetransport/Transport Mail Database)\Version
buckets allocated
MSExchange Database ==> Instances(edgetransport/Transport Mail Database)\Log
Record Stalls/sec
MSExchange Database ==> Instances(edgetransport/Transport Mail Database)\Log
Threads Waiting
MSExchange Extensibility Agents(*)\Average Agent Processing Time (sec)

Default
Threshold
<250
<250
<250
<5000
<200
=0
<100
<100
<100
<100
<100
<100
<100
<10
<50
<100
<100
<200
<10
<10
<20

Edge Transport Role
Services
Service Name
Microsoft Exchange ADAM

Short Name
ADAM_MSExchange
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Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft

Exchange Antispam Update*
Exchange Credential Service
Exchange Monitoring*
Exchange Service Host
Exchange Transport Log Search*
Exchange Transport

MSExchangeAntispamUpdate
MSExchangeEdgeCredential
MSExchangeMonitoring
MSExchangeServiceHost
MSExchangeTransportLogSearch
MSExchangeTransport

Performance Counters
Counter Path
\MSExchangeTransport Queues(_total)\Active Mailbox Delivery Queue Length
\MSExchangeTransport Queues(_total)\Active NonSmtp Delivery Queue Length
\MSExchangeTransport Queues(_total)\Active Remote Delivery Queue Length
\MSExchangeTransport Queues(_total)\Aggregate Delivery Queue Length (All Queues)
\MSExchangeTransport Queues(_total)\Largest Delivery Queue Length
\MSExchangeTransport Queues(_total)\Poison Queue Length
\MSExchangeTransport Queues(_total)\Retry Mailbox Delivery Queue Length
\MSExchangeTransport Queues(_total)\Retry NonSmtp Delivery Queue Length
\MSExchangeTransport Queues(_total)\Retry Remote Delivery Queue Length
\MSExchangeTransport Queues(_total)\Submission Queue Length
\MSExchangeTransport Queues(_total)\Unreachable Queue Length
MSExchange ADAccess Domain Controllers(*)\LDAP Read Time
MSExchange ADAccess Domain Controllers(*)\LDAP Search Time
MSExchange ADAccess Domain Controllers(*)\LDAP Searches timed out per minute
MSExchange ADAccess Domain Controllers(*)\Long running LDAP operations/Min
MSExchange ADAccess Processes(*)\LDAP Read Time
MSExchange ADAccess Processes(*)\LDAP Search Time
MSExchange Database ==> Instances(edgetransport/Transport Mail Database)\Version
buckets allocated
MSExchange Database ==> Instances(edgetransport/Transport Mail Database)\Log
Record Stalls/sec
MSExchange Database ==> Instances(edgetransport/Transport Mail Database)\Log
Threads Waiting
MSExchange Extensibility Agents(*)\Average Agent Processing Time (sec)

Default
Threshold
<250
<250
<250
<5000
<200
=0
<100
<100
<100
<100
<100
<100
<100
<10
<50
<100
<100
<200
<10
<10
<20

Unified Messaging Role (Optional)
Services
Service Name
Microsoft Exchange Active Directory Topology Service
Microsoft Exchange File Distribution
Microsoft Exchange Monitoring*
Microsoft Exchange Service Host
Microsoft Exchange Speech Engine
Microsoft Exchange Unified Messaging

Short Name
MSExchangeADTopology
MSExchangeFDS
MSExchangeMonitoring
MSExchangeServiceHost
MSSpeechService
MSExchangeUM

Performance Counters
Default
Threshold
MSExchange ADAccess Domain Controllers(*)\LDAP Read Time
<100
MSExchange ADAccess Domain Controllers(*)\LDAP Search Time
<100
MSExchange ADAccess Domain Controllers(*)\LDAP Searches timed out per minute
<10
MSExchange ADAccess Domain Controllers(*)\Long running LDAP operations/Min
<50
MSExchange ADAccess Processes(*)\LDAP Read Time
<100
MSExchange ADAccess Processes(*)\LDAP Search Time
<100
MSExchangeUMAvailability\% of Failed Mailbox Connection Attempts Over the Last Hour <5
MSExchangeUMAvailability\% of Inbound Calls Rejected by the UM Service Over the Last
<5
Hour
MSExchangeUMAvailability\% of Inbound Calls Rejected by the UM Worker Process Over
<5
the Last Hour
MSExchangeUMAvailability\% of Messages Successfully Processed Over the Last Hour
>= 95
MSExchangeUMAvailability\% of Partner Voice Message Transcription Failures Over the
<5
Last Hour
Counter Path
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MSExchangeUMAvailability\Calls Disconnected on Irrecoverable Internal Error
MSExchangeUMAvailability\Directory Access Failures
MSExchangeUMAvailability\Total Inbound Calls Rejected by the UM Service
MSExchangeUMAvailability\Total Inbound Calls Rejected by the UM Worker Process
MSExchangeUMCallAnswer\\Calls Disconnected by Callers During UM Audio Hourglass
MSExchangeUMPerformance\Operations over Six Seconds

=0
=0
=0
=0
=0
=0

(c)
(c)
(c)
(c)
(c)
(c)

References
http://technet.microsoft.com/enus/library/dd335215.aspx
http://technet.microsoft.com/enus/library/ff367923.aspx
http://technet.microsoft.com/enus/library/ee423542.aspx
http://technet.microsoft.com/enus/library/bb124699.aspx#SA
http://technet.microsoft.com/enus/library/bb331967.aspx
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HOWTO  Monitor MySQL
MySQL can be monitored via SNMP with the free Mysqlsnmp module by Brice Figureau. There are many
counters available under:
.1.3.6.1.4.1.20267.200.1
iso.org.dod.internet.private.enterprises.(??).mySQL.myStatus
But did you notice that (??) node in the counter path? That's because of how the MySQL MIB file is defined.
Depending on what application you use for SNMP monitoring (it should be PA Server Monitor!!) it may have
problems getting from the enterprises node to the mySQL node. This might be considered a MYSQL
SERVER.mib error.
This can be easily fixed with a small change to the MYSQLSERVER.mib file.
Change this line:
::= { enterprises 20267 200 }
to this:
::= { enterprises mySQLRoot(20267) 200 }
Now that unnamed node has a name (mySQLRoot) most SNMP applications will be able to parse and traverse
the MIB without problems.
Make sure the changed MIB file is in:
C:\Program Files\PA Server Monitor\MIBs
and restart the monitoring service so the changed MIB file is reparsed.
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HOWTO  Predict Full Server Disks
With PA Server Monitor, you can run reports and see mathematical predictions of when server disk drives will
run out of room. Follow the steps below.

Click to enlarge
1. Install PA Server Monitor and add the computers that you want to monitor.
2. Add a Disk Space monitor to each computer (if there isn't one already) and have it monitor the disk space
on the server's drives
3. By default, the Disk Space monitor will check and record the free and used disk space once every 6 hours.
This is configurable.
4. After a few days, there will be enough data to start creating trend lines in the Free Disk Space report.
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5. To get a Predicted Full Date, run the Free Disk Space > Disk Space Summary report.
You can easily select all the drives on all the servers that you are monitoring, or any subset.
On the Filters and Parameters tab, make sure the 'Predicted Full' column is selected in the 'Columns to
Show' parameter.
When the report finishes, click the Predicted Full column header to sort by that column.

Note that if a drive's disk usage isn't trending up, it won't have a Predicted Full date. This is normal and
expected.
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HOWTO  Create a Consolidated Uptime Report
Many monitors have Uptime reports which show graphically any down time reported by that monitor (for the
Ping and Service monitors for example). You can also create a summary uptime report like the one shown
below.

The basic solution is to create an Uptime report, with a tabular output, for multiple data sets. The secret is to
summarize the data using the "Complete Range" summarization rule  that is what gives you one line per
monitor. Details shown below.

First, select the Uptime report for the data that you want to report on. In this case, we'll choose the Ping
Uptime report.

Next, choose a display type. The Tabular Report, HTML Table Report or CSV Export types will work fine.
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Choose the server/devices that you want to report on. You can select the top group node to select all
servers/devices. NOTE: Each selected server/device has to be queried separately in the database, so a large
selection can make the report take a while. Once you get the report how you like it, create a Scheduled Report
so the report is run and ready before you need it.

The report parameters are the key step here. Choose the time period for the report, and then chose Complete
Range for the summarization period. This will average all the data between the two dates and come up with
an overall Uptime percent.
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Custom SSL Certificate
PA Server Monitor can use your own SSL certificate instead of the default selfsigned certificate.
If at any time there are any problems with certificates, you can always delete the C:\Program Files\PA Server
Monitor\CA folder and restart the service  a new selfsigned certificate will be created.

Use your own existing certificate
1. You will need to get your certificate into PEM format if it isn't already (there are a number of utilities that
can do this that you can find on the Internet. Try searching for something like 'convert {your cert type} to
PEM')
2. Save the certificate's private key file as CLIENT_PRIVATE.pem to C:\Program Files\PA Server Monitor\CA
3. Save the SSL certificate to C:\Program Files\PA Server Monitor\CA\SIGNED_CLIENT_CERT.pem
4. PA Server Monitor 4.2 Ultra will need to know the password for the private key. You can specify this by
running the following command in C:\Program Files\PA Server Monitor:
diag.exe /SETCONFIG=SSLCertPKPW:{password}
This will encrypt and store the password with a machinespecific key in the registry. To erase the password,
run:
diag.exe /SETCONFIG=SSLCertPKPW:
5. Restart the PA Server Monitor service and it will now be using your SSL certificate.

Create your own new certificate
1. Go to the C:\Program Files\PA Server Monitor\CA folder
2. Create a folder inside CA named NewCert.
3. Copy Client.cnf from CA into NewCert
4. Open NewCert\Client.cnf in a text editor. Go to the PACA_dn section near the bottom and edit the values as
you like (C=Country, ST=State/Province, L=City). Change the CN value to the hostname of your server.
Some SSL certificate providers expect to see a dot in the name, so the public name of your server would be
best (something like monitor.mydomain.com). Note that depending on the SSL provider that you use, the
subjectAltName field might be ignored which is where additional machine names are mentioned.
5. Open a command prompt and change directory to C:\Program Files\PA Server Monitor\CA\NewCert
6. Run ..\..\openssl.exe req newkey rsa:2048 keyout "C:\Program Files\PA Server
Monitor\CA\NewCert\CLIENT_PRIVATE.pem" keyform PEM out "C:\Program Files\PA Server
Monitor\CA\NewCert\CLIENT_CERT.pem" outform PEM rand openssl.exe config client.cnf
7. This will create two new files:
CLIENT_CERT.pem  this is the Certificate Request file that you will send/copy to the SSL certificate vendor
(like Verisign, GlobalSign, etc)
CLIENT_PRIVATE.pem  this is the private key file for this certificate. This file will need to remain on the
server, but should be kept private.
8. To see what you are sending to the SSL provider, run:
..\..\openssl req in "C:\Program Files\PA Server Monitor\CA\NewCert\CLIENT_CERT.pem" noout text
9. After sending CLIENT_CERT.pem to an SSL provider, you will get back a certificate file. Save the file (in PEM
format) to:
C:\Program Files\PA Server Monitor\CA\SIGNED_CLIENT_CERT.pem
10. When the above file is copied, also copy C:\Program Files\PA Server
Monitor\CA\NewCert\CLIENT_PRIVATE.pem into the CA folder
11. You can optionally delete the NewCert folder at this point.
12. Restart the PA Server Monitor service and it will now be using your SSL certificate.

194

Contents

Troubleshooting Missing Email Alerts
One of the most popular features of all of our products is the Email alert. Everyone relies on it to be notified
of issues that are occurring on monitored computers. But sometimes the alerts don't arrive.

Test email work?
When you initially configured the Email Action a test message was sent. If the test message failed to arrive:
Look closely at the error message (if any) that is shown when the test message was sent. It is a log of the
conversation with your mail server. What is your mail server saying? Often it will say something about
failure to authenticate (username/password are bad), or perhaps something about connection terminated
(which could indicate that an antivirus or firewall app is preventing Console.exe from sending the test
message). You might need to add an exception for Console.exe to the antivirus/firewall app.
If the message was successfully sent, did you receive it? If successfully sent, it means your SMTP server
accepted the message for delivery, so if you didn't get it, something downstream is involved. Check your
spam folder closely.

Exchange and other mail servers
Microsoft Exchange, and other mail servers as well, actively try to keep from sending spam. Because of this,
you need to check a few settings on the mail server which might prevent message delivery:
Is the mail server configured to accept outgoing mail via SMTP? (Relay settings)
Do you need to enable SMTP sending from a specific IP address?
Does the user account that logs in to the mail server have rights to forward/relay mail via SMTP?

Test message received, but no alert emails
If the test message was received, all of your settings are OK. If alert emails are not being received, either the
service isn't trying to send them, or something is blocking them.
To ensure the service is trying to send emails, add the Message Box action to the monitor. If the Message
Box appears, you know an email should too. If the Message Box doesn't appear, the monitor doesn't think it
needs to fire alerts.
If you got the Message Box, but still no mail, it's time to look at environmental factors. Most often this ends
up being an antivirus or firewall application that is blocking the service from sending emails. You may need
to add an exception for the service application (either ServerMonSvc.exe, StorageMonSvc.exe or
FileSightSvc.exe).
Finally, check your spam filter. There have been cases where test emails go through, but for some reason alert
emails were tagged as spam.

Need more help?
If the above doesn't help, it's time to look at log files. Enable Debug Logging at the bottom of the Settings
dialog. Then wait for the event which should have sent an email.
When an email should have been sent but wasn't received, you can look at the product's service log file. The
file is located in the directory shown at the bottom of the Settings dialog. It will be named {product name}
_Service_Log.txt. Look in the file for lines that contain "SMTP:" (without the quotes). That is a log of the
application's conversation with your mail server. It will either shown the problem, or show that the mail server
accepted the message for delivery, in which case you'll need to look at your mail server.
If you need help interpreting the log file, you can send it to us at support@poweradmin.com.
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Remote Monitoring Account Hints
The most common problem when trying to monitor remote server resources (disks, PerfMon counters, running
services, Event Log, etc.) is getting the remote server to allow access to the resources. Windows security
won't simply fulfill any requested access issued by any random machine on the network (imagine the chaos!).
A token representing the user making the request is sent along with the request. The remote server checks
the token against an access control list which protects the target resource and determines whether to allow
access or not.

Troubleshooting
Skip forward to your particular scenario:
Connecting to computers in a domain
Connecting to computers NOT in a domain
Connecting to Vista and Windows 2008 computers

Background
So which user is making the request?
Go to the Services control panel applet (under Administrative Tools), and open the properties for any service.
You will see a Log On tab. This tab controls which user account is used to launch the service. All services run
as some user. A special user account named Local System is often used which has full access to the local
machine, but no access outside the machine. In addition, you can rightclick on a computer in the Console and
select "Set Login Credentials" to set computerspecific credentials to use when monitoring that computer.
If no computerspecific credentials are entered, then all requests are made as the user which is listed on the
Log On tab (also shown in Settings). In the examples below, we assume that there are no computerspecific
credentials.
Consider the scenario where machine "OPS" is running a service (like the Power Admin monitoring service) and
wants to look at the Event Log on machine "SERVER". If the service is running as Local System, the Event Log
request would contain a token referring to user "OPS\Local System". The problem is, machine SERVER doesn't
know anything about "OPS\Local System". For all it knows, that account might be a simple guest account.
Access will be denied.

What solutions exist?
There are two basic ways to get around this problem, and they both involve getting the request on OPS to run
as a user which SERVER will recognize.
Solution 1
The first solution is to use synchronized username and passwords on the two machines. You can create a user
account named "Inspect" on OPS with password "baseball". Then go to SERVER and create a user account
named "Inspect" with password "baseball". When user "Inspect" runs the service on OPS, and sends a request
to SERVER, the token turns out to contain not just the username, but a hashed form of the password as well.
When SERVER receives the request, it checks its local user database and finds a matching user, hashes the
local password and finds that they match. It then allows the request as though it had originated from the local
user "Inspect". Any access to resources granted to the local user "Inspect" on SERVER can be accessed
remotely from the similar user "Inspect" on machine OPS. The downside to this solution is it requires all
monitored machines to have synchronized usernames and passwords. This doesn't work for "Local System"
because Local System is a special operating system account tied to the local computer (and you can't set
Local System's password).
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NOTE: Starting with Windows XP a security policy was introduced that causes incoming local credentials (from
a remote host) to be assigned Guest user rights. That won't help. You'll need to set the policy back to Classic
mode. Microsoft documents this here: [1] and [2]. This can be corrected by switching to Classic file sharing, or
by going to Administrative Tools > Local Security Policy > Security Settings > Local Policies > Security
Options. Look for "Network Access:Sharing and Security model for local accounts" and set it to "Classic".
Solution 2
The second solution requires using domain accounts. Imagine that the machines OPS and SERVER are both in
a domain named DOMAIN. The domain could then have a user created named "Inspect" for example. The
service on OPS should then have it's Log On user set to DOMAIN\Inspect. On SERVER, you would grant access
to any resources that should be monitored to user DOMAIN\Inspect (or as a shortcut, make DOMAIN\Inspect
part of the local Administrators group). When Server Monitor tries to monitor the Event Log on SERVER for
example, a token representing DOMAIN\Inspect will be passed with the request. SERVER will recognize the
token and allow access according to the rights granted to DOMAIN\Inspect.

IMPORTANT NOTE: Both solutions above discuss changing which user the monitoring service runs as. You
can also set the login credentials on each individual server from within the Console. Right click the server and
you'll see the Set Login Credentials option. You can choose to communicate with the server as the user
running the service, or pick a specific username/password for that server. When choosing a
username/password for that server, the username still has to satisfy what is discussed above (i.e. it needs to
be a locally synchronized username or a domain username).
Is there any other way?
There is a third alternative: Install the monitoring product on the remote server. It can then run as Local
System and look just at the server itself. Power Admin monitoring products install quickly, and the Easy
Configuration feature makes it simple to copy a monitoring configuration from one machine to another.

Connecting to Servers in a Domain
When monitoring machines that are in the same domain as the monitoring server, it's easiest to use a domain
account to gain access to the remote servers. If one domain account will work for all servers, you can set the
service to run as that account  that is the easiest scenario.
If you can't run the service as a domain account (perhaps because multiple domains are involved), you might
need to specify separate credentials for each server. You can do many at once via Bulk Config, or rightclick on
an individual server and choose Type & Credentials > Set Login Credentials.
Troubleshooting: If you get an error indicating the credentials don't grant access to the remote machine, that
very often implies some sort of firewall (a network firewall and/or a firewall running on the remote machine) is
blocking access. In that case, try to remove as many variables as possible and see if a connection can be
made. We recommend using the Windows Event Log Viewer. Start it, and using it, try to connect to the
remote machine and view its Event Log. If you can not connect (perhaps with RPC errors) that very often
indicates a firewall is blocking Windows RPC calls.
More info on Windows RPC ports
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Also make sure the Remote Registry service is started on the target server.

Connecting to Servers NOT in a Domain
When either the monitoring server or the target server are not in a domain, local accounts have to be used. In
this case there are two options:
Use synchronized local accounts (Solution 1) as discussed above. Use the local server name for the domain
field.
Use an account that only exists on the remote machine. In this case, make sure to use the remote server
name for the domain field.

Troubleshooting: If the above doesn't work and you get an error indicating the credentials don't grant access
to the remote machine, that very often implies some sort of firewall (a network firewall and/or a firewall
running on the remote machine) is blocking access. In that case, try to remove as many variables as possible
and see if a connection can be made. We recommend using the Windows Event Log Viewer. Start it, and using
it, try to connect to the remote machine and view its Event Log. If you can not connect (perhaps with RPC
errors) that very often indicates a firewall is blocking Windows RPC calls.
More info on Windows RPC ports
Also make sure the Remote Registry service is started on the target server.
If you can connect with the Event Log Viewer, but you are still told the credentials aren't working, you can
force the monitoring product to create a connection to the server via the \\server\IPC$ share. To do this, go
to:
PA Server Monitor
HKEY_LOCAL_MACHINE\Software\PowerAdminServerMonitor
PA Storage Monitor
HKEY_LOCAL_MACHINE\Software\PAStorageMonitor
and set/create the DWORD value ImpForNetConnect = 1

Connecting to Vista and Windows 2008 computers
The information above for Connecting to Servers in a Domain and Connecting to Servers NOT in a Domain still
applies to Windows 2008 Servers and Vista. However, Windows 2008 and Vista comes with a powerful and
strict firewall that is turned on by default. This firewall will almost certainly block remote monitoring requests.
To change the firewall configuration, go to Administrative Tools > Windows Firewall with Advanced Security.
Microsoft has a good Getting Started Guide to help you become familiar with the interface.
There are firewall rules to control finegrained access to the server. If you want to monitor the server's Event
Log, you'll need to enable those rules. For monitoring services, you'll need to enable the servicerelated rules.
If you want the rich server status report (which is built by polling the server via WMI), you'll need to enable
the WMI rules.

Finally, UAC
From reports we're receiving from the field, it appears UAC needs to be disabled for remote WMI queries to
work. With UAC running, an administrator account actually has two security tokens, a normal user token, and
an administrator token (which is only activated when you pass the UAC prompt). Unfortunately, remote
requests that come in over the network get the normal user token for the administrator, and since there is no
way to handle a UAC prompt remotely, the token can't be elevated to the trueadministrator security token. So
if you find that you can perform certain activities (like clear an event log for example) when logged on directly
to a Vista/Windows 2008 machine, but can't do it remotely, you can thank UAC :)
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Setting Up SMS Alert Messages
PA Server Monitor can send SMS messages when your server is down, low on disk space, low on
memory, etc. Download the Free Trial and try it out!

One of our most popular features is the ability to alert you when something isn't quite right. Many users want
those alerts to go to their mobile phones via SMS message. There are three ways to accomplish this:

Easiest Solution

SMTP Email Message Action
Many mobile phone providers provide an SMTP gateway for sending messages directly to a mobile phone.
This is usually the easiest way to send an alert to a phone or other mobile device.
For example:
TMobile supports sending an email message to <phonenumber>@TMoMail.com
Sprint supports sending email messages to <phonenumber>@messaging.sprintpcs.com
The messages get forwarded straight to the phone. Check with your phone provider to see if they provide
this service, or check this Wikipedia article which lists SMSemail gateways for many phone providers
around the world.
In addition, recent versions of the Email Message Action now support directsending of SMTP messages,
without needing an SMTP server in most situations.

Send SMS Text Message (SMPP) Action
This action sends SMS messages from a monitoring program to a mobile phone via an SMPP gateway server on
the Internet. Typically your mobile phone provider will have an SMPP gateway and will give you the parameters
to fill in for this action. You can also contract with some 3rd party companies to let you use their gateways.

Phone Dialer (DTMF/SMS)
If you have a server that is not connected to the Internet, you can often hook up a modem/cell phone to the
computer via a COM port. The Phone Dialer action lets you create scripts to dial the phone and send DTMF
tones, or if a mobile phone is attached, you can send SMS messages directly.
Sending SMS messages directly from a mobile phone will require you to look in your mobile phone's manual
and find out what commands it supports. Generally you'll be looking for the CMGS command. The following
sample script gives you an idea of the commands that you are looking for:
ATZ
AT+CMGF=1
AT+CMGS=12345678
Server problem
{VAL:26}

(phone number to dial)
(text to send)

Note that the {VAL:26} is how you send a CtrlZ (End of Message character). Our products support
replacement variables in the message text so you can send the title or description of an error message.
At least one customer found that having any extra lines (even blank lines) after the {VAL:26} would cause the
message to not send (this is likely phone specific). Also, ATE0 turns off local echo, which will prevent the
system from interpretting echoed outgoing text as response commands from the phone/modem.
A few customers in Europe have connected a cell phone to their computer to send SMS messages without an
Internet connection. A customer in the U.S. did the same thing and gives some tips:
Phone used: AT&T Go Phone  Samsung SGHa177
The phone powers/charges through the USB cable
Get the data cable. The box doesn't come with a CD so you have to go online at Samsung and
get the drivers at http://www.samsung.com/us/support/search/supportSearchModelResult.do
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The drivers won't load the modem. You have to download the Samsung Studio (used for
transferring data and backing up your address book). After you download and install the 95
MB program and connect to the phone, the drivers will load.
Check your COM port in Control Panel  Modems, and use that in the Phone Dialer action
settings.
ALSO, When I disconnect and reconnect the phone, the COM port used by the phone jumps from
4 to 5 and back. So be aware that if you have to cycle power on the box, check the COM port
or you won't get notified. One option around this is to setup two Phone Dialer actions 
one goes to COM4 and another one to COM5 and just put up with the email on the failed
alert.
Thanks Tim.
More details are available in the Phone Dialer (DTMF/SMS) document page.
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SSL Certificate Hints
Starting with version 3.7, Power Admin products (PA Server Monitor, PA Storage Monitor and PA File Sight)
support using SSLenabled HTTP (HTTPS) for serving reports, and for console to service communication. Self
signed certs are used by default to make this as convenient as possible for you the customer.

Certifying Authority
Most SSL certificates come from a wellknown certifying authority like Verisign, Thawte, GeoTrust and others.
These companies charge for their certificates, which enables them to do some level of check on the company
requesting the certificate. Because of this, browsers recognize certificates signed by these Certificate
Authorities.

SelfSigned Certs
With selfsigned certs, a Certifying Authority was not involved. That means the product has to sign it's own
SSL certificates, and therefore be its own Certifying Authority. Since the browser doesn't know about this new
Certifying Authority, it shows warnings indicating it doesn't know whether to trust the SSL certificate or not.
To make the browser stop displaying the warnings, you have to install the new Certifying Authority certificate
into the browser as a Root CA or Trusted CA. Be careful  only install a new Certifying Authority when you
know who it is because you are telling the browser to trust SSL certificates from that authority. In this case,
the Power Admin product created the new Certifying Authority on your computer. No other computer has that
Certifying Authority.
For instructions on installing a new Certifying Authority in popular browsers, choose your browser below:
Instruction for installing in Internet Explorer
Instruction for installing in FireFox
Instruction for installing in Google Chrome
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Update Checks and Privacy
Many customers asked us for a simple way to be notified of product updates. We responded by building it into
the application via the Settings dialog. You can control whether you check for updates, and how you are
notified.
When an update check happens, an HTTP request is made to a page on our webserver. Appended to the URL
we send the current version that is running (so the web server can decide whether a newer version is available
or not, as well as whether any versionspecific message needs to be sent back).
The product also sends three additional pieces of information for statistical purposes:
Whether the product is in demo mode or not
The number of servers being monitored
How often the update check will happen (every 30 days if enabled)
Nothing in the list above identifies you, your company or the computer (no license information, no machine
names, no expiration dates, no email addresses, etc). While it's true that all HTTP requests send an IP
address, we do not and will not be tracking that.
Basically we'd like to eventually be able to report (well, brag) that X number of servers are being monitored by
our products. We hope this update check mechanism will be viewed as a winwin.
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Monitoring Remote Servers Through Firewalls
Power Admin monitoring products contain a variety of modules that monitor different server resources. In
general, the server resources are accessed through one of two ways:
1. Standard protocol ports
2. Windows RPC
3. Windows SMB (file serving)

Standard Protocol Ports
Standard Protocol Ports would be those ports that are used by a protocolspecific monitor. For example, the
Web Page monitor uses HTTP, and therefore (by default) port 80 to access the remote server. The SMTP server
monitor uses a default port of 25, POP3 is a default of port 110, etc. These standard protocol monitors
therefore use the port specified by the relevant standard.

Windows RPC
Windowsspecific monitors (Event Log monitor, Service monitor, Performance monitor, etc) use standard
Windows RPC to access the underlying resources. Windows RPC uses TCP port 135 by default (although you
can change this via tools on the Microsoft website). Because port 135 is targeted by much of the malware and
worms on the Internet, we do not recommend opening that port on an Internetfacing firewall.
Besides port 135, RPC also uses a dynamic port range that gets established between the endpoints. Microsoft
has more information, including firewall considerations:
How to configure RPC dynamic port allocation to work with firewalls
Allowing inbound traffic that uses dynamic RPC

Windows SMB
Windows diskbased monitors (Disk Space monitor, File & Directory Change monitor, etc) use standard
Windows SMB to access the underlying files and directories. Windows SMB uses TCP port 445 by default
(although you can change this via tools on the Microsoft website). Because port 445 is targeted by much of
the malware and worms on the Internet, we do not recommend opening that port on an Internetfacing
firewall.

Additional Information
Windows 2008
Windows 2008 comes with a very strict firewall which is enabled by default. Go to Control Panel > Windows
Firewall with Advanced Security to the incoming rules, and enable the Remote Administration rule to
enable typical monitor access.
A good overview of Windows network port usage is available at: Service overview and network port
requirements for the Windows Server system

Testing
To test if the ports are correctly opened, we recommend using a Windows app, like the Windows Event Log
Viewer for example. Start eventvwr.msc and see if you can use it to connect to and view the remote Event
Log. If this works, any firewalls in between are letting the requests through. For advanced firewalls like the
one in Windows Server 2008, you should also try this with the Services applet (services.msc) and the
Performance viewer (perfmon.msc) if you will be monitoring those resources.
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Installing Certificates in Google Chrome
When you first connect to a server using selfsigned certs, Chrome will display a large "The site's security
certificate is not trusted!" warning. In the address bar is an orange warning triangle. Clicking that triangle will
display the following dialog:

Chrome relies on the Windows certificate store. Unfortunately, it does not (currently) give any way of
installing a certificate from a URL. We recommend starting Internet Explorer and installing the Root Certificate
Authority following those directions. When you're done, restart Chrome and it will recognize the SSL certificate
as being properly signed.

SSL Domain Matching
When the SSL certificate was made, it was created using the computer's name, localhost and 127.0.0.1. In the
example above, that means we could go to https://dnvista or https://localhost or https://127.0.0.1 and the
URL would match the server listed in the SSL certificate. If you will always access the web reports using one of
the above server names, you can stop now.

Mismatched Address
If your server is accessible via different names or additional IP addresses (perhaps via an external and internal
IP address) then the URL may not match the internal server name and the browser will give a Mismatched
Address error. This is the same error that occurs if you take the SSL certificate from one server and put it on a
different server
One of the easiest ways to fix this would be to add an entry to your hosts file that maps the server's name to
the IP address that you are using to access the server. That will enable the URL to match the certificate.
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Adding a Security Exception
When FireFox encounters a selfsigned cert, it won't load the page. The way to make it work is to add a
Security Exception for that particular website.
In FireFox, go to Tools > Options
Click the Advanced Tab, then the View Certificates button
Go to the Servers tab and press the Add Exception button
The Add Security Exception dialog will be displayed. You need to enter the host and port used to access the
web page you want. For example, if you want to access the following report:
https://dnvista:82/STATUS_MANY/index.html
you would enter https://dnvista:82

Once you've entered the URL, press Get Certificate. The cause of the problem (unrecognized authority) will be
displayed.
Check the box near the bottom ("Permanently store this exception") and press "Confirm Security Exception".
From this point on, FireFox won't show SSLrelated errors when visiting this URL.

Mismatched Address
If your server is accessible via different names or additional IP addresses (perhaps via an external and internal
IP address) then the URL won't match the internal server name and the browser will give a Mismatched
Address error. This is the same error that occurs if you take the SSL certificate from one server and put it on a
different server
One fix would be to go back and add another Security Exception for additional URL. Optionally, you could also
add an entry to your hosts file that maps the server's name to the IP address that you are using to access the
server. That will enable the URL to match the certificate.
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Installing Certificates in Internet Explorer
When you first connect to a server using selfsigned certs, Internet Explorer will display a warning. When you
continue on, a certificate error is shown similar to the following:

If you click the "Certificate Error" text in the address bar, you'll see an explanation with a "View certificates"
link at the bottom. That's our goal  to view the certificate.

When you click "View certificates", a dialog will display information about the SSL certificate. The Certifying
Authority (also called a CA Root) certificate need to be installed. Click the "Certification Path" tab, and then
select the top certificate shown (THIS IS CRITICAL). That is the CA Root. Note that the certificate names
will be different on your machine than what is shown in the screenshot below.

Click the "View Certificate" button near the middle of the dialog. A new dialog opens which shows the CA Root
itself. This is the one we need to install. Near the bottom of the new dialog is a button to Install Certificate.
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When you click "Install Certificate", a Certificate Import Wizard will start which will help you install the
certificate. It's important to install the CA Root certificate into the "Trusted Root Certification Authorities".

Click Next until you get to the Finish button. Once you click Finish, a final confirmation dialog (Security
Warning) is displayed to make sure you want to add the new cerificate (this dialog helps insure that a human
is doing this action and not some malware).
Now that you've finished the steps above, Internet Explorer will accept the new SSL certificates without
displaying an error.

SSL Domain Matching
When the SSL certificate was made, it was created using the computer's name, localhost and 127.0.0.1. In the
examples above, that means we could go to https://dnvista or https://localhost or https://127.0.0.1 and the
URL would match the server listed in the SSL certificate. If you will always access the web reports using one of
the above server names, you can stop now.

Mismatched Address
If your server is accessible via different names or additional IP addresses (perhaps via an external and internal
IP address) then the URL won't match the internal server name and the browser will give a Mismatched
Address error. This is the same error that occurs if you take the SSL certificate from one server and put it on a
different server
One of the best ways to fix this would be to add an entry to your hosts file that maps the server's name to
the IP address that you are using to access the server. That will enable the URL to match the certificate.
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