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Getting Started
Console
If a problem persists for longer and longer, different sets of actions can be run to progressively deal with
the issue (for example try auto resolving, and if that doesn't work contact the tech staff).
Startup Wizard
The Startup Wizard walks you through a few standard dialogs to help configure your system for basic
monitoring.
Global Settings
Group servers together in visual groups to help keep track of them. Groupbased status reports are also
available.
Database Settings
Easily point PA File Sight at the embedded SQLite database or use an external Microsoft SQL Server.
Report Settings
Configure how often the server status reports are generated via the Report Settings dialog.
HTTP Settings
Control the HTTP port that PA File Sight uses, and optionally enable HTTPS (SSL)
Easy Deploy
Paste a list of servers or IP address into a list and let PA File Sight deploy Satellite Monitoring Services to
those servers for monitoring.
Adding Monitors
Paste a list of servers or IP address into a list and let PA File Sight inspect and selfconfigure for each
server/device. Or easily copy the configuration from one configured server to one or more other servers.
Adding Actions
Perform changes of settings in actions, monitors, reports and scheduling for several servers at one time,
or copy configuration settings to other servers.
Bulk Config
Perform changes of settings in actions, monitors, reports and scheduling for several servers at one time,
or copy configuration settings to other servers.

Adv. Configuration
Adv. Monitor Options
Many advanced options that exist on every monitor can help PA File Sight work the way you want it to.
Command Line
Different options that can be used to help automate PA File Sight.
Config Security
Password protect the Console, and alert on changes that could affect monitoring.
Error Auditing
Keep track of which errors have been reviewed and acknowledged. Also a great way for administrators to
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have an overview of any errors within their area of responsibility.
Expansion Variables
Variables with details about alerts can be used to change the output of custom messages.
External API
Send basic configuration requests to the product via an HTTPS URL.
File Locations
Locations of files used in the product
Import & Export
Paste a list of servers or IP address into a list and let PA File Sight inspect and selfconfigure for each
server/device. Or easily copy the configuration from one configured server to one or more other servers.
Maintenance Mode
While a computer is in maintenance mode, PA File Sight won't run monitors. It will turn itself back on
automatically after the maintenance window expires if you manually entered maintenance mode, or it can
automatically enter and leave maintenance mode on a schedule.

Monitors
File Sight
The File Sight monitor watches real time file access by users and programs. You can configure which files
it watches, and how you are notified when a particular operation (file read, write, delete, etc) occurs.
The Ultra version also lets you:
* Record the file access operations to a database for reporting (by user, by file, by operation, etc)
* Alert on user usage patterns (ie user reads X amount of data in Y time
NOTE: This monitor can ONLY monitor drives on the local computer. Watching files on remote computers
requires that the PA File Sight service (or a Satellite) be installed on the remote computers.

Actions
Call URL
This action will call a URL you specify, optionally posting information about the current alert. This makes
it easy to connect to a helpdesk/ticketing system.
DialUp Connection
Connects or disconnects a Windows Dialup Connection. Typically this is for servers that are not on the
Internet, but need to connect to send alerts.
Email Alert
Sends SMTP email messages to mail boxes, cell phones, mobile devices, etc. The Email action has Alert
Digests which are a powerful/friendly feature that combines multiple alerts that happen within a short
time into a single email notification. This can be very helpful when something goes really wrong. You can
easily specify when messages should be sent or suppressed.
Execute Script
Similar to the Execute Script monitor, this Action lets you extend the list of available actions via your own
script written in VBScript. Many variables from the source monitor are also available for creating rich,
situationspecific responses.
Message Box
A simple message box that displays monitor findings. These message boxes are smart: if there are many
pending alerts you can easily dismiss them all at once.
Network Message
Sends a message box containing the critical monitor details to every place that you are logged in.
Pager Alert via SNPP
Send monitor results to pagers via standard Simple Network Paging Protocol (SNPP). You can easily
specify when messages should be sent or suppressed, and the content of the message.
Phone Dialer
Dials a modem/phone and optionally sends DTMF commands or other commands (to send SMS messages
for example). This is typically used by a disconnected server to send an alert over a normal phone line
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(where the CallerID identifies the server)
Play Sound
Audible alert when monitors detect a problem with the server.
Reboot Server
Reboots the server if a monitor has detected a critical system failure.
SMS Text Message
Send SMS text messages to your mobile device via your service providers SMS Internet gateway (SMPP
server). You can control which information gets sent, as well as when messages are allowed.
SNMP Trap
Sends an SNMP Trap with details from the monitor firing the action
Start Application
Starts a specified application when the monitor triggers actions
Start Service
Sends control messages to the Windows Service Control Manager to start, stop or restart a specified
service.
Syslog
Sends monitor alerts to a Syslog server on the network
Write to Event Log
Writes monitor details to the Windows Event Log.
Write to Log File
Log the findings of any triggered monitor to a file. Separate files can be created for each day, week,
month, etc.

Reports
All Errors Report
The All Errors report show all recent errors on all monitors on all servers/devices within a group. This is a
good place to quickly get a detailed view of any problems happening on the network.
All Servers Report
This report shows all of your servers in a group in a single page. Each server is a small box that is color
coded according to the status of the monitors on that server.
Ad Hoc Reports
Generate reports on the fly to quickly see graphical trends
Configuration Audit
This report shows you what your current configuration is with your Groups, Servers, Monitors, and Actions.
Group Settings
Group summary reports can be specified and controlled in a pergroup way. In addition, group reports can
be automatically emailed to anyone that needs to keep track of the servers.
Group Summary
See a one line status indicator per server to see at a glance how the servers in your data center are
doing. Pergroup status reports are also supported.
Password Protection
Password protect web reports in PA File Sight
Satellite Status
Quickly see the current status of an individual Satellite Monitoring Service.
Satellite Summaries
Two reports that let you see the status of all of the Satellites at once.
Scheduled Reports
You can create scheduled reports which will get created when you want them, and optionally email the
report to a list of recipients. Scheduled report URLs are stable so you can add them to your Favorites list
to quickly and easily see the latest results.
Server Status
Easily see at a glance the state of your server along with system statistics
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System Activity Log
Quickly see which monitors are running, how long they are taking, which actions are being fired and more.
Visual Status Map
See a graphical map that contains status indicators that show you at a glance how servers in different
geographic regions are doing.

Remote Sites
Remote Monitoring
Monitoring remote servers and devices with PA File Sight
Install Prerequisites
Prerequisites for installing a remote Console or Agent
Install Satellites
Installing a monitoring agent at a remote location
Configure Satellites
Configuring a monitoring agent at a remote location
Satellite Operations
Operations on a Satellite Monitoring Service

Remote Support
SNAP Tunnels
Safely send data to remote networks using SNAP Tunnels
Remote Desktop
Securely connect to Remote Desktop even through firewalls with PA File Sight

Remote Users
Install Consoles
Installing a Console GUI
Remote Access Users
Managing remote user access

HOWTO
Deploy Satellites
Information on deploying Satellites remotely.
Use Other SSL Cert
Explains how to use your own SSL certificate in place of the default.
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Product Overview for PA File Sight
Thank you for choosing PA File Sight. The following documentation offers help in installing, configuring and using
PA File Sight. These topics are also shown in the help menu at the left of the screen.
If you are looking for something specific, try the Search box at the top of the page.

Product Architecture and Layout
Typical Installation (Main Install)
Every installation has a monitoring service installed on a Windows Server or Workstation. This monitoring service
will monitor the drives in the server it is installed on.

The installation will also include a Console GUI application for working with and configuring the monitoring
service.

Centralized Capabilities
In addition to monitoring drives on the local server, Ultra editions of PA File Sight can also manage the
monitoring of remote servers, including across the Internet without needing a VPN. This is accomplished by
installing a Satellite Monitoring Service on additional servers or workstations. The Satellite will monitor itself
(the server it is installed on). Alerts and monitoring data will be sent back to the Central Monitoring Service via
SSLencrypted HTTP.
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Installation Help
The first step to using PA File Sight is to install the Central Monitoring Service.
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Terminology and Concepts of PA File Sight
PA File Sight runs on a Windows computer and monitors the file activity on that computer.
PA File Sight is composed of two parts: a graphical user interface called the Console, and a background process
called the Monitoring Service (or Central Monitoring Service). You see the Console when you launch PA File Sight
from the desktop. The Central Monitoring Service is invisible and has no user interface of its own.

(Central) Monitoring Service
The Central Monitoring Service is the part of the product that performs the monitoring of the file activity on the
local computer. The service is set up to run automatically when Windows starts. The Console does not need to
be running in order for monitoring to take place.
If only a single server is being monitored, this will be the only Monitoring Service. If additional servers are being
monitored and they are reporting to this service, this service is then referred to as the Central Monitoring
Service. Note that the Lite Edition does not have centralized capabilities, and thus does not communicate with
other Monitoring Services.

Satellite Monitoring Service (Ultra Edition)
The Satellite Monitoring Service (or just Satellite for short) is an optional additional monitoring engine. It can run
monitors on additional computers just like the Central Monitoring Service. If you want central monitoring,
configuration and reporting for many servers, Satellites are typically installed on additional servers and they are
then pointed back to the Central Monitoring Service.
NOTE: The Satellite Monitoring Service is only available in the Ultra product edition.

Product Terminology
PA File Sight is based on the concepts of Groups, Computers, Monitors, Actions and Reports. These run on the
Central Monitoring Service and/or a Satellite Monitoring Service.
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Group (Ultra Edition)
Groups hold computers and optionally other groups. They are for your use to organize the computers that you
monitor. You can drag and drop computers and groups into groups using the Console. Note that Groups only
exist and make sense with the Ultra Edition, since the other editions can only configure and monitor a single
computer.
Adding new computers is best done with Easy Deploy.
Group status reports show the overall status of computers within the group.

Computer
Computers represent a server with drives that are monitored. Monitors are created and attached to computers.
Server status reports are generated automatically and show the status of the monitors on the server.

Monitor
A Monitor continuously monitors file and directory activity on monitored drives and compares that activity to
settings you specify. Detected changes that meet your criteria can be alerted on, and with the Ultra version are
written to a database so historical reports can be run.

Action
An Action is run in response to monitor findings. Examples of Actions are sending email, execution of a script, or
writing text to a log file.
Actions are defined once, and can be referenced by many monitors in the system. Multiple actions of the same
type can also be created (ie different email actions to notify different people).

Reports
Data from the databases is shown via reports (only the Ultra version has the database, the Lite version does
not). You can create ad hoc reports to view historical data. If a report is used on a regular basis, you can create
a Scheduled Report.
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Installing the Central Monitoring Service
To install the Central Monitoring Service
1. Run the PA File Sight setup program. The Welcome to the PA File Sight Setup Wizard page appears.

2. Click Next. The License Agreement page appears.
Note: If this is an update from a previous version, the installation stops the existing service.

3. Select the I accept the agreement option, and then click Next. The Select Destination Location page
appears.
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4. Do one of the following:
Accept the default folder path.
Enter a new folder path in the box. You can click Browse to display a standard Windows browse window,
and then navigate to your destination folder.
5. Click Next. The Select Components page appears.

6. Accept the defaults for a typical installation. You can select the components individually, or you can click the
arrow, and then select an installation from the list. For a first installation, choose the default "Typical
installation" with a monitoring service and console.
7. Click Next. The Select Additional Tasks page appears.
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8. Select the Create a desktop icon option if you want the installation to place an icon on your desktop.
9. Select the SQL Server Native Client library option if you want to use Microsoft SQL Server as your backend
database. You can leave this unchecked if you are not sure at this point  this can be added later.
10. Click Next. The Ready to Install page appears.

11. Click Install. The Installing page appears. When the installation has finished, the Completing the PA File Sight
Setup Wizard page appears.
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12. Specify whether you want to start the PA File Sight Service or launch the PA File Sight Console by selecting its
option, and then click Finish. If you have selected the option to launch the console, the PA File Sight Console
window appears.

Next steps:
Start the Console GUI
Prerequisites for installing a remote Console or Remote Satellite
Install the Console GUI on additional computers
Install the Remote Satellite on remote servers
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Starting the PA File Sight Console
To start the PA File Sight Console
1. Doubleclick the PA File Sight Console icon on your desktop. The Console connection window appears:

2. Do one of the following:
Select the Local Host option to connect to the monitoring service on the same computer.
Select the Remote Host option to connect to the host on a remote computer. Enter the remote host name,
port number, user name, and password.
Note: Remote access must previously have been configured in Settings > Remote Access.
3. Click OK to connect and open the Console GUI. If there are any errors, an error message will offer hints on
how to resolve them.
4. The Console GUI will appear.
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PA File Sight Console
The Console is the administrative interface to PA File Sight. Some buttons that appear across the top are only
available if you run the Console on the same machine where the Central Monitoring Service is installed.

Top Button Bar
The button bar can be enabled or disabled via the View menu.

Activity Graph The Activity Graph at the far left is an indication of system activity. The green line indicates the
number of monitors that are running or scheduled to run, and the yellow line indicates the number of actions
that have run. Monitors running on remote Satellites are not represented.
Start/Stop Service (not available in Remote Consoles) The first button on the left lets you start and stop the
PA File Sight service. When the Console first starts, it will be grey as the Console queries the operating system
to determine if the service is running or not.
Settings (not available in Remote Consoles) The Settings button takes you to the global Settings dialog. Here
you configure many aspects of the program. More information is available in the Settings topic. The Settings
menu gives you short cuts to many areas within the Settings dialog.
Easy Deploy (Ultra Edition) This feature allows you to easily push out Satellite Monitoring Services to servers on
the local network. Once they are deployed, the servers will automatically show up in the Console and are ready
to have monitors added. There is more information in the Easy Deploy help topic.
Bulk Configuration This feature allows you to perform changes to many computers, monitors, actions or reports
at once. More info...
Licenses (not available in Remote Consoles) License files are installed by copying them into the PA File Sight
directory. The Licenses button will display the License Manager dialog to let you see your current licensing
status. Licenses only get installed on the Central Monitoring Service. Satellites (if any are in use) will get their
licensing information from the Central Monitoring Service.
Exit This closes the PA File Sight Console. Since the actual monitoring is done by a service, exiting the Console
does NOT stop the monitoring of your system.

Navigation Panel
On the left side is the navigation pane. Similar to many other Windows products, this navigation pane displays
items that you can interact with. Right clicking most items will give you a menu of choices. Selecting an item
will cause the large right panel to change to your current selection.
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Items that can be selected are grouped together into categories. You can see a category by pressing the button
for that category.
Servers/Devices category is where you add computers using Easy Deploy, and can add and configure monitors
and actions. This is also where you can click groups or computers and see status reports for those items.
Monitors and Actions categories are short cuts to quickly find a specific monitor or action, or to see them all
grouped together. These categories can be shown or hidden via the View menu.
Satellite Services lists the remote Satellite Monitoring Services that are connecting to the Central Monitoring
Service. This category won't be available on product versions that don't support Satellites.
Reports is where you can create your own reports, create scheduled reports, view existing reports and view
current system activity.
The right panel displays details about the item selected in the navigation pane. Some times that information
being viewed is a report, or monitor or action configuration details.
All reports that can be viewed within the Console can also be viewed in any web browser. Scroll to the
bottom of the report to see the link for that report, or hit the Open in Browser button above the report.

Command Line Options
Normally the Console is started without any command line parameters, but occasionally a command line option
may be useful.
See Command Line Options for details.
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PA File Sight Startup Wizard
The instructions that are provided here apply to the process that you can follow when you run PA File Sight for
the first time.
Most of the screens that you will encounter in the Startup Wizard are standard configuration dialogs that are
available to you from PA File Sight, so you can always change the configuration for your setup later.
When you see the Welcome dialog, press Yes to enter the Wizard. Press No to return to PA File Sight (you will
have nothing configured if you do this and you will have to set up servers and other monitored devices
manually.) If you press Yes you will see the next screen shown, Configure Email Notification.

Refer to the help page Send SMTP EMail for directions. Select OK when you are finished with the Configure Email
Notification screen.
The next screen helps you configure a Write To Text Log File action which the monitors can use to record human
readable events that happen.

Select OK when you are finished with this screen.
Press OK to continue. At this time, you will be prompted for an initial path to be monitored. A File Sight monitor
will then be created and this path filled in. That completes the Startup Wizard.
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Global Settings
The Settings dialog lets you configure global aspects of the monitoring service.
There are several dialogs that are reached by the buttons on the right side of this dialog and which are also
accessible via the Settings menu.
System Alerts  Some alerts are sent to you from the monitoring system itself, and not in response to
particular monitors. These alerts include security warnings (change of configuration, etc), license issues,
internal problems, unaccessible computer warnings, etc. You can control which of these internal alerts are
enabled, and which notification method each one should use.
Console Security allows you to set a password that the Console will request when it is launched. This setting
allows you to limit access to PA File Sight to authorized users.
Database Settings dialog allows you to set up PA File Sight to use the embedded SQLite database or
Microsoft SQL Server as the storage for PA File Sight data.
Report Settings affect the storage of archived reports and the behavior of the reporting features of PA File
Sight.
HTTP Server Settings allows you to change details of the way the builtin web server in PA File Sight
operates.
Remote Access allows you to specify which users can use a Remote Console to connect to the Central
Monitoring Service and/or access reports in PA File Sight.

Startup Wait Time  When the monitoring service starts, you can instruct it to wait a number of seconds before
active monitoring begins. This places less load on the system while it is starting, and also reduces false alarms
that occur from the system not being completely started.
Ignore First Actions  To further reduce false alarms, the monitor service can ignore problems found on the very
first run of each monitor. After the first run, all monitors will run normally.
Start in Training Mode  Most monitors support Automatic Training (see Advanced Monitor Options). When
monitors are first created, they can automatically enter Training Mode. That is convenient in most cases, but it
means the monitor might be a little harder to test initially since it won't fire actions until the training period has
finished.
Service Account  This is a very important setting. This setting lets you control which user account is used to
run the monitoring service (this is the same setting you can set on each service in the Administrative Tools >
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Services applet). This account is the account that the monitoring service will use when monitoring all resources.
Note:
The default Local System user can access all local resources, but can't access any remote Windows resources
(it can however access nonWindows remote resources such as ping, web pages, etc).
If you will be monitoring remote systems, select "The following user" radio button and set the user name and
password to a domain account or to a local account which has the same user name and password as an
account on the remote system (see Remote Monitoring Hints). Another alternative is to rightclick the
computer in the monitoring Console and select Type & Credentials > Set Login Credentials for serverspecific
credentials.
CPU Throttling  The monitoring service has advanced CPU throttling built in which works to keep the average
CPU usage at or around the value you set. Note that during report creation, the CPU usage will sometimes go
above the throttle level, but it won't stay there for long.
Update Check  The monitoring service can periodically check if a newer version of the software is available and
notify you via an alert email Action. We take privacy seriously: Please see the privacy considerations built in to
the update check.
Log Files  The monitoring service writes diagnostic log files as it runs. You can control the maximum size for
the log file. When the maximum is reached, a portion of the beginning of the log file is removed and then new
information continues to get written to the end of the file. Debug logging writes a very large volume of data to
the log in a short timeit shouldn't normally be enabled unless needed by Power Admin Support to diagnose an
issue.
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Database Settings
PA File Sight needs a place to store the data that it collects during operation. There are two choices available for
data storage.

SQLite
SQLite is a highly reliable opensource database. By default, PA File Sight stores all of its data in SQLite
databases. This is the choice that you make by selecting the radio button titled "Store collected data in
databases in the directory above." This is the simplest choice available and is the one that most users make
when using PA File Sight.
Database files will be created and stored in the directory specified. Even if MS SQL Server is chosen for the
database, a small amount of data will still be stored in the specified database directory.

Microsoft SQL Server
To use SQL Server for storage, you need to install the SQL Server Native Client library, which is Microsoft's latest
database connection technology. The SQL Server Express databases are fine for most installations, but do be
aware that they limit the total database size to 4GB.
If you did not install the Native Client Library at installation time, you can now by launching the installation file
named sqlncli.msi, which will be located in the home directory of PA File Sight (normally C:\Program
Files\PA File Sight.)
The following configuration data needs to be specified to use SQL Server:
Server name  name of server on which SQL Server instance is located. (Note that with SQL Express, this is
often {server_name}\SQLEXPRESS)
Database name  the name of a SQL Server database which will be used for PA File Sight storage. The
database must exist prior to use and can be empty.
User name and password  as required by the SQL Server instance.
Connection String  the connection string is automatically created by PA File Sight when you enter the
configuration information above. You can hand edit the created connection string if you wish.
If you do not need or wish to use SQL Server as the database for PA File Sight, the SQL Server Native Client
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Library does not need to be installed.

Changing Databases
If you change the database settings, you will be prompted whether you want to copy your existing data from the
current database to the new database. Depending on the size of your current databases, this can take a while (a
large installation with 6GB of databases can take a day for the transfer).

Database Cleanup
No maintenance is required for the databases. All monitors automatically remove old data from the databases
automatically to help control database growth. You can control how many days of data is kept for the monitors
via the Database Cleanup button.

Data Location
With Satellites in use, the question of where to keep audit data arises. By default, each Satellite uses its own
database settings (which means each Satellite will store data in its own local SQLite database by default). You
can specify that each Satellite connect to a MS SQL Server database and store its data there. The check box at
the bottom gives another option: centralized database storage.

Centralized Database Storage
By unchecking the check box at the bottom of the Database Settings dialog, you instruct the Satellites to
forward all of their file I/O audit findings to the Central Monitoring Service. The Central Monitoring Service will
then store that data in the database that it is configured to use (local SQLite or MS SQL Server as defined
above). The Satellites will cache the file I/O records in memory, and then deliver the records to the Central
Monitoring Service every few minutes. If the connection to the Central Monitoring Service is not available, the
records will be cached in memory until the connection becomes available.

Performance Considerations
Naturally the Centralized Storage setting will put a little more load on the Central Monitoring Service, the
network connection to it, and the database connection. In our testing with 500 Satellites connected to a Central
Monitoring Service, we found that MS SQL Server could easily keep up. The embedded SQLite kept up with the
write requests until around 100 to 200 servers. The network bandwidth used is surprisingly light. Each minute,
each Satellite will make approximately 4 HTTPS connections. Approximately 4KB will be sent to the Central
Monitoring Service, and approximately 2KB being sent back to the Satellite during each minute. These values can
vary widely based on monitor configuration. The [System Summary Reports] > System Statistics report shows
bandwidth usage from each Satellite and is a good way to check this for your particular configuration.
Reporting is not affected by the Centralized Database Storage setting. If data is kept in a central database,
reports will query that database. If data is stored out at the Satellite locations, the Satellites will be queried
when a report is generated for their part of the report.
Note that when Centralized Database Storage settings are changed, existing data in the database(s) is not
moved to the new location, and will in some cases become invisible to queries.
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Report Settings
The Report Settings dialog allows you to customize aspects of the way PA File Sight performs reporting.

The available settings in this dialog are:
Report Directory  This directory is where the HTML report files are created and stored by PA File Sight.
Days before Reports are Cleaned Up  This value is the number of days reports (HTML files) will be
available. After the given number of days, PA File Sight will delete the report. Note that reports that are
always being updated (system summary reports and Scheduled Reports) will not be aged out.
Clean All Reports Now  Pressing this button will purge all reports. Reports that are constantly refreshed
(like the status reports for example) will be recreated on their normal reporting cycle.
Server name to use in report URLs  By default the report URLs are http(s)://{servername}:{port}/ If you
need to change {servername} (such as using an IP address, or perhaps to use an externally accessible server
name) you can do it here.
Require login to view reports  By default, anyone that can access the product's built in HTTP server can
view the reports. You can lock this down by IP address in HTTP Settings. Or you can require that users login
before they can view reports by checking this box.
Since usernames and passwords will be sent across the network, SSL must also be enabled in HTTP Settings.
See Remote Access Users for how to specify users.
If you are an IT service provider and want to give your clients access to their server status reports, be
sure and set:
HKEY_LOCAL_MACHINE\software\PAFileSight
[DWORD]Reports_DisableNavButtons = 1
This will remove navigation links from the reports so clients won't be able to browse to other clients'
reports. Naturally navigation within the Console will be unaffected.

Use unique directory  By default, Scheduled Reports always get written to the same directory, so the URL
they use is always the same. If you want to keep reports around for a while, you can check this box and
Scheduled Reports will always write to a different directory. The downside is the URL changes each time the
report runs so you can't save the URL in a browser. Another option for archiving reports in to archive a PDF of
the report available in the Scheduled Report configuration.
Time format  Choose whether the reports display times in 12 hour AM/PM format or 24 hour format
Status Reports Interval  This drop down list allows you to select the interval at which report files are
generated. By default, reports are generated when they are accessed.
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If you are serving reports via a different web server, you should specify that the reports are generated on
a regular schedule. In a small installation (less than 50 servers) regenerating the reports every minute is
not a problem, but in a bigger installation choosing a larger interval would be more efficient.

Show Maintenance Period on server status report  Self explanatory.
Turn off "Enable WMI Hint"...  If PA File Sight is configured to poll a server via WMI for richer status
reports, but that WMI polling fails, an error/hint message is shown at the top of the report. This check box
disables this warning.
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HTTP (Web Server) Configuration
The PA File Sight service contains an embedded web server for serving HTML reports to the Console and to
browsers, as well as communicating with the Console and Satellite Monitoring Services. This embedded web
server does NOT use or require IIS, and it can run on the same server as IIS or other web servers since it can
use any port specified.

The options available for controlling the built in web server are as follows.
HTTP Port for Reports and Commands
This setting lets you set the port which the embedded web server uses to listen for requests. Port 80 is
generally used by IIS and Apache as the standard HTTP port for a web server. PA File Sight chooses a
different port so it doesn't conflict. If you have another application that is already using this different port,
you can easily change the port to another number.
Use SSL
PA File Sight supports using HTTPS for all communication to the service, which includes viewing reports, and
Consoletoservice communication. Selfsigned digital certificates are used. This means most browsers will
display a warning even though the HTTPS network traffic is encrypted. To fix the warning in the browser,
follow the instructions on SSL Certificate Hints.
You can also get a signed SSL certificate which will remove the warnings.
NOTE: For security reasons, usage of remote Satellites and/or Remote Consoles requires SSL to be enabled.
Report Serving
You can determine how PA File Sight serves reports. There are four options. You can disable all report serving.
You can enable serving of reports but only to the same machine on which PA File Sight is installed. You can
serve reports only to a set of other users, identified by the IP addresses of their computers. Or, you can serve
reports to any other computer that requests reports. The default setting is "Serve reports to everyone".
You can optionally require a user login to access reports. See Report Settings.
Command Processing
Commands are sent from a variety of sources, including the Console, worker processes, optional remote
Satellites and some dynamically updating reports. This setting determines where command requests can come
from. Generally it is best to leave it at "Service requests from everyone" since all sensitive data is protected
by username/password and/or SSL (if enabled) when in transit.
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Easy Deploy
Easy Deploy is meant to help push out Satellite Monitoring Service software to servers that should be monitored.

Simply follow the steps outlined with the green numbers:
1. Enter a list of servers to receive the Satellite software. The Discover button can be used to do a ping sweep
and find servers on your local network for you. Connections will be made to these servers using their
administrator share. That means you'll want the PA File Sight service to be running as a domain account that
will grant access to these servers, or add a username and password to each line next to the server name, like:
192.168.10.2,administrator,p@assW0RD
2. When Satellites are not connecting to the Central Monitoring Service, you can receive an optional alert. This
button controls that. It can be changed later on an individual Satellite basis, or many can be changed at once
via Bulk Config.
3. The Satellites have to know the server name and port to connect to the Central Monitoring Service. The default
value will work in most circumstances, but if a different machine name (perhaps an IP address) needs to be
used, you can change this here. Once the value is sent out, you can change it on each individual Satellite if
needed.
4. Begin! When the process starts, you will be taken to a report that updates every 30 seconds showing the
progress being made.

Deployment Process
The following steps are automatically followed by the deployment process:
1. PA File Sight's Setup.exe (copied from the product's Install folder) is sent to the remote server via an
administrator share.
2. PA File Sight's Setup.exe program is launched via RemCom, an open source package similar to Microsoft's
PsExec program.
3. Setup.exe will run silently installing the Satellite component on the target server. Setup is instructed to
never reboot the computer.
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4. The Satellite service will be started and told to connect to the Central Monitoring Service using the server
name and port specified above.
5. The Satellite will connect, and the Easy Deploy process will automatically accept it, and then add a
computer (the Satellite itself) to be monitored by the Satellite.
At this point, you can add monitors to the target servers.

26

Contents

Adding Monitors
Adding monitors to an existing computer is very easy. Select the computer in the navigation pane and right
click. Select the "Add New Monitor..." menu item.

You will be shown the dialog below with all available monitors for your product and license (note that they
may not be the same ones pictured).
Once you select a monitor, you will be shown that monitor's configuration dialog.

Choose the type of monitor that you want and press OK. The monitor's configuration dialog will then be
shown.
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Adding Actions
The Actions dialog is pictured below. (Depending on the features of the monitor being configured, the dialog
may look slightly different than the one pictured below).

On the left are shown all of the actions that are
attached to this specific monitor. When the monitor
'fires actions' it will run that list of actions in the
order shown. You can change the order with the blue
up and down arrow buttons.

On the right is a list of all actions that are defined
so far. These actions could be used by any monitor.
If you need an action that isn't listed (for example
another email action, or a Start Application action),
click the "New ..." button above the list of global
actions.
You can edit actions in this list, and changes made
will be reflected in every monitor that is using that
action.

To add (or attach) an action to a monitor, simply select the action in the global list on the right, and press the
green
button to move the action to the left monitorspecific list, to the Do Immediately node. (Other nodes
may be shown for monitors that support event escalation)
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Bulk Config
Bulk Config is one of the most powerful configuration feature in PA File Sight. It will help you quickly configure
large numbers of monitors, computers, actions, etc.
The Bulk Config dialog consists of two main areas:
(1) Operation: A dropdown control that lets you choose what type of operation to perform, and the types of
objects it will be performed on.
(2) Target Objects: A list of objects that the operation will be performed on. You can use the radio buttons
to choose different ways of grouping the objects to make object selection easier.

Once you've chosen the operation, and checked the boxes next to the objects that you want to operate on,
press the Select Options button. This lets you specify details for the operation to be performed. When you're
done, the text box next to the Select Options button will display a summary of what will happen.
After reviewing the summary of the operation to be performed, press the Perform Operation button. This will
send your configuration request to the service for processing. Most operations are handled very quickly, but a
few could take a minute or so. When the operation completes you will be shown a success message, or an
error message with a reason for the failure.
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Advanced Monitor Options
All monitors have an Advanced Monitor Options button on their right side. When you press that button you'll
see the dialog below. This dialog is shown for a monitor that supports all advanced options. Others might not
have all tabs when a particular feature is not relevant to that monitor.

Each of the different option tabs is discussed below.

Automatic Training

PA File Sight can have a monitor train itself. What that means is it will monitor like normal during the training
period, but not fire any alerts. Anytime something 'abnormal' (or outside the normal thresholds) is seen, the
thresholds are adjusted such that it won't alert on that activity if it is seen again.
At the end of the training period, the monitor will automatically switch back to normal monitoring mode. If you
want to force it to switch back immediately, press the End Training Period button.

Alert Suppression

With the Alert Suppression settings, you can instruct the monitor how often and how soon you want to be
alerted about a specific issue. This lets enables the monitor to skip the first few failures on a specific device if
you wish and only warn after an error has happened a few times or for a particular amount of time.
Alert Suppression settings can be set on many monitors at once using Bulk Config, as can the other advanced
options.

Dependencies
Monitors can be dependent on other monitors. That means when the monitor you are currently editing is
supposed to run, it will first check its dependent monitors. They need to all be in the OK state for the current
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monitor to run. This is useful for suppressing errors. For example, the monitor that checks disk space on a
remote server might be dependent on a Ping monitor that is making sure connectivity to the server is possible.

Monitoring Period

Most monitors run all day, every day, on the specified schedule. Some times though you might have a need for
a monitor to not during a certain time. If you don't want any monitors to run at a certain time, put the server
in maintenance mode. But sometimes that isn't granular enough  you just want a single monitor to not
running during a specific period of time. That is where the Monitoring Period option is useful.

Status

The Status panel lets you configure how some monitors appear when they are in an alert state. Sometimes a
monitor is not important (informational only) and it going into alert mode should not make the server status
and group status turn Yellow. The Status panel lets you override those behaviors.

Details

This panel lets you set the monitor's name as it is displayed through the system. If you want to go back to
the default name that was generated, just delete the name text completely.

Custom Message Text
Many of the actions (Email, Pager, Message Box, etc) let you customize the message that is sent out when
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actions are fired. You customize the message by using predefined variables. One of the variables is
$MonitorMsg$. This is a value that can be defined on a permonitor basis. Some uses would include a hint to
the receiver about how to fix the error, or directions to call various support phone numbers.
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Command Line Options
Starting PA File Sight applications with command line options is not typically needed. They are however useful
for automating certain configuration changes.

Console.exe Command Line Options
/SERVER={hostname}:{port}
Prefill the Host name and Port fields in the initial Console
connection dialog. This would be useful for creating
shortcuts to different installations, or for connection from
different locations (such as a laptop connecting from work
or from home where the hostname might be different).
/USER={username}
Prefill the User name field in the initial Console connection
dialog. This would be useful for creating shortcuts to
different installations, or for connection from different
locations (such as a laptop connecting from work or from
home where the hostname might be different).
/FORCE_DEBUG_DUMP
Occasionally Support will request that you obtain a crash
dump to send for diagnostic purposes. This command line
option will force the monitoring service to crash and create
the crash dump file. After the service selfcrashes, it will
automatically restart and begin monitoring again.
The crash dump file will be in the same directory as the
product's internal log files  the directory is shown at the
bottom of the Settings dialog.

FileSightSvc.exe Command Line Options
/ADDSERVER={servername} /WMI={0|1} /WIN={0|1}
/CONFIG={full path to exported server config file}
This option allows you to use FileSightSvc.exe in batch
scripts that can add servers to the system to be monitored.
This works very similar to the ADD_SERVER command in the
External API.
WIN and WMI are both optional values that default to 0. If
set to 1, it indicates the server is a Windows server and
should be polled with WMI respectively.
CONFIGFILE is a required parameter. The configuration file
must have been exported from an individual server as
explained here.. The configuration in that file will be
applied to the named server. If the server does not exist
yet, it will be created first.
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/DELSERVER={servername}
This option allows you to use FileSightSvc.exe in batch
scripts that might need to delete a server and it's
associated monitors. This works very similar to the
DELETE_SERVER command in the External API.
/CONFIGFILE={full path to exported server config file}
The same as running: /ADDSERVER=
{local_computer_name} /CONFIG={full path to exported
server config file}
This option is useful for use in installing a configuration
from a build script for custom/OEM hardware installations.
/U
Uninstall the PA File Sight service. S can be appended to
hide the confirmation dialog.
/I
Install the PA File Sight service. S can be appended to hide
the confirmation dialog.
/C
To launch FileSightSvc.exe directly from the command line
(ie, do not run as a service). S can be appended to hide
the confirmation dialog.
/DIAGNOSTICS
Rarely used, this option display a diagnostic dialog for
getting some internal system state.
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Configuration Security
After getting PA File Sight configured, you probably don't want anyone making unauthorized changes. There
are a few ways PA File Sight can help.

Console Password for Local Logins
In the global Settings dialog there is a button labeled Console Security. Using that feature you can assign a
password that must be entered everytime the PA File Sight Console is started. To clear an existing password,
simply get into the Console again and enter an empty password.
This is useful for locking down access to the local Console installed on the Central Monitoring System.

Console Rights for Remote Logins
For users logging in with a Console from any where other than the Central Monitoring Service, they will login
using a username configured in Remote User Access. Use the "Run Reports" and "View Reports" rights rather
than granting everyone "Administrator" rights.

Automatic Configuration Backup
Every time PA File Sight starts, and about once a day after that, the entire configuration (except saved
credentials) is backed up and saved. By default the back ups are stored in C:\Program Files\PA File
Sight\Config\Backup.

System Alerts
The Settings dialog also has a System Alerts button which will display the dialog below.

Here you can indicate ways of being notified for a variety of securityrelated events including:
Configuration changes
Monitoring service shutting down
Computer or service shutdown abnormally (power outage, etc)
Service starting back up
A server entering or leaving maintenance mode (during which no monitoring happens)
Besides the security related events, there are additional events related to system stability, monitoring
integrity and licensing.
To control the means of notification for the different events, simply choose an event, and then check the
appropriate notification means for that event.
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Error Auditing
Service Level Agreements (SLAs) and regulatory compliance with GLBA, HIPPA, PCI and SOX among other
standards often requires auditing errors that occur on servers and devices. In addition, many IT organizations
choose to use error auditing to ensure a high quality of service to the rest of the business.
Even if you don't have compliance requirements, the Error Audit report can be a good way to get a quick
summary of a certain type of error that is occurring. See Not Just For Auditing below if this is you.

Three Pieces
PA Server Monitor, PA Storage Monitor and PA File Sight all have Error Auditing builtin to the product. Auditing
can be enabled or disabled, and used however it works best for your organization.
There are three parts to Error Auditing:
1.Product monitors run and detect issues. Alerts are optionally fired and details are written to the database.
The error details, source device, time, etc are all recorded to an error database.
2.Server administrators view server status reports and note recent errors. They check the Ack box next to
the error indicating that they have reviewed and acknowledged the error. Their acknowledgement is recorded
in the database along with the error details.
3.Administrators, management or compliance officers can run highlevel Error Audit reports to make sure
errors are being reviewed and acknowledged by server administrators. The Error Audit reports can be broken
down by:
source computer or device
computer group
resource type (disk space, services, ping response, etc)
acknowledgement state (acknowledged or not yet acknowledged)
error type
Multiple reports can be created which gives each manager/compliance officer the view of the network that
they are responsible for.

More Details
1. Product monitors detect and record issues
The products have always monitored resources, fired alerts when over thresholds and recorded resource values
in the database for later reporting and charting. In addition, the different monitors would change color based
on whether everything was OK (green) or alerts were fired (yellow). Red (internal or serious error) and grey
(disabled or maintenance) are also possible colors.
When a monitor turns yellow, the yellow color shows up on summary screens for the whole server indicating
that there is an alert on a monitor on that server. The server will show green when all monitors are green.
Some problems are transitory (a new event in the Event Log, a change to a file, etc). Alerts would be fired,
but the monitor wouldn't stay yellow since on the next run everything looked OK, so the it would go back to
green (OK). If the administrator was not watching the server closely, that yellow alert status could come and
go without being seen. A new option that can be set on a perserver level is to force monitors to remain
yellow while they have unacknowledged alerts. This is available by rightclicking the server and going to
Report & Delivery Settings > Report Settings.
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Additional options in this dialog control what is displayed in the Recent Errors section at the bottom of the
server status report

2. Server administrators acknowledge errors
The next piece of the auditing system is the server administrators. At the bottom of the server status report is
the Recent Errors section. This shows issues that the monitors have recently discovered. What is shown there
depends on the Report Settings dialog discussed above. Most often, there will be an Ack column.
When the Ack column is clicked, an request is sent to the service indicating that the error has been
acknowledged. The acknowledgement time as well as the IP address of the user is recorded. [A future version
will user logins to view reports  at that time the username will be recorded instead of the IP address]. If an
administrator accidentally acknowledges an error, they can click the Ack box again to clear the
acknowledgement.

Administrators will often not want to see the error again once they've acknowledged it. This can be controlled
via the Report Settings dialog mentioned above.

3. Error auditing reports for compliance
The Error Audit report is available under the [System Summary Reports] section.

Once you've selected the report, go to the Filters and Parameters tab. This is where you specify exactly what
you want to look at. There are a variety of different ways to filter the errors that you want to see. If your
primary responsibility is disk space, just look at the Disk Space monitors under Monitor Type(s). If you have
grouped the servers by geographic region, you could specify you only want to see errors in the Northern Europe
Source Group for example.
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There is a lot of data available and it might seem a little overwhelming at first. We recommend using the
Output Columns filter and only show the data that you're interested in. You can see when a problem
happened, when it was fixed, when it was acknowledged, what computer/devices it was on, etc.
Once you user the report a few times and have decided what you want to watch, we recommend creating a
Scheduled Report. That way the report that you want will always be available (Scheduled Reports always use
the same URL, so you can save it in your favorites and quickly see the latest report.

Not Just For Auditing
Large organizations often have multiple people that are responsible for different parts of the IT infrastructure.
Creating Error Audit reports is a good way to view all errors that are happening to a group of servers, or to a
class of resources (ie errors related to Ping response for example).
We recommended that each person with a large responsibility have their own Error Audit report so they can
quickly see all errors within their area of responsibility. Errors can even be acknowledged on the Error Audit
report itself, just like on the server status reports.

Create a scheduled Error Audit report for different team members that have responsibility for different
areas of your network. They can save the URL in their browser's Favorites and quickly check and see if
anything needs to be done.
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Variables
A number of the actions accept variables to alter their output. The messaging actions ( Email, Message Box,
Network Message, Pager Alert, and SMS Message) can all accept variables in their message template. In
addition, the executable actions (Execute Script and Start Application) can also accept variables to change the
action at run time.

Replacement Variables
The variables below can be inserted into the action or the message template as shown. The one exception is
the Execute Script action  in that case, the starting and ending $ are not used.
General Variables
The following variables are always available. Please note that variables are case sensitive.
$Date$  Current date in string format
$Details$  Text describing the result of the monitor. This is what most other actions display/report.
$Group$  The group that contains the computer where the monitor detected the issue
$GroupPath$  The full group path (ie Group1\Group2\Group3) that contains the computer where the monitor
detected the issue
$Machine$  The computer where the monitor detected the issue
$MachineIP$  The IP address of the computer where the monitor detected the issue. Defaults to 0.0.0.0 if the
value can't be determined.
$MachineAlias$  The aliased computer name (if an alias was entered, otherwise the same as Machine above)
$MonitorTitle$  Title of the reporting monitor
$MonitorMsg$  Custom message text from the originating monitor. This can be set in the monitor's Advanced
Monitor Options
$NL$  New Line character
$ProdVer$  Current version of this program
$MonitorType$  The type of monitor that detected the issue. This is the same text as you see in the list
when choosing to create a new monitor.
$Status$  Status of the alert. Typically this will be msALERT or msOK depending on whether a problem is
being reported, or if an issue is being reported as fixed. msSKIPPINGACTIONS can occur when there is a
problem but it shouldn't be alerted on yet.In the case of an emergency alert (internal error for example), you
could also potentially see msTRAINING, msERROR or msCANTMONITOR.
$Time$  Current time in string format
$TimeInError$  Amount of time that a monitor is or was in error. Ex: "Was in error for 1h 2m 3s"

Row Variables
In addition to the values that are always available, the following values are available depending on which
monitor type is sending the alert. The additional information is reported in rows for those monitors that can
report information on a number of items (such as a list of changed files and directories). The number in
parenthesis (the x) should therefore be replaced with a 1 for the first row of results, 2 for the second, etc.
(Example: $Item(1)$, $Item(2)$, $State(1)$...). NOTE: Is is possible to not have any extra row data,
especially in the emergency alert cases shown above.
Citrix Monitor

Directory Quota Monitor

$CurrentValue(x)$  Number of ms for the the Connection or Login to happen.
Equals 1 on error
$Item(x)$  The server being probe
$ItemType(x)$  Constant value always equal to 'Connection' or 'Login'
$LimitValue(x)$  Configured threshold seconds for login to complete
$State(x)$  OK or PROBLEM
$CurrentValue(x)$  Directory size in MB
$Item(x)$  Directory being checked
$ItemType(x)$  Constant value always equal to 'Directory'
$LimitValue(x)$  Configured threshold directory size in MB
$State(x)$  OK or PROBLEM
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Disk Space Monitor

Esensor EM01B Monitor

Event Log Monitor

File Age Monitor

File/Directory Size Monitor

File & Directory Change
Monitor (IDS)

File Sight Monitor

Log File Monitor

Mail Server Monitor

FTP Server Monitor

Performance Monitor

Ping Monitor

$CurrentValue(x)$  Number of free MB on the drive
$Item(x)$  The drive whose free disk space is being checked
$ItemType(x)$  Constant value always equal to 'Disk'
$LimitValue(x)$  Configured threshold (could be in % or an absolute size and
unit)
$State(x)$  OK or PROBLEM
$CurrentValue(x)$  The value of the measured item
$Item(x)$  Constant value always equal to 'EM01b Temperature', 'EM01b
Humidity', or 'EM01b Luminescence'.
$ItemType(x)$  Constant value always equal to 'EM01b Temperature', 'EM01b
Humidity', or 'EM01b Luminescence'.
$LimitValue(x)$  Configured threshold for the item
$State(x)$  OK or PROBLEM
$CurrentValue(x)$  Time of the log item in the Event Log, as a string
$Extra1(x)$  Content of the log item
$Extra2(x)$  Event ID of the log item
$Item(x)$  The Event Log Source that produced the log item
$ItemType(x)$  Constant value always equal to 'Source'
$State(x)$  OK or PROBLEM
$CurrentValue(x)$  Age of the file in minutes
$Item(x)$  Complete filename that is too old
$ItemType(x)$  Constant value always equal to 'File'
$State(x)$  OK or PROBLEM
$CurrentValue(x)$  Current size of the file/directory
$Item(x)$  The directory or file that has grown beyond the threshold
$ItemType(x)$  Constant value always equal to 'Directory' or 'File'
$LimitValue(x)$  Threshold for the file/directory before firing actions
$State(x)$  OK or PROBLEM
$CurrentValue(x)$  Type of change that occurred. One of: 'Created', 'Deleted',
or 'Changed'.
$Item(x)$  Complete filename or directory that changed
$ItemType(x)$  Constant value always equal to 'File' or 'Directory'
$State(x)$  OK or PROBLEM
$CurrentValue(x)$  Type of change that occurred. One of: 'Created', 'Deleted',
'Renamed', 'Read', or 'Wrote'.
$Extra1(x)$  Name of the user that made the change
$Extra2(x)$  Name of the application (if available) used to make the change
$Item(x)$  Complete filename that was viewed or changed
$ItemType(x)$  Constant value always equal to 'File'
$State(x)$  OK or PROBLEM
$Extra1(x)$  Content of the matching log line(s)
$Item(x)$  The Log File that produced the log item
$ItemType(x)$  Constant value always equal to 'File'
$State(x)$  OK or PROBLEM
$Item(x)$  The mail server being monitored
$ItemType(x)$  Constant value always equal to 'Server'
$State(x)$  OK or PROBLEM
$Item(x)$  The ftp server being monitored
$ItemType(x)$  Constant value always equal to 'Server'
$State(x)$  OK or PROBLEM
$CurrentValue(x)$  Current value of the counter
$Item(x)$  The complete path of the performance counter
$ItemType(x)$  Constant value always equal to 'Counter'
$LimitValue(x)$  Configured threshold value as specified in the monitor
$State(x)$  OK or PROBLEM
$CurrentValue(x)$  Time the ping took to return (could possibly be empty
depending on settings)
$Item(x)$  The host name/IP address of the server/device being pinged
$ItemType(x)$  Constant value always equal to 'Server'
$LimitValue(x)$  Maximum time the ping is allowed to take before alerting
$State(x)$  OK or PROBLEM
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TCP Port Monitor

$Extra1(x)$  Port that is being monitored
$Item(x)$  The server being monitored
$ItemType(x)$  Constant value always equal to 'Server'
$State(x)$  OK or PROBLEM
Execute Script
$Item(x)$  Unused
$State(x)$  OK or PROBLEM
Calculated Status
$Item(x)$  Unused
$State(x)$  OK or PROBLEM
Service Monitor
$CurrentValue(x)$  One of three values: 'Up', 'Down', or '?' if the status can't
be determined
$Extra1(x)$  The display name of the service being checked
$Item(x)$  The system name for the service being checked
$ItemType(x)$  Constant value always equal to 'Service'
$State(x)$  OK or PROBLEM
Process Monitor
$CurrentValue(x)$  Either 'Up' or 'Down'
$Item(x)$  The process name being checked
$ItemType(x)$  Constant value always equal to 'Process'
$LimitValue(x)$  Configured threshold value as specified in the monitor
$State(x)$  OK or PROBLEM
SNMP Monitor
$CurrentValue(x)$  The current value of the object
$Item(x)$  The name of the SNMP object being queried
$ItemType(x)$  Constant value always equal to 'Object'
$LimitValue(x)$  Configured threshold for the object
$State(x)$  OK or PROBLEM
Server Temperature Monitor $CurrentValue(x)$  Current temperature
$Item(x)$  Probe Number
$ItemType(x)$  Constant value always equal to 'Temperature'
$LimitValue(x)$  Threshold temperature
$State(x)$  OK or PROBLEM
User Quota Monitor
$CurrentValue(x)$  Current size being used by the user
$Item(x)$  The user who is over or under their quote
$ItemType(x)$  Constant value always equal to 'User'
$LimitValue(x)$  Maximum size allowed before alert actions are fired
$State(x)$  OK or PROBLEM
File System Analyzer
$CurrentValue(x)$  Current size the user or directory is using
$Item(x)$  The user or directory that is being reported on
$ItemType(x)$  Constant value always equal to 'User' or 'Directory'
$State(x)$  OK or PROBLEM
Web Monitor
$CurrentValue(x)$  Time the page took to return
$Item(x)$  The URL being monitored
$ItemType(x)$  Constant value always equal to 'URL'
$LimitValue(x)$  Maximum time the page was allowed to take before alerting
$State(x)$  OK or PROBLEM
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External API
PA File Sight has a simple API for automating some basic operations.

Security
To protect the system from unauthorized requests, there are two security precautions that are required:
SSL  SSL must be enabled for the embedded HTTP server. This can be done on the HTTP Settings dialog.
API Key  The API Key registry setting must be set. This is analogous to a username/password. Create a
value named API_KEY and set it to a long string value of random characters. The value goes under
HKEY_LOCAL_MACHINE\software\PAFileSight
Requests are made via HTTPS. The format of the requests is:
HTTPS://{server}:{port}?API={command}&KEY={API Key}

Additional optional parameters can be appended to the URL using the pattern:
&{param_name}={value}

Return Values
All API commands return data as simple text. Successful commands return as XML, or in the following format:
:START:
{returned data
can be multiple lines}
:END:

All errors are returned as:
:ERROR:{error text}

API Commands
Below are the supported commands. The command name should be inserted where {command} is shown in
the example above.
GET_SERVER_LIST

Returns a list of servers and the group that the server is in.
The XML version also shows the computer's internal ID.
Optional Parameters
XML = {0|1}  defaults to 0
Example
https://server:81?
API=GET_SERVER_LIST&KEY=msa8gbk4j78dbglaj

Output (server|group^group)
:START:
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DNVISTA|Servers/Devices
192.168.2.5|Servers/Devices
POWERADMIN.COM|Servers/Devices^Boston
OPSMON02|Servers/Devices^Servers^Office
ARCHIVE|Servers/Devices
:END:

XML Example
https://server:81?
API=GET_SERVER_LIST&KEY=msa8gbk4j78dbglaj&XML=1

XML Output
<?xml version="1.0" ?>
<servers>
<server name="DNVISTA"
group="Servers/Devices^Boston^Servers" id="1" />
<server name="192.168.2.5"
group="Servers/Devices^Kansas City" id="2" />
<server name="POWERADMIN.COM"
group="Servers/Devices^External" id="4" />
<server name="OPSMON02"
group="Servers/Devices^Boston^Servers" id="5" />
<server name="ARCHIVE"
group="Servers/Devices^Boston^Servers" id="8" />
</servers>

GET_MONITOR_INFO

Returns information about all monitors owned by a
particular computer.
Required Parameters
CID  Computer ID for the computer to target for the
operation. Computer IDs can be obtained via the
GET_SERVER_LIST (XML output) above.
Optional Parameters
FORMAT_DATE  0 to always output as ddmmyyyy
hh:mm:ss (24 hour hh), or 1 to use the same format that
the existing reports use (which can be customized).
Defaults to 0.
Example
https://server:81?
API=GET_MONITOR_INFO&KEY=msa8gbk4j78dbglaj&CID=371
&FORMAT_DATE=1

Output (XML)
<?xml version="1.0" ?>
<monitors>
<monitor id="13" status="OK" depends_on=""
title="Check Free Disk Space" lastRun="16102010
5:54:10" nextRun="16102010 11:54:10" errText=""
errorActionIDs="1,3,8" fixedActionIDs="" />
<monitor id="74" status="Alert"
depends_on="132,5" title="Ping OPSMON02"
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lastRun="16102010 6:25:12" nextRun="16102010
6:26:12" errText="OPSMON02 is not responding to
ping requests [in error for 2m 3s]"
errorActionIDs="7,3" fixedActionIDs="3" />
</monitors>

GET_ACTION_INFO

Returns a list describing all the actions in the system
(these IDs are used in the errorActionIDs and
fixedActionIDs attributes returned from
GET_MONITOR_INFO
Example
https://server:81?
API=GET_ACTION_INFO&KEY=msa8gbk4j78dbglaj

Output (XML)
<?xml version="1.0" ?>
<actions>
<action id="1" type="Message Box" typeID="3"
title="Message Box" />
<action id="2" type="Write to a Text Log File"
typeID="6" title="Write to ServerEvents.txt log
file" />
<action id="6" type="Start, Stop or Restart a
Service" typeID="5" title="Restart stopped
service on monitored computer" />
</actions>

START_MAINTENANCE

Put the server into immediate maintenance mode.
Required Parameters
CID  Computer ID for the computer to target for the
operation. Computer IDs can be obtained via the
GET_SERVER_LIST (XML output) above.
{deprecated} SERVER  name of the server that should be
put into maintenance mode
MINUTES  time in minutes that the server should remain in
maintenance mode before it automatically reverts to normal
monitoring
Example
https://server:81?
API=START_MAINTENANCE&KEY=msa8gbk4j78dbglaj
&CID=37&MINUTES=15

Output
:OK:

END_MAINTENANCE

Put the server back into normal monitoring mode.
Required Parameters
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CID  Computer ID for the computer to target for the
operation. Computer IDs can be obtained via the
GET_SERVER_LIST (XML output) above.
{deprecated} SERVER  name of the server that should be
put into normal monitoring mode
Example
https://server:81?
API=END_MAINTENANCE&KEY=msa8gbk4j78dbglaj&CID=37

Output
:OK:

RUN_NOW

Request the specified monitor be run immediately
Required Parameters
MID  Monitor ID for the monitor to run immediately.
Monitor IDs can be obtained from GET_MONITOR_INFO
above.
Example
https://server:81?
API=RUN_NOW&KEY=msa8gbk4j78dbglaj&MID=4721

Output
:OK:

ADD_SERVER

Add and optionally configure the named server
Required Parameters
SERVER  name of the server that should be added. If the
server already exists, it will be operated on (WIN, WMI and
GROUP will not have an effect in that case).
Optional Parameters
WIN={0|1}  defaults to 0. Set to 1 if this is a Windows
server.
WMI={0|1}  defaults to 0. Set to 1 if WMI polling should
happen to collect System Details information for the server
status report
CONFIG_PATH  defaults to none. Full path to a .cxml config
file that specifies a configuration that should be applied to
the new server. .cxml files are created by exporting a
computer's configuration. The file must be on the same
computer as PA File Sight is running on.
GROUP  defaults to none (which implies the top level
group). The full path to the group that the server should be
placed in, for example: Servers/Devices^Seattle^Exchange
Servers (where the ^ delimits group names).
Example
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https://server:81?
API=ADD_SERVER&KEY=msa8gbk4j78dbglaj&SERVER=MAILSRV2&WIN=1
&WMI=1&CONFIG_PATH=C:\Configs\Mail+Config.cxml

Output
:OK:

DELETE_SERVER

Delete the named server, along with all of its monitors
Required Parameters
CID  Computer ID for the computer to target for the
operation. Computer IDs can be obtained via the
GET_SERVER_LIST (XML output) above.
{deprecated} SERVER  name of the server that should be
deleted
Example
https://server:81?
API=DELETE_SERVER&KEY=msa8gbk4j78dbglaj&CID=125

Output
:OK:

ADD_GROUP

Add the given group if it doesn't already exist
Required Parameters
NAME  Full of the group name. For example, a group named
"Exchange Servers" under the top "Servers\Devices" would
set NAME to Servers\Devices^Exchange%20Servers (delimit
groups with ^, URL encode, so a space becomes %20)
Example
https://server:81?
API=ADD_GROUP&KEY=msa8gbk4j78dbglaj&NAME=Servers\Devices^New%
20York^Web
Output
:OK:

DELETE_GROUP

Delete the named group. If it contains child groups or
servers, they will become orphaned and moved to the top
Servers\Devices group the next time the monitoring service
is restarted.
Required Parameters
NAME  Full of the group name. For example, a group named
"Exchange Servers" under the top "Servers\Devices" would
set NAME to Servers\Devices^Exchange%20Servers (delimit
groups with ^, URL encode, so a space becomes %20)
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Example
https://server:81?
API=DELETE_GROUP&KEY=msa8gbk4j78dbglaj&NAME=Servers\Devices^New%
20York^Web
Output
:OK:

GOTO_SERVER_REPORT

Pass a server name and get forwarded to that server's
status report
Required Parameters
CID  Computer ID for the computer to target for the
operation. Computer IDs can be obtained via the
GET_SERVER_LIST (XML output) above.
{deprecated} SERVER  name of the server
Example
https://server:81?
API=GOTO_SERVER_REPORT&KEY=msa8gbk4j78dbglaj&CID=362

Output
Browser gets redirected to the given server's status report
page
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File Locations
PA File Sight stores a variety of files under the product directory. This will explain what and where they are.
C:\Program Files\PA File Sight
Product executable and DLL files
C:\Program Files\PA File Sight\CA
Selfsigned SSL certificate files
C:\Program Files\PA File Sight\Config
Database containing computer, monitor, action, and report configuration. A Backup directory below this
contains periodic exports of the configuration which you can use to go back to a previous point if needed.
The backups do not contain password information.
C:\Program Files\PA File Sight\Databases
Database files which hold monitor findings as well as some system management data. If you choose to use
MS SQL Server instead of the embedded database, only a few system management database files will exist
here. This directory is configurable via Database Settings.
C:\Program Files\PA File Sight\Install
The PA File Sight installer will copy itself here, along with a few files to help Satellites upgrade themselves.
When you download the Console installer from the product's main report page, it comes from this directory.
C:\Program Files\PA File Sight\Logs
Default location for internal product log files. This can be changed in Global Settings.
C:\Program Files\PA File Sight\Maps
The Visual Status Map report pulls initial maps graphics during configuration from this folder. You can add
your own map graphics here if you wish.
C:\Program Files\PA File Sight\Reports
All reports are generated and stored in this directory. The Shared directory contains files used by all reports.
You can delete this directory and everything will be recreated as needed. This directory is configurable via
Report Settings.
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Importing and Exporting Configurations
PA File Sight supports a simple and effective way to transfer your complex monitoring configuration from one
installation of the product to another. This is what exporting and importing configurations does.
Exporting saves PA File Sight configuration data to a XML formatted file. Importing is loading the PA File Sight
XML file in and restoring the configuration.

Exporting Complete Configuration
To get started, select the following menu setting:

The next dialog that you will see will ask you if you would like to export any server passwords that were
entered previously:

The credentials will be decrypted and visible as plain text in the output file, so you may wish to answer "No"
to this prompt.
A standard "File Save" Windows dialog will let you choose a file name, and a location to save the configuration
file at. When you export a Complete Configuration, the default file name will be PA File Sight App
Configuration.axml.

Importing Complete Configuration
Importing a saved PA File Sight configuration from file is a simple process. Note: Importing a complete
configuration will erase all existing settings. This is an overwrite operation, not a merge.
Use the following menu selection to choose Import Complete Configuration:

The first prompt that you will see will be a message box indicating that you are about to erase all configured
settings in the current instance of PA File Sight and replace them with the contents of the configuration file.
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If you answered "Yes" to the question above you will see the standard File Open dialog to select a .axml file
that you saved to previously.
At the end of the import, you should see the list of servers restored to the Navigation Pane. A message box
will appear at the end of the import process indicating the success of the operation, as well as any monitors
or actions that could not be restored.

Exporting Individual Server Configuration
You may export the settings (monitors and actions) that are associated with an individual computer. This
operation is very similar to that of exporting the complete configuration of this product as shown above.
The menu item that selects the export server operation is accessed by right clicking a server or device whose
configuration you wish to export. The menu appears as follows.

The series of dialog boxes and the options that appear is similar to that shown above for exporting a complete
PA File Sight configuration.

Importing Individual Server Configuration
You may import the settings (monitors and actions) that are associated with an individual computer. The
Import Server operation assumes that they exist already from a previous export operation.

This operation is identical to that of importing the complete configuration of this product as shown above,
with the following exception. An import of a server configuration must be applied to an existing computer
object that you have already created in PA File Sight.

50

Contents

Maintenance Mode
Maintenance Mode is very useful when you'll be working on a computer that is being monitored. Naturally you
don't want to receive alerts or have the monitoring service try to correct things that you are working on.
Instead of stopping the monitoring service (and potentially forgetting to start it again), you can indicated the
monitored computer is being worked on with Maintenance Mode.

Manual Maintenance
You manually put a server into maintenance mode immediately by right clicking on the computer and choosing
Maintenance Period > Immediate Maintenance: Pause Monitoring.

When you enter Maintenance Mode, you specify how long you expect to be working on the server. No further
monitoring of the server will take place until that amount of time has past. Then active monitoring of the
server begins again automatically.

Scheduled Maintenance

In addition to the manual maintenance mode mentioned above, scheduled maintenance is also available. With
this feature you can have the monitoring service automatically place a server into maintenance mode based on
your schedule. This is often useful when some normal process (a nightly backup process for example) might
exceed some of the monitors' normal thresholds.
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File Sight  File Access Monitor
The File Sight monitor watches file and directory I/O take place and can record and alert you on many different
conditions. When configuring the monitor, the first thing to decide is where to monitor. Generally there will be
a directory that you're interested in. It is more efficient to monitor just that directory rather than an entire
drive. You can create multiple File Sight monitors to watch various drives / directories in a computer.
In the dialog below you'll see there are many options. After specifying the root directory to monitor you can
specify whether all subdirectories should also be monitored. You'll also need to decide whether you want to
record the information to a database for reporting later. Recording to a database uses some extra resources,
depending on how much information needs to be recorded (which you can control via settings that will be
discussed below). Database recording is only available in the Ultra product version  it is not available in the
Lite edition.

Standard Configuration Options
This monitor has standard buttons on the right for Adding Actions and setting Advanced Options.

Supported Reports

The Ultra version of PA File Sight supports reports which can tell you about file and directory activities that
have taken place in the past while PA File Sight was monitoring the server. You can report on changes to
particular files or directories, changes made by a particular user, or types of changes (all deletes for example).

Configuration Tabs
Watch: File Types
File Types tab lets you specify which files to consider. You can use typical * and ? wild card in specifying file
types. Don't include paths here  this is just for file types (for example *.doc would consider only file I/O that
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was on *.doc files).

Watch: File Activities
The File Activities tab is where you specify exactly what types of file I/O that you're interested in. File reads,
writes, creates, deletes and moves can all be filtered on. For reads or writes you can further filter out very
small reads which might happen if Explorer displays a directory.
The green box on the File Activities panel specifies whether actions should be fired when a matching file I/O
activity happens. Sometimes this is unchecked because actions/alerts aren't needed, but the matching
activities can still be written to the database.

NOTE: Only the Ultra version of the product supports a database and reporting, so the "Fire actions if the
above file activities occur" check box is almost always checked for a Lite installation that only does alerting.

Watch: Directory Activities
If you are interested in specifically directory actions, the Directory Activities tab is where you can specify
them. This panel works just like the File Activities panel did, except it is focused on directories instead of
files.
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NOTE: Only the Ultra version of the product supports a database and reporting, so the "Fire actions if one of
the above directory activities happens" check box is almost always checked for a Lite installation that only
does alerting.

Watch: User Activities
NOTE: This panel is only available in the Ultra version of the product.
The User Activities panel is very powerful. It lets you specify alert conditions which are based on the number
or amount of files that a user interacts with. These settings are all in a green box, which means they run
actions (alerts) when the thresholds are met. These settings do not however cause anything to be written to
the database. Be sure and set the corresponding settings in the File Activities panel if you'll want to run
reports later and find out what was read or written to.
In addition, for file reads you can check the box indicating you only want to count complete file reads. Some
administrators use this to try and detect a user copying a directory of files. At the file system level where this
monitoring is taking place, it is impossible to detect where a file ends up once it is read (it could go straight
to memory, to paper via a printer, out via an email, or copied to a different location on a disk). However, if
many files are read completely in a very short time, that matches the heuristics of a file copy process.

Watch: Streams and Behaviors
This panel lets you specify how to handle file streams that encountered, as well as whether File Sight should
try and interpret typical application behaviors.
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Ignore: File Types
Similar to the Watch: File Types tab above, this tab lets you specify files using wild cards. In this case
however, files that are seen that match the specification are ignored and not alerted on nor written to the
database.

Ignore: Files
The Ignore: Files panel lets you specifically ignore files, perhaps because they are just work files, temp files
or otherwise unimportant. In this dialog you specify the file using the full path to the file.
If you enable Training via the Advanced Monitor Options, the monitor will watch all matching file I/O and
automatically add all ignored files that are accessed during the training period to this list.
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Ignore: Subdirectories
If you need to ignore specific directories below the main directory that you're watching (perhaps a temp
directory or a queue directory), you can specify the directory to ignore here. In this case wild cards do not
work, but subpath matching does. That means you can specify the entire directory path to ignore, or you can
ignore just a part.
For example, if you enter \TEMP, that would match on C:\TEMP\, C:\TEMPORARY and C:\DOCS\TEMP\ because
the characters "\TEMP" were found in each of those paths. If you didn't want to match on C:\TEMPORARY for
example, you could filter on "\TEMP\".

Ignore: Users
Often there are particular user accounts, particularly accounts that do automated processing like virus
scanning, that should not be logged (if for no other reason than to keep the reports easier to review). You can
select those user accounts to ignore on this tab.

Ignore: Processes
Similar to the Ignore: Users tab above, there are often reasons to ignore specific processes (perhaps that do
automated processing of files) from alerting and being written to the database. These processes can be
specified here. Note that only processes that have already been seen are listed.
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Reported Values
When a file or directory access takes place that meets the filter criteria described above, PA File Sight can
alert on that event. By default, it uses the following format:
Op: Created
File: C:\example\file.txt
User: domain\dave
App: explorer.exe
This format is configurable via the FS_LineFormat registry value.
The Op line (short for Operation) can be one of the following list of values:
Operation

Notes

Created

A new file that didn't exist before exists now

Deleted

The file was deleted. Note: The Save routine for some applications (Microsoft Office for
example) happens by saving to a temporary file, deleting the original file, and then
renaming the temporary to the original file name. File Sight sees this and properly reports
the file deletion. If you don't want this behavior, see the
Interpret Application Behavior
option.

Read

Some or all of an existing file was read from disk. Note that clicking a file in Explorer often
causes a part of the file to be read (author information, icon is extracted, etc). In addtion,
clicking a file might cause an antivirus app to scan the file. PA File Sigth sees and can
report on all of this. To avoid some Read reports, you can indicate that at least 200 bytes
of the file must be read (that would filter out icon extraction by Explorer).

Renamed

A files was renamed, or moved to the same drive (the operating system calls moves
'renames')

Wrote

An existing file was written to (ie changed)

Audit Changed

Audit settings on the file were changed

Permissions
Changed

File access permissions on the file were changed

Owner
Changed

The file's owner was changed

Group
Changed

This is not usually seen, but is listed in this table for completeness' sake

Failed to
Create
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Failed to
Delete
Failed to Read
Failed to
Rename
Failed to Write
Failed to
Change Audit
Failed to
Change
Permissions
Failed to
Change Owner
Failed to
Change Group
The values above can be translated into a local language.
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Call URL Action
This action will call a URL that you specify, possibly passing additional information about the alert via GET or
POST variables.

Specify the URL to call, and whether it should be called with GET (with parameters added to the URL), or with
POST (with parameters being form posted).
Specify any additional parameters that you want added in the field list below. The Parameter Name should be
something the web page is looking for, and the parameter value can be whatever value you want. Click the
Variables button to see a list of replacement variables that can be used for passing information about the
alert to the web page.
When you press one of the Test buttons, the appropriate HTTP request is built (with parameters appended to
the URL, or built into a form post) and sent to the web page. One caution for the GET setting  most web
servers have a limit on the amount of data that can be sent via a GET request. A 2KB limit is not uncommon.
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Dialup Connection Action
The Dialup Connection action dials and connects a Windows Dialup Networking Connection.

Previous to configuring this action, you need to manually create and configure the Dialup Networking
Connection in Windows. This typically involves specifying a phone number to dial, a modem to use, and a
username and password to send to the ISP.
Also note that this action can dial a Dialup Networking Connection that is created on the Central Monitoring
Service, or on a remote Satellite. Naturally the Dialup Network Connection must be created at the location
that you want to dial it.

When you create the Dialup Networking Connection, it is important that you save the username and
password, and save it for "Anyone who uses this computer" since the account used to run the monitoring
service will very often not be the same account that is used when the Dialup Networking Connection is
created.
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Email Message Action
The Email Message Action is the standard way for monitors to notify you via SMTP email messages. This
allows for typical email messages as well as messages sent to cell phones and pagers if your cell/pager
provider has an SMTP gateway (most providers do). There are some hints about that in the SMS FAQ.
To configure this action, give the target SMTP email address. You can add multiple email addresses (comma
separate them) for sending alerts to the same addresses, and/or create multiple Email Message Actions and
attaching them to different monitors for more customized alerting.
Email alerts are always sent from the Central Monitoring Service. In the case where a monitor running on a
remote Satellite detects an issue and runs an attached Email Message Action, the alert message will be sent
to the Central Monitoring Service for ultimate delivery.
There are two ways to send a message: Direct, or via a standard SMTP server.

Direct Send
PA File Sight can act like a simple SMTP server and send messages directly to the recipient's receiving SMTP
server. That means a connection to the destination server via port 25 needs to be possible (sometimes
Internet Service Providers block outgoing port 25 to help limit spam, but if PA File Sight is on the same
network as your mail server, it will probably work). The other requirement is that an MX DSN lookup returns a
name for the target mail server that is resolvable from the machine hosting PA File Sight.
The easiest way to determine if all the above requirements are met is to just try it. Click the "Send message
directly..." checkbox and then press the "Test Send" button. If the message is successfully sent, the
configuration is complete. If it is not sent, uncheck the checkbox and continue to configure the SMTP server
settings.

Send via SMTP Server
SMTP server settings are shared among all Email Message Actions. You can specify a primary SMTP server
and a backup which will be used if sending via the primary fails. Unless using Direct Send, a primary SMTP
server must be specified; the backup is optional.
The settings for each SMTP server (primary and secondary) can be validated by the program. You can do this
by pressing the "Test Primary Server" and "Test Backup Server" buttons respectively. This test sends a short

62

email message as a test to the email address(es) that were entered in the "Email address" field at the top of
the form. If sending the email succeeds and you successfully receive the message, then the SMTP server
settings that you have entered are correct. If the message is not received but you are sure the settings are
correct, see the Troubleshooting Missing EMail Alerts FAQ for help.

The Email Message Action supports using SSL for logging into the SMTP server. If you don't know which
SSL option to use, leave the setting on Don't Know  the Test button will figure it out for you.

For sending via a Microsoft Exchange server, check the Exchange configuration to ensure SMTP relaying is
allowed from the Central Monitoring Service computer.

Additional Configuration Options
Advanced Options
The Advanced Options button will display the dialog below. Each of these options is specific to the Email
Message Action that you are currently configuring.

Messages Digests  To reduce possible message overload, you can specify that multiple messages to be
sent within a short time (about 1 minute) combine into a single message.
Send as High Priority  Self explanatory
Broadcast on Delivery Failure  If an alert can't be sent via the Primary or Secondary SMTP servers, this
option instructs PA File Sight to send the message out using all other configured notification mechanisms.
Only notification actions (like SMS, Pager, etc) will tried in this fallback scenario.
Queue for Later  If a message can't be sent (perhaps because there is no connection to the server), you can
specify that the message be queued for later delivery. Periodically PA File Sight will try to send any
messages that are in the queue.
Reverse Primary/Secondary  For testing purposes it is sometimes desirable to send via the Secondary SMTP
server just to make sure it is working as expected.

Message Template
Pressing the Message button displays the configuration dialog below. This lets you customize the message
text that is sent to you with replacement variables. This is most useful when sending alerts to devices like
pagers and cell phones which might only accept the first sentence or two of a message.
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You can also specify specify that the message is HTML, and enter an HTML message template. Enclose the
template in an <html> tag. Don't bother with a <head> tag as most email clients will strip it out.

Some good hints and tips about HTML email are available here:
http://www.mailchimp.com/resources/guides/emailmarketingfieldguide/

You can also rename the action as it shows up in the various action lists (for example to give the email action
a group name). You can reset the action to its original/default name by simply clearing the name field.
A typical alert email could look something like this:

Note: Actual message content will vary depending on the product being used, and the monitor which fires the actions.

Scheduling
If the action should not be used 24/7 you can use the Schedule button to specify when notifications should be
sent through the given email address. On off hours the action acts as though it isn't configured at all. The
dark green below indicates 'on hours' and the lighter grey specifies 'off hours'.
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Troubleshooting
If email alerts are not showing up as expected, check out the Troubleshooting Missing EMail Alerts FAQ for
help.
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Execute Script Action
The Execute Script Action allows you to receive action parameters that were sent from a monitor and handle
them in your own specific way.
The script is run using the computer's builtin VBScript interpreter. This means you can make use of the full
VBScript language as well as any installed ActiveX/COM objects which are installed on the system.
Near the top of the action dialog is a "Run script at" selection box. Here you can specify where the script
should be run if you have Satellite monitoring services. The default is to run the script on the Central
Monitoring Service.
The script window is where you enter your VBScript. The script can do anything that can be done in VBScript
(including creating external ActiveX/COM components) with all the standard restrictions. A good VBScript
reference is available at: http://msdn.microsoft.com/enus/library/d1wf56tt.aspx

There are two Test buttons. One will run the script within the Console. The other will send the script to the
monitoring service that is monitoring the target computer (Central Monitoring Service or a Satellite) and run
the script there. This helps find any problems that might come up from the script possibly running on a
different machine, or running as a different user (the service Log As user).

Keep in mind that when the script runs, it might run on a different computer than where you are editing
it. That means drive mappings, HKEY_CURRENT_USER registry hive, Internet Explorer settings and the
currently running user will often be different.

IMPORTANT: Do not show any user interface elements in the script  they will not be visible in the
monitoring service and will block the script from ever completing.

Additional Script Elements
Besides the VBScript objects and elements, the following additional global variables and methods are
available within the scripting engine:
CurrentValue

This is an array of string values, representing the current
value (if any) for the item being tested. See Row Variables
from the "Variables..." button for the action.
Example:
myStr = CurrentValue(1)
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Date

Current date using the current time formatting
Example:
displayStr = Date

Extra1

This is an array of string values, representing extra
information that may be available from a particular monitor.
See Row Variables from the "Variables..." button for the
action.
Example:
myStr = Extra1(1)

Extra2

This is an array of string values, representing extra
information that may be available from a particular monitor.
See Row Variables from the "Variables..." button for the
action.
Example:
myStr = Extra2(1)

Details

This is a string value. This value is the content of the
action being fired. It is sent from the monitor and typically
contains information about the alert.
Example:
myStr = Details

Group

The name of the group that the computer the monitor is
attached to belongs in.
Example:
myStr = Group

GroupPath

The name of the group that the computer the monitor is
attached to belongs in, with child groups delimited with a >
(ie, Servers/Devices > Austin > Lab )
Example:
myStr = GroupPath

Item

This is an array of string values, representing the item
being tested. See Row Variables from the "Variables..."
button for the action.
Example:
myStr = Item(1)

ItemType

This is an array of string values, representing the type of
item being tested. See Row Variables from the
"Variables..." button for the action.
Example:
myStr = ItemType(1)
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LimitValue

This is an array of string values, representing the
limit/threshold (if any) for the item being tested. See Row
Variables from the "Variables..." button for the action.
Example:
myStr = LimitValue(1)

Machine

This readonly string variable is the name of the computer
that caused the script action to fire.
Example:
myStr = Machine

MachineAlias

This readonly string variable is the aliased name of the
computer that caused the script action to fire.
Example:
myStr = MachineAlias

MachineIP

IP address text string of the computer that the firing
monitor is attached to
Example:
myStr = MachineIP

MonitorTitle

This readonly string variable is the title of monitor that
caused this script action to fire.
Example:
myStr = MonitorTitle

MonitorType

This readonly string variable is the type of monitor that
caused this script action to fire.
Example:
myStr = MonitorType

SecondsInError

Number of seconds that the monitor has been in error.
Example:
inErrSeconds = SecondsInError

State

An array of string values that contain the OK or PROBLEM
state for each item being reported on. See Row Variables
from the "Variables..." button for the action.
Example:
myStr = State(1)

TimeInErrorStr

A text string of how long the monitor has been in error
Example:
myStr = TimeInErrorStr
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SendMail

This method sends an email message to the recipient that
you choose. This would be useful for sending the incoming
Details variable to a different email recipient based on
some external factors (such as who is currently carrying the
pager)
Example:
SendMail "to_address@host.com",
"from_address@host.com", "Subject of message", "Body of
email message"

Sleep

This method takes a single integer value, which is the
number of milliseconds that the script should stop and
sleep. Be careful about using this  causing too many
actions to sleep for very long means other actions may get
delayed
Example:
Sleep 1500

Status

A readonly string indicating the current status of the
monitor. To see all possible values, See Row Variables from
the "Variables..." button for the action.
Example:
myStat = Status

StatusText

A readonly string indicating the current status of the
monitor. This is a more humanfriendly value than Status.
To see all possible values, See Row Variables from the
"Variables..." button for the action.
Example:
myStat = Status

Time

Current time using the current time formatting
Example:
displayStr = Time

An example script that connects to a database is shown below
Option Explicit
Dim objconnection
Dim objrecordset
Dim strDetails
Const adOpenStatic = 3
Const adLockOptimistic = 3
Set objconnection = CreateObject("ADODB.Connection")
Set objrecordset = CreateObject("ADODB.Recordset")
objconnection.Open _
"Provider=SQLOLEDB;Data Source=;" & _
"Initial Catalog=;" & _
"User ID=;Password=;"
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objrecordset.Open "", objconnection, adOpenStatic, adLockOptimistic
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Message Box Action
This action can be used when you want a message box to popup on the machine that is running the
monitoring service with details about a recent anomaly. The Message Box Action keeps track of how many
more message boxes are waiting to be shown, and lets you cancel them all at once if you choose to.
The dialog shown below is displayed when you add or edit a message box action. PA File Sight fills this dialog
with a standard message box title and message. You may customize the message box that is displayed when
this action is taken when the error occurs by editing the Title or Message Text.

The button titled "Variables" will open a screen that displays the replacement variables that are available for
use.
Note that you can choose where the Message Box is displayed. By default it will be displayed on the Central
Monitoring Service computer, but you can choose to display it on a remote Satellite computer as well.
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Network Message Action
The Network Message Action is equivalent to doing a "net send" from the command line. It allows you to
direct a message box popup to any particular user or computer on the network.

The client machine must be running Microsoft's Messenger service to receive and display these messages.
Because of spam and security concerns, the Messenger service is not started by default on most systems.

Pressing the Message button displays the configuration dialog below. This lets you customize the message
text that is sent with optional replacement variables. You can also rename the action as it shows up in the
various action lists. You can reset the action to its original/default name by simply clearing the name field.
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Send Pager Alert Action
The Send Pager Alert action can send monitor details to an SNPP pager. You will need to get the SNPP server
name from your SNPP provider.

Some pager providers have an SMTP gateway. It is often easier to configure an EMail Action to send to a
pager than the Send Pager Alert action. See the related FAQ about sending SMS alerts.

Pressing the Message button displays the configuration dialog below. This lets you customize the message
text that is sent to you with replacement variables. This is most useful for trimming the size of the message
that is sent to your pager. You can also rename the action as it shows up in the various action lists. You can
reset the action to its original/default name by simply clearing the name field.

If the action should not be used 24/7 you can use the Schedule button to specify when notifications should be
sent to the given pager. On off hours the action acts as though it isn't configured at all. The dark green
below indicates 'on hours' and the lighter grey specifies 'off hours'.
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Phone Dialer (DTMF/SMS)
The Phone Dialer action is used to make calls over a normal phone line via a modem. This action doesn't need
an ISP, but rather calls a phone (a human who would recognize the Caller ID), perhaps an automated system,
or an attached cell phone through which SMS messages can be sent.
The Phone Dialer can also optionally send DTMF tones (touchtones) which could be useful for automatically
navigating a phone menu system, and any other characters such as SMS message text.
The timeout values are important. Since there isn't a well defined audio protocol with humans and/or phone
systems on the other end, you'll need to build in delays. This includes delays for the other party to answer. Be
sure to specify enough pause after dialing the number for the number to go through, the other phone to ring
and be answered.

The modem script is shown at the bottom of the dialog, and will work with most modems since it is built on
the basic Hayes AT command set. Your modem may have other features and/or require other commands. Your
modem documentation will list the commands it accepts. If you need to modify the script to work with your
specific modem, check "Allow editing of command directly".
For sending SMS messages via a directly connected cell phone, you'll need to modify the script directly. Look in
your phone manual for the commands for sending messages. In general you'll be using some form of the
AT+CMGS command. Your script might look something like the following example:
AT
ATZ
ATE0
AT+CMGF=1
AT+CMGS="number_to_dial"
message text
{VAL:26}
Note that the {VAL:26} is how you send a CtrlZ (End of Message character). The value 26 is an ASCII value
that maps to CtrlZ. The {VAL:x} pattern is how you send arbitrary ASCII codes. There are many ASCII charts
on the Internet. Wikipedia's shows CtrlZ as 26 (decimal) here. If you want to format the value as hex instead
of decimal, use {VAL:#x}, ie {VAL:#1A} to send CtrlZ.
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In addition, you can have the action send the text of replacement variables. The variable names and their
values are shown in the action by pressing the Variables button. An example would be:
$Details$ which expands to the alert descriptive text. So your script might look like this:
AT
ATZ
ATE0
AT+CMGF=1
AT+CMGS="number_to_dial"
$Details$
{VAL:26}

Experience from the field
At least one customer found that having any extra lines (even blank lines) after the {VAL:26} would cause the
message to not send (this is likely phone specific). Also, ATE0 turns off local echo, which will prevent the
system from interpretting echoed outgoing text as response commands from the phone/modem.
We have a few customers in Europe that have connected a cell phone to their computer to send SMS messages
without an Internet connection.
A customer in the U.S. did the same thing and gives some tips:
Phone used: AT&T Go Phone  Samsung SGHa177
The phone powers/charges through the USB cable
Get the data cable. The box doesn't come with a CD so you have to go online at Samsung and
get the drivers at http://www.samsung.com/us/support/search/supportSearchModelResult.do
The drivers won't load the modem. You have to download the Samsung Studio (used for
transferring data and backing up your address book). After you download and install the 95
MB program and connect to the phone, the drivers will load.
Check your COM port in Control Panel  Modems, and use that in the Phone Dialer action
settings.
ALSO, When I disconnect and reconnect the phone, the COM port used by the phone jumps from
4 to 5 and back. So be aware that if you have to cycle power on the box, check the COM port
or you won't get notified. One option around this is to setup two Phone Dialer actions 
one goes to COM4 and another one to COM5 and just put up with the email on the failed
alert.
Thanks Tim.
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Play Sound File Action
The Play Sound File action will play the specified .wav file when the action is triggered.

The sound is played on the Central Monitoring Service computer.
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Reboot Computer Action
The Reboot Computer action causes a computer to reboot or shutdown when it is run. You can specify which
computer using the radio button options. By default the monitored computer will be rebooted when this
action is run.
To shut down the local computer, the user that is running the service must have the SE_SHUTDOWN_NAME
privilege (also known as the "Shut down the system" policy). To shut down a remote computer, the user must
have the SE_REMOTE_SHUTDOWN_NAME privilege on the remote computer.
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SMS Text Message Action
This action can send alert messages via SMS to your phone or mobile device. The message is sent through an
SMS Gateway via the SMPP protocol.

Finding out your phone company's SMPP server is often challenging. It's usually easier to send SMS
messages to phones and mobile devices via SMTP with the Email Message action. (See the SMS FAQ for
details).
If you want to send via SMPP, it might be necessary to get a third party SMS account if your service
provider doesn't have a public SMPP server. One company offering this service is Clickatell.

Pressing the Message button displays the configuration dialog below. This lets you customize the message
text that is sent to you with replacement variables. This is most useful for trimming the size of the message
that is sent to your device. You can also rename the action as it shows up in the various action lists. You can
reset the action to its original/default name by simply clearing the name field.

If this action does not need to send alerts 24/7 you can use the Schedule button to specify when notifications
should be sent to the given device. On off hours the action acts as though it isn't configured at all. The dark
green below indicates 'on hours' and the lighter grey specifies 'off hours'.
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See the FAQ on other ways to send alerts to phones and pagers at: SMS Hints
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SNMP Trap Action
The SNMP Trap action will take values, descriptions, etc from a monitor and fire them off as an SNMP Trap.
You can configure the action to send the Trap to any server/device on the network, using any port (port 162 is
the default SNMP Trap port).

A MIB file exists in the C:\Program Files\PA File Sight\MIBs folder which describes the format of the Traps that
will be sent.
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Start Application Action
This action will start a program and run it on the Central Monitoring Service, or on a remote Satellite
computer.

The application is started on the specified monitoring computer (where the monitoring service is being
run), not on the target computer that is being monitored.
To launch an application on a remote computer, we recommend having the Start Application Action run
Microsoft's PsExec, and direct it to launch your target application remotely. More information on PsExec

Replacement variables can optionally be passed on the command line to the program that is being launched.
It is important to remember that the application is being launched by the monitoring service, which quite often
runs as a different user account than you. It which might not have the same HKEY_CURRENT_USER registry
hive, mapped drives, Internet settings, etc as you do. You can configure the account that the service runs as
from Preferences in the Console application, or configure which user is used to monitor a particular computer
by right clicking on that computer in the navigation panel and choosing Type & Credentials > Set Login
Credentials.
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Start, Stop or Restart a Service Action
As the name implies, the Start, Stop or Restart a Service action can control the running state of a Windows
service.
This action can operate on a specified serivce on a specified server, or it can default to operating on the
service and server that is passed in by a monitor (the Service Monitor passes this information when it finds a
service is down).
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Syslog Action
The Syslog action will send a summary description of a monitor's findings as a Syslog event. You can configure
the action to send the log event to any server/device on the network that is listening for syslog events.

You configure which syslog facility should be used when sending the log event, as well as the severity that
should be used.
Multiple Syslog Actions could be set up to send different logs to different Syslog servers. Some monitors could
then use one Syslog Action, and other monitors could send alerts through a different Syslog Action.
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Write to Event Log Action
The Write to Event Log Action writes details of a monitor's findings to the Windows Application Event Log.

You can specify whether to write the event as an Error, Warning or Information event, the Source, ID and
Category to use, and specify the event description.
The event will be written to the specified monitoring service's Application Event Log.
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Write to a Text Log File Action
The text logging action writes to a text log file the details of a problem found by a monitor. You specify where
the log file goes, and how often a new file is started.
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All Errors Report
The All Error Report shows you all errors that have recently happened on all monitors, on all
computers/devices, within a group. The report columns can be clicked to sort the errors for better
understanding of what is happening on your network.

Group status reports can be configured to autorotate among reports. See Group Report Settings.
For a more detailed error report, with the ability to control what errors are shown and which columns are
displayed, see Error Auditing.
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All Servers Report
This report shows each server in a group as a colored box, with the color of the box representing the 'worst'
state of all the monitors on that server. The servers with the 'worst' state float to the top, so keeping an eye
on the state of your data center can be done at a glance.

For IT departments that mount a large screen on the wall for everyone to keep track of server status, this
report is the most popular for display.
Group status reports can also be configured to autorotate among reports. See Group Report Settings.

The display will add additional columns as the browser window gets wider in order to show as many servers as
possible. At the very bottom of the report is a URL that can be used for displaying the report in browsers or on
different computers.

Clicking on any computer will take you to that server's server status report.
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Ad Hoc Reports
Ad hoc reports can be generated at any time to quickly gather historical and current data on your systems.
Simply click through each tab and make the selection that is presented on that tab. Note that the reports
present in your application may differ from those shown in the image below.
In the example below, the user is on the top Report Data Type tab. Report Types are defined by the monitors
installed on the system (the monitors are what store the data, and they also create the reports). In this case,
the user has selected the Free Disk Space report type, and specifically the Free Space Percent report. The
remaining tabs have turned green to indicate that they still need to be visited.

On the Report Display Type we see that this particular report can be represented as a Bar Chart, CSV Export,
Line Chart or Tabular Report. The Tabular Report will create a dynamic HTML table with sortable column
headers. The CSV Export is a .csv file which can easily be imported into Excel and other applications. Some
report display types won't make sense for some data types  in that case, the display type will not be shown.

After having selected the report type and the display format, it's time to choose which data to report on. This
is done on the Source Data tab. This tab will display all of the data that is available for the chosen report
type. In this case we are shown drives that can be reported on. The radio buttons at the top display the
available data sets in different ways. In addition, the Filter box will filter the displayed items down to entries
that contain text that you enter. This makes finding a particular data set from a very large list quick and easy.
Check the box next to the data set(s) that you want to report on. You can also place the check at a higher
level in the data set tree and all data sets below it will also get checked.
NOTE: Most data sets can be deleted. Although not shown in this screenshot, there is a "Delete selected data
sets" button near the bottom of this dialog. Clicking that button will delete the data for the checked data sets
from the database.
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The final tab is Filters and Parameters. The filters and parameters shown depend on which report type you are
creating. Most data sets have the ability to specify a time span for the report. Many report types also have
summarization abilities like the example below. Summarizing allows you to take a large data set and
summarize it into a smaller amount of data. That is done by taking a set of values (an hour, day, week or
month's worth) and computing the minimum, maximum or average value for that period.

When you press the Generate Report button you will be taken to a "Report Generation in Progress" page, and
then automatically forwarded to the finished report.
Since the reports are HTML pages, you can open a report in a regular browser, print the report, generate a
PDF, etc. To see the URL for the finished report, scroll all the way to the bottom.

Report Troubleshooting
If a report doesn't show the data that you expect, check the following:
Check the time frame the report is using (bottom tab in the graphic above). Often the time frame excludes
available data.
Consider when the report is run and when data collection happens. If you run a report at 1am, but the
monitor first collects data at 2am, a report for Today won't have anything to display.
Doublecheck the Filter and Parameters tab for other settings. Some times the parameters end up excluding
data that you want.
Make sure the data set selected in the Source Data tab is what you expect.
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Configuration Audit Reports
This report shows PA File Sight's current configuration, including Groups, Servers, Monitors, and Actions. The
report generates a text file listing the Groups with their server and devices. Each server/device will have a list
of monitors assigned to them. You can optionally add the monitor's configuration and/or the actions that are
attached to the monitors.

Watch the training video on how to create a Configuration Audit Report.

In the example below, the user selects the Configuration Audit report on the top Report Data Type tab. The
Configuration Audit report can be found under the System Summary Reports node.

The Filters and Parameters tab is most important. A few options let you select what is included in the report;
which monitor types, their actions, the monitor's configuration, and source group.

Pressing the Generate Report button will display a link indicating where the report was created. You can click
the link to open the report in your browser.
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Data Summarization
The Configuration Audit report is organized in the same order as Servers/Devices in the Console:
Groups
Servers/Devices
Monitors
Settings
Actions
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Group Report Settings and Delivery
The Group Report Settings and Delivery dialog allows you to change some attributes of Group Reports. Group
Report are shown when you select a group in the navigation pane. They can also be shown in a browser.
To display the Group Report Settings and Delivery dialog, select the "Report Settings and Delivery" command
item for the group whose group report options that you wish to work with, as shown.

Next, you will see the Group Report Settings and Delivery dialog displayed, as shown.

Here you can change the appearance and some characteristics of the Group Reports displays.
To change characteristics of the Visual Status Map, select the report in the list box at the top of the display
and press the Edit Report Settings button.
To change the report that is initially displayed when the group is selected by the user, select the report in
the dropdown list labeled "Report to show when...".
The check box labeled "Automatically navigate..." allows you to enable the feature that rotates the Server
Group display through the various types of Server Group reports. When this check box is selected, the
display will show each of the report types in succession, and will pause at each report type for the number of
seconds that have been specified in the box to the right.
"Select the Email Actions to send the reports to" allows you to specify which email addresses that the
reports will periodically get sent to. You can add new email addresses, in addition to the preconfigured
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email addresses that are already available.
"Select the reports that will be emailed" allows you to select which of the three types of group reports that
will be emailed at intervals by the program.

If you are an IT service provider and want to mail reports to your clients, be sure and set:
HKEY_LOCAL_MACHINE\software\PAFileSight
[DWORD]Reports_DisableNavButtons = 1
This will remove navigation links from the reports so clients won't be able to browse to other clients'
reports. Naturally navigation within the Console will be unaffected.

Status Map Editor Dialog
The Status Map Editor dialog is displayed when you choose the Visual Status Map item in the list and press
the Edit Report Settings button. A variety of map graphics are available by default, and you can add your own.

The Status Map Editor allows you to select one of a number of included graphical maps of the world and of
world regions that can be used as a background for the server status lights.
You need to manually place the groups or servers that you want on the map graphic. They do not show up
automatically.
The functions provided by the Status Map editor are as follows.
You can select a background map for this group's Visual Status Map display from one of a number of public
domain and government provided maps that are installed with PA File Sight.
Alternatively, you can use the "Add" button next to the background map selection list in order to provide
your own map graphic file. Your map file must be in one of the common graphical image file formats: BMP,
GIF, JPEG, PNG, and TIF are supported.
The "Zoom" Slider allows you to set the zoom of the background map.
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You can move the map image by left clicking and dragging the image.
The "Use Status Lights" and "Use Status Icons" selection allows you to customize the way PA File Sight
displays the status indicators. Status lights are simple light images that can appear green, grey, yellow or
red. Status icons are round images that have the same color coding as the status light but add an icon
symbol inside each image: green contains a check, yellow is a triangle and contains an exclamation, and red
is round with an exclamation.
The list of Servers/Devices allows you to select a computer in the group whose status indicator should be
added to the map.
Pressing the "Add Status Icon" button with a computer selected in the Servers/Devices list will cause a
status indicator for the computer to be added to the map.
To remove a status indicator from the map, drag it back to the Servers/Devices list.
The three radio button selections: "Label on left", "Label on right", and "No Label", allows you to select the
text labeling style that is to be applied to each status indicator. You should set these radio buttons to
choose the style for the indicator that you place next. You can "flip" the label in a certain direction so that a
city name or feature on the underlying map is clearer. You can also not apply a label to certain indicators.
When viewing the status map with a browser or in the Console, the map graphic will be stretched or shrunk as
needed to fill the browser window that holds it. The icons will be moved appropriately so they remain in the
same relative location on the map.
The following report display for a properly configured Status Map is typical. In this example, the map indicator
and background map display was configured using the settings shown in the Status Map Editor figure above.
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Group Summary Report
The Group Summary Report is a great way to get a detailed view of many servers at once. Like all groupbased
reports, there is a grey menu bar at the top that will take you to the other reports for the current group. Below
and to the right is a button to go to an index of all reports, and a button to get a PDF of the report as it looks
currently.
Next are two small tables indicating the number of servers and monitors that are OK (green), in Alert state
(yellow), in error (red), or disabled/maintenance/etc (grey). A server is red if there is at least one monitor that
is red, or yellow if there is at least one monitor that is yellow.
Moving downward you come to the group title bar for the current group. Within the group are the individual
servers within the group, and optionally child groups will also be shown if there are any. Each server is
represented as a line, with individual monitors on that server represented by boxes. The box color indicates
the monitor's status. Green is OK, yellow is a warning, red is an error and grey means not monitoring
(disabled, maintenance period, monitor dependencies not met). See below for changing the box size.
You can click on any server name to be taken to that server's server status report.

Group status reports can be configured to autorotate among reports. See Group Report Settings.
If you are using a Pro or Lite license, you can also schedule the status reports to be emailed to you. Simply
rightclick on the group and choose Report & Delivery Settings.

To see an even higher level view of the servers within the group, try the All Servers Report or customize the
Visual Status Map report.

Customizing the Report
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Some people like the level of detail available with a larger monitor box. Others want to get status about more
servers on the screen. You can configure the size of the the monitor box by rightclicking the group and going
to Report & Delivery Settings. Select the Group Summary Report and click Edit Report Settings. You will be
able to choose whether to show the title and additional details as shown above, or just the title, and how
wide the title should be.

To see the most server statuses on the screen at once, use the All Servers Report
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Web Report Access
PA File Sight can optionally require a user login in order to view reports via HTTPS. This is configured in Report
Settings.
Once reports are password protected and SSL is enabled, you manage who can view reports via Remote Access
Users. This is the same place where remote Console access is configured as well.

If you are an IT service provider and want to give your clients web access to their reports, set:
HKEY_LOCAL_MACHINE\software\PAFileSight
[DWORD]Reports_DisableNavButtons = 1
This will remove navigation links from the reports so clients won't be able to browse to other clients'
reports. Naturally navigation within the Console will be unaffected.
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Satellite Status Report
The Satellite Status Report is a quick way to check basic stats on a remote Satellite Monitoring Service.

Like many reports, there is a timestamp showing the report generation time in the upper right, along with
buttons to take you to the table of contents, and to generate a PDF of the report.
Below the report header is a row of boxes giving quick counts of servers and monitors that are run by that
particular Satellite Monitoring Service, and their status.
The blue Satellite Details box gives information about the Satellite, it's status, remote (at the remote site)
computer name and IP address, etc.
Below the Satellite Details box will be a group of colored boxes, where each colored box represents a
computer being monitored by this Satellite. This group of boxes is show the individual servers' status and
operates just like the All Servers Report.
If the Satellite still needs to be accepted, a large yellow box will indicate that status and give instruction on
how to accomplish that task.
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Satellite Status Report
There are two reports to show the status of multiple Satellites at once: The All Satellites Summary, and the
All Satellites Status. You can switch between these two reports via the two links in the grey bar above the
blue title bar.
These reports are accessed by clicking on the SATELLITE SERVERS node in the Satellite Services category on
the left of the Console.

All Satellites Summary
This report lets you quickly see the status of all of your remote Satellite Monitoring Services, and easily shows
if they are all on the same software version (sort by the Version column to quickly find Satellites with different
versions).

All Satellites Status
This report uses the familiar metaphor of showing each Satellite as a separate box. The color of the box
indicates the Satellite's connection status (green = connected, yellow = disconnected). Disconnected
Satellites will automatically float to the top to draw your attention to them.
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Scheduled Reports
Scheduling the automatic generation of reports is similar to creating ad hoc reports. To create a Scheduled
Report, go to Reports and rightclick on the Scheduled Reports item.

Creating a new Scheduled Report or editing an existing one will show the dialog below. (Note: The displayed
Report Types may be different depending on which product you are using)
Just like with adhoc reports, you choose a monitortype that sourced the data you want to report on, a report
type (chart, tabular, CSV). You also choose a specific dataset to report on. Near the bottom of the dialog you
specify reporting parameters that are unique to that report. More detail is given in the Ad Hoc Reports section
which is exactly the same. In fact the only difference between the two is fifth Delivery/Archiving tab, and the
Schedule button.

The Delivery / Archiving tab lets you specify whether to email the report when it has run. The report email will
contain a PDF as well as an image of the report (raw HTML isn't sent because of varying support in email
clients).
You can also specify that a PDF copy of the report get saved in a location that you specify. If specifying a
remote path, use UNC paths since mapped drives often aren't available to services. When the report is
archived, a unique name containing the date and time will be created if there is already a report with the
same name.
At the bottom of the dialog you will see the familiar Schedule button. It works the same way as the Schedule
buttons in the monitors. You can easily specify how often the report is run.
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Scheduled reports always write to the same location on disk, so the URL to the report is always the same, and
viewing the report in the browser will show the latest generated version of that report. This makes it easy to
save the URL in your browser's Favorites list. If you want to change this behavior, see Report Settings.
Reports that have already run are available in two locations:
In the Console. Click the Reports button on the right side of the navigation pane. Expand the View Existing
Reports node to see all report types. Expand a report type to see existing reports of that type.

The top right of every report contains a button labeled All Reports. This button will take you to a table of
contents page showing all available reports.

Report Troubleshooting
If a report doesn't show the data that you expect, check the following:
Check the time frame the report is using ("Filters and Parameters" tab in the graphic above). Often the time
frame excludes available data.
Consider when the report is run and when data collection happens. If you run a report at 1am, but the
monitor first collects data at 2am, a report for Today won't have anything to display.
Doublecheck the Filter and Parameters tab for other settings. Some times the parameters end up excluding
data that you want.
Make sure the data set selected in the Source Data tab is what you expect.
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Server Status Report
The Server Status Report is a quick way to check basic stats on your server.
At the top right of the report are buttons to show you the reports for the group the server is part of, the index
of all reports, and a button to get a PDF version of the report.

In the System Information area are some optional charts. The graphs will probably be different than the ones
shown above. The charts are automatically created based on data collected by the running monitors. That
means if you want to see a Disk Space chart for example, a Disk Space monitor needs to be added to the
server to collect the data for the chart.

When you scroll down past the charts, there may be be a System Details section. The data for System Details
is collected via WMI on Windows servers. If that section is missing, look at the very bottom of the report for
WMI hints. (Note: Getting WMI working can be tricky. Many customers opt to disable WMI polling completely,
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with the only sideeffect being that the blue System Details block above is not shown. Monitoring and alerting
does NOT depend on WMI at all).
The next section is Monitor Status. All monitors on the server are shown here, along with the most recent
status and the next run time for the monitor. If you want to see the Last Run Time, rightclick on the monitor
in the navigation panel on the left side of the application.
The Recent Errors section shows alerts that have recently been fired. On the right side is an optional columns
labeled Ack, short for Acknowledge. The Ack column is part of the Error Auditing system. You can hide or show
the column and make other adjustments to the Error Auditing settings by rightclicking the computer and going
to Report & Delivery Settings > Report Settings.
If you are using a Pro or Lite license, you can also schedule the status reports to be emailed to you. Simply
rightclick on the server and choose Report Delivery Schedule.

If you are an IT service provider and want to mail reports to your clients, be sure and set:
HKEY_LOCAL_MACHINE\software\PAFileSight
[DWORD]Reports_DisableNavButtons = 1
This will remove navigation links from the reports so clients won't be able to browse to other clients'
reports. Naturally navigation within the Console will be unaffected.

104

Contents

Viewing System Activity
The View System Activity item is the place to go if you ever want to see what the monitoring service is
currently working on. You can choose to show or hide the following activity types:
Monitors, with the ability to filter on monitor state (running, completed OK, fired actions, or internal error)
Actions that have been fired
Monitoring service start and stop events
License events (new licenses found, license mode being used, etc)
Reports generated (automatic or ad hoc)
When you view the running system, you'll notice that running monitors have a start time, but no duration
since it hasn't finished yet.
The activity log is purely for your information and can be cleared at any time. When it grows to a length of
5000 items it begins to automatically remove the oldest items.
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Visual Status Map
The Visual Status Map is one of the available group level reports. The map display allows you to easily see
the status of servers and server groups that you have placed on a map or other graphic. This type of display
can be beneficial in determining network problems that are geographically significant due to server locations.
To see the Visual Status Map, select a group in the Navigation Window and click the "Map" link in the gray
menu bar at the top of the report.
The following report is what a typical Visual Status Map might look like:

The map appearance and the positions and style of the status indicators can be configured in the Status Map
Editor Dialog. There are several maps of different areas around the world, and you can also add your own map
grapic.
The map graphic and the server icons will stretch to fit the available browser window space.
The colors displayed by the status indicators correspond to the "worst" monitor state of all monitors on the
computer (or for all monitors within the computer group). In other words, the presence of one monitor in an
alert state for a given computer will cause its indicator to display in yellow. A "green" status indicates that the
computer has no detected problems.
Group status reports can be configured to autorotate among reports. See Group Report Settings.
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Remote Server Monitoring
PA File Sight can monitor the server it's installed on. It can also monitor other servers on the LAN by installing
a Satellite Monitoring Service on them.
The Satellite will do the monitoring at the remote location and report statistics and status information back to
the Central Monitoring Service as shown in the image below.
The Satellite is normally installed on servers on the local LAN, but it can also be installed on servers across
firewalls (including across the Internet) as long as a single incoming port is opened to the Central Monitioring
Service (so the Satellite can make a secure HTTPS connection).
NOTE: The Satellite Monitoring Service is only available in Ultra product editions.

The steps to monitoring additional servers are:
1. Install a Satellite Monitoring Service on the additional servers. This is usually easiest done via Easy Deploy,
though it can be installed manually as well.
2. Configure the Satellite Monitoring Service (not necessary if Easy Deploy was used)
3. Once the computers have been added, add new monitors to watch the servers. You will be able to add the
new monitors as though the computers they belonged to were on the local LAN  PA File Sight takes care of
everything else.
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Remote Installation Prerequisites
You must complete the following steps before installing either PA File Sight Consoles on a remote computer or
Satellite Monitoring Services. These steps not needed for the initial installation.
Note: You only need to complete these steps one time. You do not need to repeat them if you install
additional Consoles or Satellite Monitoring Services.
1. Open the PA File Sight Console that was installed on the same computer as the Central Monitoring Service.
2. Connect to the local host.
3. Select the HTTP Server Settings command on the Settings menu. The HTTP Server Settings window
appears.

4. Select the Use SSL for all HTTP communication option and note the HTTP port number.
5. Ensure the port is accessible from the remote servers. A firewall exception might need to be created if
Consoles or Satellite Monitoring Services will be installed across the Internet from the Central Monitoring
Service. This is the only incoming port that might need to be opened.
6. Click OK to restart the monitoring service.
Note: If you are using SSL for all HTTP communication, and browser certificate alerts appear, click the SSL
Certificate Hints link for information about how to resolve the alerts for your browser.
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Installing a Satellite Monitoring Service
To install a Satellite Monitoring Service
1. Be sure that you have completed the Installation Prerequisites before installing your first Satellite
Monitoring Service.
2. On the computer on which you want to install a Satellite Monitoring Service, open a browser, and connect to
your Central Monitoring Service using the following URL:
https://[computername]:[port number]
where computername is the name of the computer where the Central Monitoring Service is installed, and
port number is the HTTPS port that the service exposes (See Installation Prerequisites).
3. On the main reports page, near the bottom, is a "Product Installer" link for the Setup program. Download
and run the setup program.
4. The Welcome to the PA File Sight Setup Wizard page appears.

5. Click Next to advance through the wizard, accept the license agreement, select a destination location, and
then display the Select Components page.
6. Select the Remote Monitoring Agent option.
Note: If you don't have access to a remote Console, select the Console User Interface option as well.
7. Click Next repeatedly while accepting all the defaults.
8. Ensure all options are selected on the Completing the PA File Sight Setup Wizard page, and then click
Finish. The Configure Satellite Monitoring Service window will appear.
Next, Configuring a Satellite Monitoring Service.
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Configuring the Satellite Monitoring Service
To configure the Satellite Monitoring Service

1. Enter the computer address and port of the Central Monitoring Service in the Central monitoring service
address box. This was determined during the Installation Prerequisites.
2. Click Test connection to service. The Success window appears if the the connection is successful. If there
is a problem, several troubleshooting tips will be shown to help fix the problem.
3. Click OK to close the Success window.
4. Enter a name in the Satellite description box.
5. Click the Advanced ... button which will display settings for the Satellite Monitoring Service. It is
recommended to have the service use an account that has access to the computers that it will be
monitoring. The default Local System account cannot access remote computers. See Remote Monitoring
Account Hints for more information.
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6. Click Apply Settings to save your changes.
7. Start a Console GUI, and then connect the console to the Central Monitoring Service. The main PA File Sight
Console window will appear:
8. Click Satellites Services in the left navigation panel, and then select the Satellite you just installed. If it is
not displayed, wait a few moments and then click the Satellite Services node to refresh the list.
9. Rightclick the Satellite that was just installed, and select Accept Satellite.... This will allow the Satellite
to connect to the Central Monitoring Service.

Now that the Satellite is connected to the Central Monitoring System, the system will add the computer to
Servers/Devices in the Navigation Panel. You can now add and configure monitors on that computer via the
Console just like you would add a monitor from the Central Monitoring System.
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Satellite Operations
From within the Console, you can rightclick a Satellite and see a variety of options that are described below.

Accept Satellite  This allows a newly added Satellite to communicate with the Central Monitoring Service as
mentioned in Configure Satellites.
Delete Satellite record  This removes the Satellite from the Central Monitoring Service. Computers that are
monitored by the Satellite service will not be automatically removed. If the Satellite service is still installed
and running on a remote computer, it will need to be accepted again before it is able to communicate with the
Central Monitoring Service.
Satellite down notification  When a Satellite is created, you can specify if you want to be notified if the
Satellite stops reporting in to the Central Monitoring Service. This menu item lets you change that notification
setting at a later time as well.

Rename remote Satellite  This option simply renames the Satellite as it appears in the Console GUI and in
reports.
Restart remote Satellite service  This command will instruct the remote Satellite service to stop and restart
itself. The computer hosting the Satellite service will NOT be rebooted.
Upgrade remote Satellite service  Using the Satellite Status Report you can see which software version
each Satellite is running (this is also available at the bottom of the Satellite's popup menu in the status
area). This option will upgrade the Satellite to the current PA File Sight software version that the Central
Monitoring Service is using (the setup file is downloaded from the Central Monitoring Service). The remote
Satellite service will stop and restart as part of the process, but the remote computer hosting the Satellite
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service will NOT be rebooted.
Retrieve Satellite log file ...  A request is sent to the remote Satellite to send its internal log file to the
Central Monitoring Service. The file will be saved along with the other product log files as specified at the
bottom of the Settings dialog. The request is sent immediately, but it could take a minute or two (especially if
the log file is large) before it shows up in the Log directory.
Remote Desktop to Satellite Service computer  A SNAP Tunnel will be created to the remote Satellite using
a dynamically chosen source port. The Remote Desktop client application will be launched and connected to
the remote Satellite computer automatically.
Create SNAP Tunnel  See SNAP Tunnels.
Show existing SNAP Tunnels  All existing SNAP Tunnels are displayed. You can select an existing SNAP
Tunnel and close/delete it. Any application that might have been using the SNAP Tunnel will see its
connection terminated.
Satellite Status  Various Satellite status values are shown here.
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SNAP Tunnels
NOTE: The features described below require a Satellite Monitoring Service, and thus are only available in
Ultra product editions.
Secure Network Access Portal Tunnels, or "SNAP Tunnel" for short, are a means of securely tunneling arbitrary
TCP/IP data from the Central Monitoring Service to a remote Satellite Monitoring Service, and vice versa. This
enables point to point network connections among LANs, even if separated by firewalls or the Internet.
SNAP Tunnels are defined by choosing a direction (from Central Monitoring Service to Satellite, or the reverse),
a destination IP address, and source and destination ports. Once defined, data arriving at the source port will
be securely forwarded to the destination port. A timeout value can also be specified to automatically close the
SNAP Tunnel after the given amount of inactivity time expires.

In the diagram above, the red arrow indicates the direction that connections take place. The destination port
is 3389 which is the typical Remote Desktop port. So a client that connects to the computer where the Central
Monitoring Service is running, on port 82 as shown above, will actually get forwarded to and connect to the
remote network's 192.168.2.200 on port 3389. That means the Remote Desktop client can connect to port 82
on the local computer and actually have an RDP session with a remote computer, even though the remote
computer has not opened any ports in the firewall.
Existing SNAP Tunnels can be seen by right clicking a Satellite and choosing Show Existing SNAP Tunnels as
described in Satellite Operations.

Security
SNAP Tunnels have a couple of factors that make them very safe:
All data going through a tunnel is SSL encrypted. This is a requirement for using remote Satellites and can
not be circumvented.
The remote Satellite contacts the Central Monitoring Service via a single HTTPS port. No ports are opened to
the remote Satellite computer (see remote scenario image). No ports in remote firewalls need to be created.
This means there is no way for an outside to access the tunnel. Only computers on the local LAN on the
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source side of the SNAP Tunnel can access the tunnel.
Inactivity timeouts automatically close the SNAP Tunnel when not being used

Usage
The most common usage for SNAP Tunnels is for remote support, via Remote Desktop, VNC or another remote
control client. Other applications can be used as well  just point the destination port at the remote service's
listen port and IP address. Then connect the client application to the local side of the tunnel.
For example, if you want to connect using VNC to a computer at a client's office, and the client's computer IP
address is 192.168.5.12, set up the SNAP Tunnel as follows:
Direction: Connect from Central Monitoring Service to Satellite computer (top radio button)
Source port can be any unused port: 9000 (for this example)
Destination port: 5900 since that is VNC's default listen port (this assumes the VNC listener is installed on
the client computer and using the default port)
Address: 192.168.5.12. Note that this address does not need to be accessible from the Central Monitoring
Service  it just needs to be accessible from the Satellite.
Timeout: 5 minutes (to close the port when finished
Launch the VNC client at point it at: {Central Monitoring Service IP address}, port 9000. VNC will connect and
be forwarded to the client's computer.
Note that the above example used VNC and requires the VNC listener to be running. Remote Desktop is
typically running and available on most Windows servers and is therefore often an easier option.
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Remote Desktop (Remote Support)
NOTE: The features described below require a Satellite Monitoring Service, and thus are only available in
Ultra product editions.
PA File Sight enables Microsoft's Remote Desktop (and VNC, etc) to connect to computers across firewalls that
otherwise would not be accessible. This is done behind the scenes via SNAP Tunnels (Note, you do NOT need
to create a SNAP Tunnel for Remote Desktop  PA File Sight will take care of it).
There are two easy ways to quickly start a Remote Desktop session with a remote computer.

Connect to a Monitored Server
Rightclick the computer and choose Operations > Connect with Remote Desktop. This will create a SNAP
Tunnel and then launch Remote Desktop with the appropriate commands for it to connect using the SNAP
Tunnel.

Connect to a Satellite Computer
Rightclick on a Satellite and choose Remote Desktop to Satellite Service computer. This will create a SNAP
Tunnel and then launch Remote Desktop with the appropriate commands for it to connect using the SNAP
Tunnel.

116

Contents

Installing Remote Consoles
The PA File Sight Console can be installed and run on any computer that can reach the Central Monitoring
Service. If the service's HTTPS port is available through the company firewall, the Console can be installed and
run on any computer that has Internet access.
To install a Remote Console
1. Be sure that you have completed the Installation Prerequisites before installing your first Remote Console.
2. On the computer on which you want to install the Remote Console, open a browser, and connect to your
Central Monitoring Service using the following URL:
https://[computername]:[port number]
where computername is the name of the computer where the Central Monitoring Service is installed, and
port number is the HTTPS port that the service exposes (See Installation Prerequisites).
3. On the main reports page, near the bottom, is a "Product Installer" link for the Setup program. Download
and run the setup program.
4. The Welcome to the PA File Sight Setup Wizard page appears.

5. Click Next to advance through the wizard, accept the license agreement, select a destination location, and
then display the Select Components page.
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6. Select the Console User Interface option, and leave the other options unselected.
7. Click Next repeatedly while accepting all the defaults.
8. Click Finish to complete the installation. The PA File Sight Console connection window will appear.
Next, Starting the Console
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Controlling Remote Access
To control which users can use a Remote Console to connect to the Central Monitoring Service, go to Settings
> Remote Access. This must be done from the Console installed on the Central Monitoring Service.
When you initially open the Remote Access Control window, it looks like the image below.

Remote Access allows you to specify lists of users that can run Remote Consoles, and also which users can
login and view reports if they are protected. You can specify a user list via simple text file, or via Active
Directory or LDAP groups. When logins are checked, the UserList.txt file is checked first, and then the LDAP or
Active Directory server.

UserList.txt Users
The easiest way to specify users is via the UserList.txt file. This is a simple text file which contains comments
on how to enter new users. It's quite easy:
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#

This is the default UserList.txt file
Users are specified using the format shown below:
[Users]
{username}={password},{role}
Passwords ARE case sensitive, username is not. Don't use a comma in
the password itself.
Role is a value shown below:
A  administrator  full rights to configure the system (implies R and V)
R  run reports (implies V)
V  view existing reports (via Console or web browser)
So an example file might look like:
[Users]
dan=S3cr3tP@assw0rd,A
jon=m1ghym0us3,R
philip=w@tch,V

119

# Extra space or tab characters will be removed when the file is processed

[Users]
doug=test16,A
quinn=h@ryp077er,A
john=l33tr,A
henry=5891sda,A
bob=239ska,R
In the example above, user Quinn would be able to login to a Remote Console or a password protected report
page using password h@ryp077er.

Active Directory Users
PA File Sight can also refer to Active Directory groups to specify user logins.
1. First, specify an Active Directory or LDAP server and its port. The default LDAP port is 389.
2. Indicate whether the server is LDAP or Active Directory.
3. Specify a username and password for an account that can connect to and search the directory. This will be
used to check group membership. This account does not need any write rights to the directory.
Every few seconds the server settings and account credentials are checked. Once good credentials have
been entered, the rest of the dialog will be enabled automatically.
4. Click the ... button next to Top OU to search for users. If nothing happens, the credentials are not
allowing access to the LDAP or Active Directory server. If the credentials are good, an LDAP Browser dialog
will appear. Choose the top OU where the user accounts exist.

5. Choose three groups whose members will have Administrator, Run Report and View Report rights
respectively. If a user is in multiple groups, they get the rights of the highest group they are in.

Not all groups have to be specified as shown below.
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6. Press OK to finish. The monitoring service does not need to be restarted for these changes to take effect.
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HOWTO  Automate Satellite Deployment
Deploying the Satellite service to remote computers can be done with a few operations. Essentially the
Satellite has to be installed and then told where the Central Monitoring Service is.

Get Files to Remote Server
The installer comes with the Central Monitoring Service, the Satellite and the Console. You need to get the
installer onto the target computer. This can be done via your own copy/delivery operation. You have the option
of fetching the Setup.exe from the Central Monitoring Service via an HTTPS call. At installation time, the
installer copies itself to C:\Program Files\PA File Sight\Install\Setup.exe, which is available from:
https://{central server name}:{configured port}/$INSTALL_PATH$/Setup.exe (including the $ characters).
A registry file will also be needed (discussed below). You could copy that to the Install directory above, and
reference the file via URL using $INSTALL_PATH$/{your registry file}

Install Satellite
Once the Setup.exe program is on the target server, start it with the following command line:
Setup.exe /SP /VERYSILENT /SUPPRESSMSGBOXES /NORESTART /TYPE=satellite /TASKS="!
desktopicon,!nacli"
Documentation about these parameters and their meaning is available at
http://unattended.sourceforge.net/InnoSetup_Switches_ExitCodes.html

Directing the Satellite
The Satellite will connect to the Central Monitoring Service indicated by a registry setting. The registry key is:
HKEY_LOCAL_MACHINE\software\PAFileSight
Note: On 64bit operating systems, the key is actually under HKEY_LOCAL_MACHINE\Software\Wow6432Node
The registry settings to set are:
ServiceHostName  The hostname or IP address of the Central Monitoring Service
ReportHTTPPort  The port that the Central Monitoring Service is listening on. This is configurable.
Agent_Name (optional)  The name of the Satellite that should show up in Consoles and reports. The local
computer name will be used if this is left blank.
An example registry file is shown below.
Windows Registry Editor Version 5.00
[HKEY_LOCAL_MACHINE\SOFTWARE\PowerAdminServerMonitor]
"Agent_Name"="Dr. Johnson's Dentist Office"
"ReportHTTPPort"=dword:00000051 <NOTE, this is hexidecimal!!
"ServiceHostName"="MYPUBLIC.HOST.NAME"
You can run RegEdit and point it at a registry file like the example above, or launch the Satellite with
the /HOST command line to set the registry values:
FileSightSatellite.exe /HOST=MYPUBLIC.HOST.NAME:81 /END
The /END option tells the Satellite process to stop after it processes the command line (it's not running as a
service if you've launched it this way, so no reason to keep running).

Start Satellite
Once the above steps are complete, you can start the Satellite service using:
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net start "PA File Sight 4.2 Ultra Satellite"
The Satellite will now connect to the Central Monitoring Service and wait to be accepted (see Configuring the
Satellite Monitoring Service, the last few steps).
Once the Satellite is accepted the system will add the computer to Servers/Devices in the Navigation Panel.
You will be able to add and configure monitors on the computer via the Console just like you would add a
monitor from the Central Monitoring System.
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Custom SSL Certificate
PA File Sight can use your own SSL certificate instead of the default selfsigned certificate.
If at any time there are any problems with certificates, you can always delete the C:\Program Files\PA File
Sight\CA folder and restart the service  a new selfsigned certificate will be created.

Use your own existing certificate
1. You will need to get your certificate into PEM format if it isn't already (there are a number of utilities that
can do this that you can find on the Internet. Try searching for something like 'convert {your cert type} to
PEM')
2. Save the certificate's private key file as CLIENT_PRIVATE.pem to C:\Program Files\PA File Sight\CA
3. Save the SSL certificate to C:\Program Files\PA File Sight\CA\SIGNED_CLIENT_CERT.pem
4. PA File Sight 4.2 Ultra will need to know the password for the private key. You can specify this by running
the following command in C:\Program Files\PA File Sight:
diag.exe /SETCONFIG=SSLCertPKPW:{password}
This will encrypt and store the password with a machinespecific key in the registry. To erase the password,
run:
diag.exe /SETCONFIG=SSLCertPKPW:
5. Restart the PA File Sight service and it will now be using your SSL certificate.

Create your own new certificate
1. Go to the C:\Program Files\PA File Sight\CA folder
2. Create a folder inside CA named NewCert.
3. Copy Client.cnf from CA into NewCert
4. Open NewCert\Client.cnf in a text editor. Go to the PACA_dn section near the bottom and edit the values as
you like (C=Country, ST=State/Province, L=City). Change the CN value to the hostname of your server.
Some SSL certificate providers expect to see a dot in the name, so the public name of your server would be
best (something like monitor.mydomain.com). Note that depending on the SSL provider that you use, the
subjectAltName field might be ignored which is where additional machine names are mentioned.
5. Open a command prompt and change directory to C:\Program Files\PA File Sight\CA\NewCert
6. Run ..\..\openssl.exe req newkey rsa:2048 keyout "C:\Program Files\PA File
Sight\CA\NewCert\CLIENT_PRIVATE.pem" keyform PEM out "C:\Program Files\PA File
Sight\CA\NewCert\CLIENT_CERT.pem" outform PEM rand openssl.exe config client.cnf
7. This will create two new files:
CLIENT_CERT.pem  this is the Certificate Request file that you will send/copy to the SSL certificate vendor
(like Verisign, GlobalSign, etc)
CLIENT_PRIVATE.pem  this is the private key file for this certificate. This file will need to remain on the
server, but should be kept private.
8. To see what you are sending to the SSL provider, run:
..\..\openssl req in "C:\Program Files\PA File Sight\CA\NewCert\CLIENT_CERT.pem" noout text
9. After sending CLIENT_CERT.pem to an SSL provider, you will get back a certificate file. Save the file (in PEM
format) to:
C:\Program Files\PA File Sight\CA\SIGNED_CLIENT_CERT.pem
10. When the above file is copied, also copy C:\Program Files\PA File Sight\CA\NewCert\CLIENT_PRIVATE.pem
into the CA folder
11. You can optionally delete the NewCert folder at this point.
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12. Restart the PA File Sight service and it will now be using your SSL certificate.
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Event Escalation
NOTE: Event Escalation is only available in the Pro and Ultra editions.

State monitors (like the one shown below) support event escalation. This means that after a specified
amount of time, additional actions will be run if the monitor is still in an error state.
When you attach the first action to an escalation item, a new escalation item will be added below the current
escalation item, which you are free to use or ignore (that is, leave empty). The delay time that is preset for
this action is automatically guessed  you are free to change it.
You may configure a particular escalation group by first clicking on the Escalation node to select it. This
configuration may consist of changing the time at which the escalation group's actions are activated. You can
configure an escalation period by hand editing the time shown in it. To do so, press the F2 key or click on the
node a second time after selecting it, to "open" the node for renaming (exactly as you would with a file or
folder name in Windows Explorer.) You can then enter a time value, which consists of a whole decimal number
(no decimal point) followed by one of these time units: minutes, hours, or days. You do not need to type the
"after the first error" portion.
Examples of correct escalation time setting text:
12 minutes
2 hours
1 day
PA File Sight will always revise the text to read "XX minutes after the first error:" once you close the editing of
the node. A nonminutes value will be normalized to the correct number of minutes (for instance, "1 hour"
becomes "60 minutes after the first error.") The escalation groups will be visually resorted in the order of the
times that they contain when you complete your editing.
Any escalation groups that are created, but left empty, will automatically be removed when you leave the
Actions dialog.
See Adding Actions for additional information.
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Monitor Schedule
Most monitors have a Schedule button in the lower right corner of their configuration dialog. When the mouse
hovers over the Schedule button, the Schedule window is shown below:

You can schedule the monitor to run using a timebased period, on a daily, weekly or monthly schedule.
Advanced Options for most monitors will also let you specify a time during the week (in 30 minute increments)
when a specific monitor should not be run. This might be useful during system backup for example.
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File Sight  Interpreting Application Behavior
Many applications that work with documents (word processors, spreadsheet programs, graphic programs, etc)
open your document and then work with it in a temporary file. For example, imagine you have the following
file:
C:\Docs\My Story.doc
When you open the file, your word processor will often create the following file to track your edits:
C:\Docs\~My Story.tmp
When you are finished editing the document, the temporary file has all of your changes. In order to minimize
data loss and be as safe as possible, many programs will do the following:
WRITE to C:\Docs\~My Story.tmp (to save all of your edits)
DELETE C:\Docs\My Story.doc
RENAME C:\Docs\~My Story.tmp to C:\Docs\My Story.doc
PA File Sight sees all of this activity and reports it. You might be concerned to receive alerts about files being
deleted since people should only be editing, not deleting important documents. However, as shown above, the
file really was deleted.
In order tell you what is really happening, PA File Sight will try to interpret the stream of activity above. It will
match the DELETE and RENAME and turn it into a write event for alerting and reporting purposes.
So, if PA File Sight sees:
WRITE to C:\Docs\~My Story.tmp
DELETE C:\Docs\My Story.doc
RENAME C:\Docs\~My Story.tmp to C:\Docs\My Story.doc
it will turn it into
WRITE C:\Docs\My Story.doc
This will help you understand what is really happening as far as the end users are concerned.
Caveats:
Doing the above processing requires extra memorymore events have to be held in memory now so they can
be compared. (For example, all DELETEs have to be held in case a RENAME comes along a short while later).
Some additional CPU processing power is also required to search through and match up related events.
Alerting is delayed a few seconds (a DELETE alert should not be sent if it will ultimately get turned into a
WRITE).
Several saves within a few (5  10) seconds will not always be interpretted correctly, so some of the
underlying RENAME and DELETE operations may show through.
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File Sight  Alternate Data Streams
Alternate Data Streams are a feature of Microsoft's NTFS file system. Basically they are files within a file, with
specially formatted information at the end of the file name to indicate which 'file' within the file is being
specified. Some applications (including the operating system) uses these data streams, and some do not.
You can read more about them at:
File Streams (Microsoft.com)
Streams utility (Microsoft.com)
Google Search
Data streams often look like the following example:
C:\Documents\Financial Data\Payroll.xls:38FJLK2KA81FJLA:$DATA
The data that is saved in a data stream is completely dependent on the operating system and/or the
application. Sometimes it it meta data (such as author information), sometimes it might be tracking data, etc.
The data in the streams may or may not be visible to the end user (meaning they might not know the
alternate stream data is being changed by what they are doing).
PA File Sight sees these file streams being accessed just like any other normal file. For your alerting and
reporting purposes PA File Sight lets you specify how you want to treat file stream data. The options are:
Show stream access  This is the default, so for the example above you could see accesses happening to the
shown stream as well as separate actions on the base Payroll.xls file
Truncate stream  Instead of showing the complete file stream name in the example above, PA File Sight can
truncate the name to the base file (C:\Documents\Financial Data\Payroll.xls in the example)
Ignored streams  When a file stream is detected, it is completely ignored
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Service Monitor
The Service Monitor watches the same system services that can be seen from the Administrator Tools Services
applet. If a service is not running, actions are fired (which could notify you and/or restart the service for
example). The Restart Service action is typically attached to this monitor.

Watch the training video How to Add Service Monitor in PA Server Monitor.

The services in the "All services list" come from the computer being monitored.
The easiest way to use this monitor is to check the "Monitor all services that are set to Automatic start". If a
service is set to Automatic start isn't running, alerts will fire.
In addition to (or instead of) the above check box, you can also specify a specific list of services to monitor by
moving them to the list on the left labeled "Also monitor these specific services". You can press Add All
Running Services to automatically add the services which are BOTH currently running AND set to Automatic
start type.

Note: If the target server is monitored by a Satellite, the available services list will be retrieved from the
Satellite during the configuration step.
Some services (even Automatic start services) start and stop as part of their normal operation. Add these
services to the "Ignore these specific services" list to avoid being notified when the service stops. PA File
Sight will automatically had a few well known services to this list if they are found on the target computer.

Standard Configuration Options
Like all monitors, this monitor has standard buttons on the right for Adding Actions, setting Advanced Options
and setting the Monitor Schedule.

Supported Reports

Service up or down data is recorded every time the monitor runs. You can define a time period, and optionally
a summarization (hourly, daily, weekly, monthly) to create an uptime report for the service.
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Troubleshooting Missing Email Alerts
One of the most popular features of all of our products is the Email alert. Everyone relies on it to be notified
of issues that are occurring on monitored computers. But sometimes the alerts don't arrive.

Test email work?
When you initially configured the Email Action a test message was sent. If the test message failed to arrive:
Look closely at the error message (if any) that is shown when the test message was sent. It is a log of the
conversation with your mail server. What is your mail server saying? Often it will say something about
failure to authenticate (username/password are bad), or perhaps something about connection terminated
(which could indicate that an antivirus or firewall app is preventing Console.exe from sending the test
message). You might need to add an exception for Console.exe to the antivirus/firewall app.
If the message was successfully sent, did you receive it? If successfully sent, it means your SMTP server
accepted the message for delivery, so if you didn't get it, something downstream is involved. Check your
spam folder closely.

Exchange and other mail servers
Microsoft Exchange, and other mail servers as well, actively try to keep from sending spam. Because of this,
you need to check a few settings on the mail server which might prevent message delivery:
Is the mail server configured to accept outgoing mail via SMTP? (Relay settings)
Do you need to enable SMTP sending from a specific IP address?
Does the user account that logs in to the mail server have rights to forward/relay mail via SMTP?

Test message received, but no alert emails
If the test message was received, all of your settings are OK. If alert emails are not being received, either the
service isn't trying to send them, or something is blocking them.
To ensure the service is trying to send emails, add the Message Box action to the monitor. If the Message
Box appears, you know an email should too. If the Message Box doesn't appear, the monitor doesn't think it
needs to fire alerts.
If you got the Message Box, but still no mail, it's time to look at environmental factors. Most often this ends
up being an antivirus or firewall application that is blocking the service from sending emails. You may need
to add an exception for the service application (either ServerMonSvc.exe, StorageMonSvc.exe or
FileSightSvc.exe).
Finally, check your spam filter. There have been cases where test emails go through, but for some reason alert
emails were tagged as spam.

Need more help?
If the above doesn't help, it's time to look at log files. Enable Debug Logging at the bottom of the Settings
dialog. Then wait for the event which should have sent an email.
When an email should have been sent but wasn't received, you can look at the product's service log file. The
file is located in the directory shown at the bottom of the Settings dialog. It will be named {product name}
_Service_Log.txt. Look in the file for lines that contain "SMTP:" (without the quotes). That is a log of the
application's conversation with your mail server. It will either shown the problem, or show that the mail server
accepted the message for delivery, in which case you'll need to look at your mail server.
If you need help interpreting the log file, you can send it to us at support@poweradmin.com.
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Remote Monitoring Account Hints
The most common problem when trying to monitor remote server resources (disks, PerfMon counters, running
services, Event Log, etc.) is getting the remote server to allow access to the resources. Windows security
won't simply fulfill any requested access issued by any random machine on the network (imagine the chaos!).
A token representing the user making the request is sent along with the request. The remote server checks
the token against an access control list which protects the target resource and determines whether to allow
access or not.

Troubleshooting
Skip forward to your particular scenario:
Connecting to computers in a domain
Connecting to computers NOT in a domain
Connecting to Vista and Windows 2008 computers

Background
So which user is making the request?
Go to the Services control panel applet (under Administrative Tools), and open the properties for any service.
You will see a Log On tab. This tab controls which user account is used to launch the service. All services run
as some user. A special user account named Local System is often used which has full access to the local
machine, but no access outside the machine. In addition, you can rightclick on a computer in the Console and
select "Set Login Credentials" to set computerspecific credentials to use when monitoring that computer.
If no computerspecific credentials are entered, then all requests are made as the user which is listed on the
Log On tab (also shown in Settings). In the examples below, we assume that there are no computerspecific
credentials.
Consider the scenario where machine "OPS" is running a service (like the Power Admin monitoring service) and
wants to look at the Event Log on machine "SERVER". If the service is running as Local System, the Event Log
request would contain a token referring to user "OPS\Local System". The problem is, machine SERVER doesn't
know anything about "OPS\Local System". For all it knows, that account might be a simple guest account.
Access will be denied.

What solutions exist?
There are two basic ways to get around this problem, and they both involve getting the request on OPS to run
as a user which SERVER will recognize.
Solution 1
The first solution is to use synchronized username and passwords on the two machines. You can create a user
account named "Inspect" on OPS with password "baseball". Then go to SERVER and create a user account
named "Inspect" with password "baseball". When user "Inspect" runs the service on OPS, and sends a request
to SERVER, the token turns out to contain not just the username, but a hashed form of the password as well.
When SERVER receives the request, it checks its local user database and finds a matching user, hashes the
local password and finds that they match. It then allows the request as though it had originated from the local
user "Inspect". Any access to resources granted to the local user "Inspect" on SERVER can be accessed

132

remotely from the similar user "Inspect" on machine OPS. The downside to this solution is it requires all
monitored machines to have synchronized usernames and passwords. This doesn't work for "Local System"
because Local System is a special operating system account tied to the local computer (and you can't set
Local System's password).

NOTE: Starting with Windows XP a security policy was introduced that causes incoming local credentials (from
a remote host) to be assigned Guest user rights. That won't help. You'll need to set the policy back to Classic
mode. Microsoft documents this here: [1] and [2]. This can be corrected by switching to Classic file sharing, or
by going to Administrative Tools > Local Security Policy > Security Settings > Local Policies > Security
Options. Look for "Network Access:Sharing and Security model for local accounts" and set it to "Classic".
Solution 2
The second solution requires using domain accounts. Imagine that the machines OPS and SERVER are both in
a domain named DOMAIN. The domain could then have a user created named "Inspect" for example. The
service on OPS should then have it's Log On user set to DOMAIN\Inspect. On SERVER, you would grant access
to any resources that should be monitored to user DOMAIN\Inspect (or as a shortcut, make DOMAIN\Inspect
part of the local Administrators group). When Server Monitor tries to monitor the Event Log on SERVER for
example, a token representing DOMAIN\Inspect will be passed with the request. SERVER will recognize the
token and allow access according to the rights granted to DOMAIN\Inspect.

IMPORTANT NOTE: Both solutions above discuss changing which user the monitoring service runs as. You
can also set the login credentials on each individual server from within the Console. Right click the server and
you'll see the Set Login Credentials option. You can choose to communicate with the server as the user
running the service, or pick a specific username/password for that server. When choosing a
username/password for that server, the username still has to satisfy what is discussed above (i.e. it needs to
be a locally synchronized username or a domain username).
Is there any other way?
There is a third alternative: Install the monitoring product on the remote server. It can then run as Local
System and look just at the server itself. Power Admin monitoring products install quickly, and the Easy
Configuration feature makes it simple to copy a monitoring configuration from one machine to another.

Connecting to Servers in a Domain
When monitoring machines that are in the same domain as the monitoring server, it's easiest to use a domain
account to gain access to the remote servers. If one domain account will work for all servers, you can set the
service to run as that account  that is the easiest scenario.
If you can't run the service as a domain account (perhaps because multiple domains are involved), you might
need to specify separate credentials for each server. You can do many at once via Bulk Config, or rightclick on
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an individual server and choose Type & Credentials > Set Login Credentials.
Troubleshooting: If you get an error indicating the credentials don't grant access to the remote machine, that
very often implies some sort of firewall (a network firewall and/or a firewall running on the remote machine) is
blocking access. In that case, try to remove as many variables as possible and see if a connection can be
made. We recommend using the Windows Event Log Viewer. Start it, and using it, try to connect to the
remote machine and view its Event Log. If you can not connect (perhaps with RPC errors) that very often
indicates a firewall is blocking Windows RPC calls.
More info on Windows RPC ports
Also make sure the Remote Registry service is started on the target server.

Connecting to Servers NOT in a Domain
When either the monitoring server or the target server are not in a domain, local accounts have to be used. In
this case there are two options:
Use synchronized local accounts (Solution 1) as discussed above. Use the local server name for the domain
field.
Use an account that only exists on the remote machine. In this case, make sure to use the remote server
name for the domain field.

Troubleshooting: If the above doesn't work and you get an error indicating the credentials don't grant access
to the remote machine, that very often implies some sort of firewall (a network firewall and/or a firewall
running on the remote machine) is blocking access. In that case, try to remove as many variables as possible
and see if a connection can be made. We recommend using the Windows Event Log Viewer. Start it, and using
it, try to connect to the remote machine and view its Event Log. If you can not connect (perhaps with RPC
errors) that very often indicates a firewall is blocking Windows RPC calls.
More info on Windows RPC ports
Also make sure the Remote Registry service is started on the target server.
If you can connect with the Event Log Viewer, but you are still told the credentials aren't working, you can
force the monitoring product to create a connection to the server via the \\server\IPC$ share. To do this, go
to:
PA Server Monitor
HKEY_LOCAL_MACHINE\Software\PowerAdminServerMonitor
PA Storage Monitor
HKEY_LOCAL_MACHINE\Software\PAStorageMonitor
and set/create the DWORD value ImpForNetConnect = 1

Connecting to Vista and Windows 2008 computers
The information above for Connecting to Servers in a Domain and Connecting to Servers NOT in a Domain still
applies to Windows 2008 Servers and Vista. However, Windows 2008 and Vista comes with a powerful and
strict firewall that is turned on by default. This firewall will almost certainly block remote monitoring requests.
To change the firewall configuration, go to Administrative Tools > Windows Firewall with Advanced Security.
Microsoft has a good Getting Started Guide to help you become familiar with the interface.
There are firewall rules to control finegrained access to the server. If you want to monitor the server's Event
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Log, you'll need to enable those rules. For monitoring services, you'll need to enable the servicerelated rules.
If you want the rich server status report (which is built by polling the server via WMI), you'll need to enable
the WMI rules.

Finally, UAC
From reports we're receiving from the field, it appears UAC needs to be disabled for remote WMI queries to
work. With UAC running, an administrator account actually has two security tokens, a normal user token, and
an administrator token (which is only activated when you pass the UAC prompt). Unfortunately, remote
requests that come in over the network get the normal user token for the administrator, and since there is no
way to handle a UAC prompt remotely, the token can't be elevated to the trueadministrator security token. So
if you find that you can perform certain activities (like clear an event log for example) when logged on directly
to a Vista/Windows 2008 machine, but can't do it remotely, you can thank UAC :)
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Setting Up SMS Alert Messages
PA Server Monitor can send SMS messages when your server is down, low on disk space, low on
memory, etc. Download the Free Trial and try it out!

One of our most popular features is the ability to alert you when something isn't quite right. Many users want
those alerts to go to their mobile phones via SMS message. There are three ways to accomplish this:

Easiest Solution

SMTP Email Message Action
Many mobile phone providers provide an SMTP gateway for sending messages directly to a mobile phone.
This is usually the easiest way to send an alert to a phone or other mobile device.
For example:
TMobile supports sending an email message to <phonenumber>@TMoMail.com
Sprint supports sending email messages to <phonenumber>@messaging.sprintpcs.com
The messages get forwarded straight to the phone. Check with your phone provider to see if they provide
this service, or check this Wikipedia article which lists SMSemail gateways for many phone providers
around the world.
In addition, recent versions of the Email Message Action now support directsending of SMTP messages,
without needing an SMTP server in most situations.

Send SMS Text Message (SMPP) Action
This action sends SMS messages from a monitoring program to a mobile phone via an SMPP gateway server on
the Internet. Typically your mobile phone provider will have an SMPP gateway and will give you the parameters
to fill in for this action. You can also contract with some 3rd party companies to let you use their gateways.

Phone Dialer (DTMF/SMS)
If you have a server that is not connected to the Internet, you can often hook up a modem/cell phone to the
computer via a COM port. The Phone Dialer action lets you create scripts to dial the phone and send DTMF
tones, or if a mobile phone is attached, you can send SMS messages directly.
Sending SMS messages directly from a mobile phone will require you to look in your mobile phone's manual
and find out what commands it supports. Generally you'll be looking for the CMGS command. The following
sample script gives you an idea of the commands that you are looking for:
ATZ
AT+CMGF=1
AT+CMGS=12345678
Server problem
{VAL:26}

(phone number to dial)
(text to send)

Note that the {VAL:26} is how you send a CtrlZ (End of Message character). Our products support
replacement variables in the message text so you can send the title or description of an error message.
At least one customer found that having any extra lines (even blank lines) after the {VAL:26} would cause the
message to not send (this is likely phone specific). Also, ATE0 turns off local echo, which will prevent the
system from interpretting echoed outgoing text as response commands from the phone/modem.
A few customers in Europe have connected a cell phone to their computer to send SMS messages without an
Internet connection. A customer in the U.S. did the same thing and gives some tips:
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Phone used: AT&T Go Phone  Samsung SGHa177
The phone powers/charges through the USB cable
Get the data cable. The box doesn't come with a CD so you have to go online at Samsung and
get the drivers at http://www.samsung.com/us/support/search/supportSearchModelResult.do
The drivers won't load the modem. You have to download the Samsung Studio (used for
transferring data and backing up your address book). After you download and install the 95
MB program and connect to the phone, the drivers will load.
Check your COM port in Control Panel  Modems, and use that in the Phone Dialer action
settings.
ALSO, When I disconnect and reconnect the phone, the COM port used by the phone jumps from
4 to 5 and back. So be aware that if you have to cycle power on the box, check the COM port
or you won't get notified. One option around this is to setup two Phone Dialer actions 
one goes to COM4 and another one to COM5 and just put up with the email on the failed
alert.

Thanks Tim.
More details are available in the Phone Dialer (DTMF/SMS) document page.
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SSL Certificate Hints
Starting with version 3.7, Power Admin products (PA Server Monitor, PA Storage Monitor and PA File Sight)
support using SSLenabled HTTP (HTTPS) for serving reports, and for console to service communication. Self
signed certs are used by default to make this as convenient as possible for you the customer.

Certifying Authority
Most SSL certificates come from a wellknown certifying authority like Verisign, Thawte, GeoTrust and others.
These companies charge for their certificates, which enables them to do some level of check on the company
requesting the certificate. Because of this, browsers recognize certificates signed by these Certificate
Authorities.

SelfSigned Certs
With selfsigned certs, a Certifying Authority was not involved. That means the product has to sign it's own
SSL certificates, and therefore be its own Certifying Authority. Since the browser doesn't know about this new
Certifying Authority, it shows warnings indicating it doesn't know whether to trust the SSL certificate or not.
To make the browser stop displaying the warnings, you have to install the new Certifying Authority certificate
into the browser as a Root CA or Trusted CA. Be careful  only install a new Certifying Authority when you
know who it is because you are telling the browser to trust SSL certificates from that authority. In this case,
the Power Admin product created the new Certifying Authority on your computer. No other computer has that
Certifying Authority.
For instructions on installing a new Certifying Authority in popular browsers, choose your browser below:
Instruction for installing in Internet Explorer
Instruction for installing in FireFox
Instruction for installing in Google Chrome
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Update Checks and Privacy
Many customers asked us for a simple way to be notified of product updates. We responded by building it into
the application via the Settings dialog. You can control whether you check for updates, and how you are
notified.
When an update check happens, an HTTP request is made to a page on our webserver. Appended to the URL
we send the current version that is running (so the web server can decide whether a newer version is available
or not, as well as whether any versionspecific message needs to be sent back).
The product also sends three additional pieces of information for statistical purposes:
Whether the product is in demo mode or not
The number of servers being monitored
How often the update check will happen (every 30 days if enabled)
Nothing in the list above identifies you, your company or the computer (no license information, no machine
names, no expiration dates, no email addresses, etc). While it's true that all HTTP requests send an IP
address, we do not and will not be tracking that.
Basically we'd like to eventually be able to report (well, brag) that X number of servers are being monitored by
our products. We hope this update check mechanism will be viewed as a winwin.
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Monitoring Remote Servers Through Firewalls
Power Admin monitoring products contain a variety of modules that monitor different server resources. In
general, the server resources are accessed through one of two ways:
1. Standard protocol ports
2. Windows RPC
3. Windows SMB (file serving)

Standard Protocol Ports
Standard Protocol Ports would be those ports that are used by a protocolspecific monitor. For example, the
Web Page monitor uses HTTP, and therefore (by default) port 80 to access the remote server. The SMTP server
monitor uses a default port of 25, POP3 is a default of port 110, etc. These standard protocol monitors
therefore use the port specified by the relevant standard.

Windows RPC
Windowsspecific monitors (Event Log monitor, Service monitor, Performance monitor, etc) use standard
Windows RPC to access the underlying resources. Windows RPC uses TCP port 135 by default (although you
can change this via tools on the Microsoft website). Because port 135 is targeted by much of the malware and
worms on the Internet, we do not recommend opening that port on an Internetfacing firewall.
Besides port 135, RPC also uses a dynamic port range that gets established between the endpoints. Microsoft
has more information, including firewall considerations:
How to configure RPC dynamic port allocation to work with firewalls
Allowing inbound traffic that uses dynamic RPC

Windows SMB
Windows diskbased monitors (Disk Space monitor, File & Directory Change monitor, etc) use standard
Windows SMB to access the underlying files and directories. Windows SMB uses TCP port 445 by default
(although you can change this via tools on the Microsoft website). Because port 445 is targeted by much of
the malware and worms on the Internet, we do not recommend opening that port on an Internetfacing
firewall.

Additional Information
Windows 2008
Windows 2008 comes with a very strict firewall which is enabled by default. Go to Control Panel > Windows
Firewall with Advanced Security to the incoming rules, and enable the Remote Administration rule to
enable typical monitor access.
A good overview of Windows network port usage is available at: Service overview and network port
requirements for the Windows Server system

Testing
To test if the ports are correctly opened, we recommend using a Windows app, like the Windows Event Log
Viewer for example. Start eventvwr.msc and see if you can use it to connect to and view the remote Event
Log. If this works, any firewalls in between are letting the requests through. For advanced firewalls like the
one in Windows Server 2008, you should also try this with the Services applet (services.msc) and the
Performance viewer (perfmon.msc) if you will be monitoring those resources.
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Installing Certificates in Google Chrome
When you first connect to a server using selfsigned certs, Chrome will display a large "The site's security
certificate is not trusted!" warning. In the address bar is an orange warning triangle. Clicking that triangle will
display the following dialog:

Chrome relies on the Windows certificate store. Unfortunately, it does not (currently) give any way of
installing a certificate from a URL. We recommend starting Internet Explorer and installing the Root Certificate
Authority following those directions. When you're done, restart Chrome and it will recognize the SSL certificate
as being properly signed.

SSL Domain Matching
When the SSL certificate was made, it was created using the computer's name, localhost and 127.0.0.1. In the
example above, that means we could go to https://dnvista or https://localhost or https://127.0.0.1 and the
URL would match the server listed in the SSL certificate. If you will always access the web reports using one of
the above server names, you can stop now.

Mismatched Address
If your server is accessible via different names or additional IP addresses (perhaps via an external and internal
IP address) then the URL may not match the internal server name and the browser will give a Mismatched
Address error. This is the same error that occurs if you take the SSL certificate from one server and put it on a
different server
One of the easiest ways to fix this would be to add an entry to your hosts file that maps the server's name to
the IP address that you are using to access the server. That will enable the URL to match the certificate.
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Adding a Security Exception
When FireFox encounters a selfsigned cert, it won't load the page. The way to make it work is to add a
Security Exception for that particular website.
In FireFox, go to Tools > Options
Click the Advanced Tab, then the View Certificates button
Go to the Servers tab and press the Add Exception button
The Add Security Exception dialog will be displayed. You need to enter the host and port used to access the
web page you want. For example, if you want to access the following report:
https://dnvista:82/STATUS_MANY/index.html
you would enter https://dnvista:82

Once you've entered the URL, press Get Certificate. The cause of the problem (unrecognized authority) will be
displayed.
Check the box near the bottom ("Permanently store this exception") and press "Confirm Security Exception".
From this point on, FireFox won't show SSLrelated errors when visiting this URL.

Mismatched Address
If your server is accessible via different names or additional IP addresses (perhaps via an external and internal
IP address) then the URL won't match the internal server name and the browser will give a Mismatched
Address error. This is the same error that occurs if you take the SSL certificate from one server and put it on a
different server
One fix would be to go back and add another Security Exception for additional URL. Optionally, you could also
add an entry to your hosts file that maps the server's name to the IP address that you are using to access the
server. That will enable the URL to match the certificate.

142

Contents

Installing Certificates in Internet Explorer
When you first connect to a server using selfsigned certs, Internet Explorer will display a warning. When you
continue on, a certificate error is shown similar to the following:

If you click the "Certificate Error" text in the address bar, you'll see an explanation with a "View certificates"
link at the bottom. That's our goal  to view the certificate.

When you click "View certificates", a dialog will display information about the SSL certificate. The Certifying
Authority (also called a CA Root) certificate need to be installed. Click the "Certification Path" tab, and then
select the top certificate shown (THIS IS CRITICAL). That is the CA Root. Note that the certificate names
will be different on your machine than what is shown in the screenshot below.

Click the "View Certificate" button near the middle of the dialog. A new dialog opens which shows the CA Root
itself. This is the one we need to install. Near the bottom of the new dialog is a button to Install Certificate.
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When you click "Install Certificate", a Certificate Import Wizard will start which will help you install the
certificate. It's important to install the CA Root certificate into the "Trusted Root Certification Authorities".

Click Next until you get to the Finish button. Once you click Finish, a final confirmation dialog (Security
Warning) is displayed to make sure you want to add the new cerificate (this dialog helps insure that a human
is doing this action and not some malware).
Now that you've finished the steps above, Internet Explorer will accept the new SSL certificates without
displaying an error.

SSL Domain Matching
When the SSL certificate was made, it was created using the computer's name, localhost and 127.0.0.1. In the
examples above, that means we could go to https://dnvista or https://localhost or https://127.0.0.1 and the
URL would match the server listed in the SSL certificate. If you will always access the web reports using one of
the above server names, you can stop now.

Mismatched Address
If your server is accessible via different names or additional IP addresses (perhaps via an external and internal
IP address) then the URL won't match the internal server name and the browser will give a Mismatched
Address error. This is the same error that occurs if you take the SSL certificate from one server and put it on a
different server
One of the best ways to fix this would be to add an entry to your hosts file that maps the server's name to
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the IP address that you are using to access the server. That will enable the URL to match the certificate.
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