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Getting Started with PA Storage Monitor

Thank you for choosing PA Storage Monitor. The following topics offer some help in
installing, configuring and using PA St orage Monitor. These topics are also shown in the help
menu at the left of the screen.

Installation

Getting Started
Quick Installation Guide
Startup Wizar d

Configuration

Below are some instructions for core procedures that are used in setting up and using PA
Storage Monitor.

Concepts
Console

Global Settings
Database Settings
HTTP Settings

Report Settings

Smart Configuration
Adding Computers
Adding Monitors
Adding Actions

Event Escalation
Error Auditing

Bulk Configuration
Maintenance Schedule
Import & Export  Configurations
External API

Monitors

Monitors are the "building blocks" of PA Storage Monitor. The following help topics explain
the functionality of each monitor.

Calculated Status Monitor
Directory Quota Monitor
Disk Space Monitor
Execute Scripts

File Age Mon itor
File/Directory Size Monitor
File & Directory Monitor
File System Analyzer

User Quota Monitor




Actions

Monitors use Actions to notify you of error conditions or to run automated fixes in response
to error conditions. The following help topics explain how each of the actions works.

Dial - Up Connection

E- mail Alert

Execute Script

Message Box

Monitor - Directed Email
Network Message (Net Send)
Pager Alert via SNPP

Phone Dialer (DTMF/SM _S)
Play Sound

Reboot Server

SMS Text Message

Start Application

Start Service

Write to Event Log

Write to Log File

Reports

Reports are summaries of conditions observed by PA Storage Monitor on your network. The
entries in this section explain the types of reports that are supported and how to view them.

Server Status
Group Summary
All Errors Report
All Servers Report
Visual Status Map
Group Settings

Ad Hoc Reports
Scheduled Reports
Publish Reports
System Activity Log
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Quick Installation Guide for PA Storage Monitor

You will find that PA Storage Monitor is very easy to set up and use. You just choose a
directory to install into, press Next a few times, and you're done.

The product installs completely within it's own directory, with the exception of the optional
Microsoft SQL Server Native Client, which is a system component and uses a Microsoft
installer. The SQL Native Client is not requir ed, and can be installed later.

Installation Considerations

PA Storage Monitor doesn't take up much disk space. However, it records information to
databases that can grow large depending on how many monitors you have and how long
you keep the data. By defa  ult, the directory structure will look like this:

C:\ Program Files
PA Storage Monitor
Databases
Reports

PA Storage Monitor uses an embedded database by default. You can choose to store the
bulk of your data in an MS SQL Server database if you wish.

For t he embedded database's performance and integrity, it's recommended to keep the
Database directory on a local NTFS drive. Putting the Database directory on a remote server
via a network share is not recommended.

You can choose to move the Databases and Repo rts directory at a later time via the
Database Settings _ dialog.

After the product is installed, a Startup Wizard for PA Storage Monitor will guide you in
setting up your first few monitors and actions. It will be helpful to have the following
available:

The names of a few servers/devices to monitor

The usernames and passwords needed to access the above servers/devices (a
domain account works well for Windows servers, but is not required)

Your SMTP server inform  ation (such as SMTP server name, port (if non standard),
SMTP username and password if needed) for sending alerts
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PA Storage Monitor Startup Wizard

The instructions that are provided here apply to the process that you can follow when you
run PA Storage Monitor for the first time.

Most of the screens that you will encounter in the Startup Wizard are standard configuration
dialogs that are available to you from PA Storage Monitor, so y ou can always change the
configuration for your setup later.

When you see the Welcome dialog, press Yes to enter the Wizard. Press No to return to PA
Storage Monitor (you will have nothing configured if you do this and you will have to set up
servers and other monitored devices manually.) If you press Yes you will see the next
screen shown, Settings.

Settings
After the computer starts, wait |3U seconds before starting monitors in 0K
order to help the computer 'settle down' quicker.

Cancel
[™ When the service starts, ignore all actions that are fired on the first check of each
monitor [in order to skip all of the 'already-known' events that happen at startup). System
The Last Status will show 'Skipping Actions' in this case. Alerts .
V&l new monitors should automatically start in Training Mode (when applicable) Console
Security ...
The P4 Storage Monitor service is set to run as: About
¢ Local System [an interal account that can only access this computer) =
" The following user: l Bemote monitoring hints
|us_ef acpount
Password: | congsiderations] ... Diatalinsn
e Settings ...
Domain: l'-' FFICE _]
Report
Settings ...
Target average CPU usage: 20% 0% ' ' ' ' ' ' ' ' ' a0y
==illl HTTP
Server
- Settings ...
[V Check for updates every 30
days and notify using:
[Privacy] = Check Now
Log files lC:'\Temp'\
Max lodifle size'n KB |81 92 [ Enable Debug [ Enable Data
4 logaing logaing

Refer to the help page  Global Settings  for information on these entries.

Select OK when you are finished with this screen.

The next screen is Configure Email Notification.



Configure Email Notification =)

='I Emad Address I ops@xyzcomp, com, john{@xyzcorp.com oK ‘
— [Muliple addiesses can be comma separated)
_ Cancel |
Advanced Options ... e
' Message ... |
SMTP Server Setings Schedule ...
NOTE: All email profiles will share these same server seltings. Making changes here will affect all other emad actions.
SMTP Server Name |mail nyzccap.com Port [587 ™
From Address (sx 123@xyz com) |dons@xyzc,orp,oom Encryption |Don1 Know ' g""‘"
Optional |

Usemame for SMTP Setver Iexample_user

Password for SMTP Server I-m.“w.

Rme password l’“"x”‘*nxx

In the case where an email can't be sent via the SMTP server above, it wil be tried with the akemate SMTP

server given below.
Backup SMTP Server N P t|25 f
up erver Name I of Test
Optional Encyption [Dontknow v| | Backup
Server
From Address I

Usemame for SMTP Server l

Password for SMTP Server |

Retype password I

Refer to the help page = Send SMTP E - Mail for directions. Select OK when you are finished
with the Configure Email Notification screen.

The next screen helpsy ouconfigure a Write To Text Log File  action which the monitors can
use to record human readable events that happen.




Configure Leg File

=S

IE Directory for log fles ||:3"~TEMF'

1].4

Mame of log file |ServerEvent$.t:-:t

Example log file name for chozen option:
C:ATEMPAServerE ventz_2003-10-22 k<t
% “wihite to a new file daily [appends O -M-DD to filename)
" "WwWiribe to a new fle weekly [appends ‘W to Flename)
[ wirite bo a new file maontly [appends MM ta filename)

7 Always wite to the zame file [appends nothing)

bax log file size in KB |5EIEIEI

Cancel

Select OK when you are finished with this screen.

The Smart Configuration screen help you set up ma

within a subnet.

-

ny servers and devices in for monitoring.
The program will create the some commonly used monitors and actions for each server or
device that you enter. You can simply paste a list of machine names or IP addresses into
the box for configuration to target th ose servers/devices. Optionally, you can press the
Discover button to have the product do a Ping sweep to try and find servers and devices

Smart Configuration Process

i can modify any setting that is created,

the system. IF the zerver needs a specihc
uzername/password bo monitor &, enter the line below as:
SNVE,LEHHH'HE,MREMTH

15216821 -
192168.2106

192168.25

ARCHIVE

DO kAl

HFDEBOF3

WIM20034PH

Discover ___

" Assume the itemz are Windows servers

} Here you can quickly configure new servers with auto-configured monitors, 'when the process i complate, you

d Enter server names of [P addiesses below to be added to Q Auto configune the mordtors that are checked below

iw| Dizk, Space Monitor

| Evert Log Moritar

iw#| Execute Script

| File & Dwecton Change Moritar [ID5S)
(| Perfoamance Momnitar

| Fing Monitor

iw| Service Moritor

" Assume the items are NOT “Windows servess

=) Windows detechon &+ Try to detect if the tems above are \wWindows serverz (I & device is a Windows server, remole

logons are attempled. access rights ae
checked, and WhI iz used to generate
more detailed summary reportz)

d ® wihen the Smat Config process nishes, you can wview,
Begin the Smat Confio Frocess edit or delete any of the created monitors.

Cancel

Ruir Srnadt
Config on
E xishireg
SBIvers




Refer to the help file entry labeled Smart Config uration for specific instructions for this
screen.

After you have entered the necessary parameters, select the button labeled "Begin the
Smart Config Process". You will then see the next screen.

Srnart Config Action Selection @
The Smart Config pracess can nat only setup wpical monitars Far pau, but it can alzo autamatically L P
azzociate actions with them. Select the actions below that you want automatically added to the S
monitors that are created.

Cancel
[IMezsage Box
Create
Hew Action
The "Smart Config Action Selection” lets you customize the Actions that the Smart

Configuration process will create for you for every Monitor that is created for a server or
device.

When you have completed your selections, select OK. You will see a progress dialog as each

server or device is checked and default m onitors created.
Srnart Config Progress @
} Created manitar;: Sample script for testing actions -
% ]

Service Monitar
Created monitor; Monitor services on DHYISTA

== Auto configuration iz complete. We recommend that you review the
== created monitors ahd aszociated actionz. Press Cloze to finizh,

—r

m

Close

The screen labeled "Smart Config Process" shows you what PA Storage Monitor is doing to

set up the initial set of Monitors for your systems. When it is in process the centered button

is labeled Cancel and you can stop the process by sele cting it. When the process completes,
you will see text as shown in the screen shot and the label on the button changes to Close.

Select Close at this time in order to progress to the end of the Startup Wizard.

The final screen will display helpful informa tion for you, and confirms the end of the Startup
Wizard.

Press OK to continue. At this time, the Console of PA Storage Monitor will be displayed,
configured with the Monitors and Actions that were automatically configure d for the servers

that you selected. These monitors are just defaults -- feel free to change or delete them.



Configuration
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Terminology and Concepts of PA Storage Monitor
PA Storage Monitor runs on a Windows computer and monitors the condition of storage
space on servers . The following graphic shows the basic structure of a network that is using
PA Storage Monitor.

PA Storage Monitor In Operation in a Typical Network

PC running
PA Storage Monitor
Linux Server Warkstation

S

-]

=
Windows Server Windows Server Windows Server Metwork Storage
The PA Storage Monitor product is composed of two parts : a graphical user interface which

we call the Console, and a background process called the monitoring service. You see the
Console when you launch PA Storage Monitor from the desktop. The service is invisible and
has no user interface of its own.

The foll owing diagram will give you a better idea of how the two parts of PA Storage Monitor
work together.



7|
-I—J--'-- — e .
T S — Start the Console when you want to configure
PA Storage Monitor or run ad hoc reports.
'ﬂi The Console does not need to be running for
S—" maonitoring to take place.
— R
Servers
EEI. ( Gompany Network
Hlarees Desriphion | Status | Startup Type L

TEaPA by Mondor  PASIASD...  Staited  Aubonste

T

The monitoring service starts running
automatically when Windows starts on the
workstation. You do not have to start the
service yourself,

Workstations

The service is the part of the product that performs the monitoring of the servers. The

service is set up so that it runs automatically when Windows start S. The Console does not

need to be running in order for monitoring to take place.

The Console and the service are installed at the same time when you install PA Storage
Monitor from the setup application.

Product Terminology

PA Storage Monitor is based on the concepts of Monitors and Actions.

The PA Storage Monitor product contains different types of Monitors that watch server
resources. These monitors trigger Actions (such as notifications or server operations) as
well as record monitored data to a databa se for report generation.

Monitor

A Monitor periodically checks a computer resource and optionally compares the
measurement to a threshold value that you set.

You can create a new Monitor by selecting its type and filling in the required parameters.

Error Condition

An Error Condition happens when a value of a resource that is checked by a Monitor is
outside the acceptable range for that value.

10



One example of an Error Condition is space on a particular disk volume falling beneath a
defined threshold.

Action

An Action is an activity that PA Storage Monitor performs as part of its response to an Error
Condition. All Actions are created from any of the available Action Types.

Examples of Action Types are sending e - mail, execution of a script, or writing text to alog
file.
How Monitors And Actions Work Together
Monitors and Actions are always defined within PA Storage Monitor as follows.
A Monitor must be defined first.
Actions are attached to the Monitor.
When an Error Condition occurs, the list of Actions that is attached to the Monitor is
executed. Each Action in the list is executed, in the order in which it appears in the list. This
listis called the Error Actions for the Monitor.
When the Error Condition stops occurring, another list of Actions that is atta ched to the

monitor may be executed. This list is called the Fixed Actions for the Monitor. Each Action in
the list is executed, in the order in which it appears in the list. Its entries are executed when
the Error Condition has been fixed. Not all monitor s have Fixed Actions.

How Monitors and Actions are Created

Monitors and Actions may be created in any of three ways:

Automatically: the  Smart Configuration  screen allows you to set check boxes that

show the types of Monitors that you want the program to create for you. PA Storage
Monitor will use these settings to create a set of Monitors that are typical and
recommended. It will also create the accompanying Actions for each Monitor. PA
Storage Monitor willd o this for every server that you are configuring.

Manually: you may use the tree view labeled Servers/Devices to add new monitors.
See the help page  Adding Monitors

Imported Server Configuration: PA Storage Mon itor provides a way to duplicate

Monitors and Actions across several servers by saving the settings in a file. Refer to

the help page Importing and Exporting Configurations for complete instructions.

In addition, you can manually edit any of the existing Monitors, and you can manually edit
the Actions that are attached to the Monitors. You can add Actions to existing Monitors or
delete them, and you can delete unneeded Monitors (and their Actions) as necessary.

11
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PA Storage Monitor Console

The Console is the administrative interface to PA Storage Monitor.

On the left side is the navigation pane. Similar to many other Windows products, this

navigation pane displays items that you ¢ an interact with. Right clicking most items will give
you a menu of choices. Selecting an item will cause the large right panel to change to your
current selection.

In addition, you'll note that there are buttons in the navigation pane. These buttons group
different items together that you can interact with.

The buttons across the top let you interact with PA Storage Monitor as well as give you
feedback.

Activity Graph The Activity Graph at the far left is an indication of system activity. The
green line in dicates the number of monitors that are running or scheduled to run, and the
yellow line indicates the number of actions that have run.

Start/Stop Service The first button on the left lets you start and stop the PA Storage
Monitor service. When the Console first starts, it will be grey as the Console queries the
operating system to determine if the service is running or not.

._+ P& Starage Moniter Pro Console - v27.0.56 - ]
File Wiew Configurstion Settings Licensing Help
PA Storage MONITOR rrisie
- g Powwei Audrmin LLC
= i B ¥ > E ] B E :
g @ Stop Seavice l.:d Sethings ... - Smaat Canfig ... i=p Bulk Confeg .. " Licenses ... ﬁ Exit
Servers/Devices ¢ Back [ iy B Prind et Prisviw
= g9 Servers/Devices Updated 04 Jul 2009 010252 PM
= i AR HIVE DH"JIST& P — PR o
-y Critically Low Disk Spo: | b s s pass weras
% le gcript o . "
@ Sample script o testn | g cp o Information
53 I_i‘ viary Low Disk Space Cl
B ‘Watch WARCHIVE,CS oy Hourly Alert Rate
== =
- ‘m B "
Pl Dask Space Moniteor o o
Bl g Montor frorage # o 458 2
B {3 ‘Watch cimounted = 5 M n
E
OF Jun o r B W Jun ol
L2:00:00 &M 12:00:00 T 225 501:00 0 £ 083: 000 60
Uptime CiMis Hodel
: L daye. 3 howry, S8 minutss intellR] Haan[R) S5 ES442 & 2.800m: htears Wartusl
System Details os { 64 bic, OKE L2 Cachs, CPU sockar a0 Plaefom
WhzropsiE Windows Viets™ Ulbmats InceklR) ¥aan[R) OPU ES4EZ & 2.80GHT
E.0.6002 [Build B00Z) Servics Pack 2 [ % bit. KB L2 Coche, CPU wacket =1)
Monitor Status
Maonitor Last Stata Maxt Run
Digk Space Mamios (2] 4 1 Jull 2009 7:01:56 pm
Monitor storage at c:\iemp oK 2 Jul 2009 2:00:00 am
o m ¥
‘Watch c2ymounted + subdirs (=104 1 Jull 2005 1:24:50 pm
All Monitars S .
All Actinns d i '
Reparts

Settings The Settings buttont  akes you to the global Settings dialog. Here you configure
many aspects of the program. More information is available in the Settings topic .
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Smart Configuration This is the place to go any time you need to add a dditional

computers to the system to be monitored. There is more information in the Smart Config
help topic.
Bulk Configuration This feature allows you to perform changes to many computers,

monitors, actions  or reports at once.  More info...

Licenses Licenses are installed by copying them into the PA Storage Monitor directory. The

Licenses button will display the License Manager dialog to let you see your current licensing
status.

Exit This closes the PA Storage Monitor Console. Since the actual monitoring is done by a
service, exiting the Console does NOT stop the monitoring of your system.
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Global Settings

The Settings dialog lets you configure global aspects of the monitoring service.

There are several dialogs that are reached by the buttons on the right side of this dialog and
which are also accessible via the Settings menu.

System Alerts - Some alerts are sent to you from the monitoring system itself, and
not in response to particular monitors. These alerts include security warnings

(change of configuration, etc), license issues, internal problems, unaccessible

computer warnings, etc. You can control which of these int ernal alerts are enabled,
and which notification method each one should use.

Console Security allows you to set a password that the Console will request when it

is launched. This setting allows you to limit access to PA Storage Monitor to

authorized users

Database Settings  dialog allows you to set up PA Storage Monitor to use the
embedded SQLite database or Microsoft SQL Server as the storage for PA Storage
Monitor data.

Report Settings  affect the storage of archived reports and the behavior of the

reporting features of PA Storage Monitor.

HTTP Server Settings _ allows you to change details of the way the built -inweb serv er

in PA Storage Monitor operates.
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Settings (#23]
After the computer starts, wait |30 seconds before starting monitors in 0K
order to help the computer 'settle down' quicker.
Cancel
[™ When the service starts, ignore all actions that are fired on the first check of each
monitor [in order to skip all of the ‘already-known' events that happen at startup). System
The Last Status will show 'Skipping Actions' in this case. Alerts .
[V &l new monitors should automatically start in Training Mode [when applicable) Console
Security ..
The P4 Storage Monitor service is set to run as: About
' Local System [an interal account that can only access this computer) —
" The following user: I Remote monitoring hints
|usgr acpount
Password: | considerations] .. Database
e Settings ...
Domain: l'—’rm[‘E _j
Report
Settings ...
Target average CPU usage: 20% 0% * ' ' ' ' ' ' ' ' any
==l HTTP
Server
: Settings ...
[V Check for updates every 30
days and notify using:
[Privacy] Check Now
Logfiles |C:\Temp',
Maxlod e szern KB l81 92 [ Enable Debug I Enable Data
. logaing logging
Startup Wait Time - When the monitoring service starts, you can instruct it to wait a
number of seconds before active monitoring begins. This places less load on the system
while it is starting, and also reduces false alarms that occur from the system not being
completely started.
Ignore First Actions - To further reduce false alarms, the monitor service can ignore

problems found on the very first run of each monitor. After the first run, all monitors will run
normally.

Start in Training Mode - Most monitors support Automatic Training (see Advanced Monitor
Options ). When monitors are first created , they can automatically enter Training Mode. That

is convenient in most cases, but it means the monitor might be a little harder to test initially
since it won't fire actions until the training period has finished.

Logon AsUser - Thisisa very important setting. This setting lets you control which user
account is used to run the monitoring service (this is the same setting you can set on each
service in the Administrative Tools -> Services applet). This account is the account that the
monitoring service  will use when monitoring all resources.

Note:

The default Local System user can access all local resources, but can't access any
remote Windows resources (it can however access non -Windows remote resources
such as ping, web pages, etc).
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If you will be m  onitoring remote systems, select "The following user” radio button
and set the user name and password to a domain account or to a local account which

has the same user name and password as an account on the remote system ( see
Remote Monitoring Hints ). Another alternative is to right - click the computer in the
monitoring Console and select Type & Credentials -> Set Login Credentials for

server - specific credentials.

CPU Throttling - The monitoring service has advance d CPU throttling built in which works
to keep the average CPU usage at or around the value you set. Note that during report

creation, the CPU usage will sometimes go above the throttle level, but it won't stay there

for long.

Update Check - The monitoring  service can periodically check if a newer version of the
software is available and notify you via an alert email Action. We take privacy seriously:
Please see the privacy considerations  built in to the update check.

Log Files - The monitoring service writes diagnostic log files as it runs. You can control the

maximum size for the log file. When the maximum is reached, a portion of the beginning of
the log file is removed and then new information continues to get wr itten to the end of the
file. Debug logging writes a very large volume of data to the log in a short time -- it
shouldn't normally be enabled unless needed by Power Admin Support to diagnose an issue.
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Database Set tings

PA Storage Monitor needs a place to store the data that it collects during operation. There
are two choices available for data storage.

SQLite

By default, PA Storage Monitor stores all of its data in compact, highly reliable SQLite
databases. This is the choice that you make by selecting the radio button titled
"Store collected data in databases in the directory above." This is the simplest choice
available and is the one that most users make when using PA Storage Monitor.
Microsof t SQL Server

The alternative choice is made with the other radio button whose label indicates
Microsoft SQL Server. The SQL Server Express databases are fine for most
installations, but do be aware that they limit the total database size to 4GB.

If you ¢ hange the database settings, you will be prompted whether you want to copy your
existing data from the current database to the new database. Depending on the size of your
current databases, this can take a while (a large installation with 6GB of databases

over a day for the transfer).

Database Cleanup

No maintenance is required for the databases. All monitors automatically remove old data
from the databases automatically to help control database growth. You can control how
many days of data is kept f or the monitors via the Database Cleanup button.

Contents

takes

Database Settings

Thiz applcabion creates zome small databases for miemal use and will use the directony below for those databases.

: MOTE: For databaze integrity, put the
Database files |D:\Databases il daabans fes on alocal HTFS drive

[T Allow database wiite-caching for increased performance with
the nzk of comupbon if the power or hardware fals

Bezides the internal-use databazes, most mormon: can also record ther indings to databazes (fon reports, ebe). You can
chonse o save this data bo databases in the sbove directony, o specify a Microsoft SOL Server database to use,

* Store collected data in databases in the diectory shove

" Store collected data in the specified Microsolt SOL Server databasze [Moter The free Microsoft SOL Server Express
can also be used)

Databage seiver o uge: |

Diatabase name: | Mote: The database must abeady exizt
(=
I'H

Uzemamea | Paszwoed I

The infatmation above iz used to creats the connection sting shiown below [wiich pou can edit diectly if receszary).
Thiz connection sting will be encrypted with a machine-specihic key before 1 15 soaed,

(114

Cancel

Databasze
Cleanup

Test
Connection
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More about Microsoft SQL Server and PA Storage Monitor

To use SQL Server for storage, you need to install the SQL Server Native Client library,
which is Microsoft's latest database connection technology.

If you did not install the Native Client Library at installation time, you can now by launching
the installation file named sqlncli.msi , which will be located in the home directory of PA
Storage Monitor (normally C:\ Program Files \ PA Storage Monitor )

The following configuration data needs to be specified to use SQL Server:

Server name - name of server on which SQL Server instance is located. (Note that
with SQL Express, this is often {server_name} \ SQLEXPRESS)

Database name - the name of a SQL Server datab ase which will be used for PA
Storage Monitor storage. The database must exist prior to use.

User name and password - as required by the SQL Server instance.

Connection String - the connection string is automatically created by PA Storage
Monitor when yo u enter the configuration information above. You can hand edit the
created connection string if you wish.

If you do not need or wish to use SQL Server as the database for PA Storage Monitor, the
SQL Server Native Client Library does not need to be install ed.
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HTTP (Web Server) Configuration

The PA Storage Monitor service contains an embedded web server for serving HTML reports
to the Console and to browsers, as well has handling some configuration requests from t
Console. This embedded web server does NOT use or require IIS, and it can run on the
same server as IIS or other web servers since it uses a different port than IIS generally

uses.

The options available for controlling the built in web server are as follows.

HTTP Port for Reports and Commands

This setting lets you set the port which the embedded web server uses to listen for
requests. Port 80 is generally used by IIS and Apache as the standard HTTP port for

a web server. PA Storage Monitor chooses a different port so it doesn't conflict. If
you have another application that is already using this different port, you can easily
change the port to another number.

Use SSL

PA Storage Monitor supports using HTTPS for all communication to the service, which

he

includes viewing reports, and Console -to -service communication. Self  -signed digital

certificates are used. This means most browsers will display a warning even though
the H TTPS network traffic is encrypted. To fix the warning in the browser, follow the
instructions on  SSL Cetrtificate Hints

Contents
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