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Getting Started with PA File Sight

Thank you for choosing PA File Sight. The following topics offer some help in installing,
configuring and using PA File Sight. These topics are also shown in the help menu at the left
of the screen.

| nstallation

Getting Started
Quick Installation Guide

Configuration

Below are some instructions for core procedures that are used in setting up and using PA
File Sight.

Concepts

Console

Global Settings
Database Settings
HTTP Settings

Report Settings
Adding Monitors
Adding Actions

Error Auditing
Maintenance Schedule
Import & Export Configurations
External API

Monitors

Monitors are the "building blocks" of PA File Sight. The following help topics explain the
functionality of each monitor.

File Sight Monitor

Actions

Monitors use Actions to notify you of error conditions or to run automated fixes in response
to error conditions. The following help topics explain how each of the actions works.

Dial - Up Connection
E- mail Alert
Execute Script

Message Box
Network Message (Net Send)

Pager Alert via SNPP
Phone Dialer (DTMF/SMS)

Play Sound




Reboot Server
SMS Text Message
Start Application
Start Service

Write to Event Log
Write to Log File

Reports

Reports are summaries of conditio ns observed by PA File Sight on your network. The entries
in this section explain the types of reports that are supported and how to view them.

Server Status

Ad Hoc Reports
Scheduled Reports
Publish Reports
System Activity Log
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Quick Installation Guide for PA File Sight

You will find that PA File Sight is very easy to set up and use. You just choose a directory to
install into, press Next a few times, and you're done.

The product installs completely within it's own director y, with the exception of the optional
Microsoft SQL Server Native Client, which is a system component and uses a Microsoft
installer. The SQL Native Client is not required, and can be installed later.

Installation Considerations

PA File Sight doesn't take up much disk space. However, it records information to databases
that can grow large depending on how many monitors you have and how long you keep the
data. By default, the directory structure will look like this:

C:\ Program Files
PA File Sight
Databases
Reports

PA File Sight uses an embedded database by default. You can choose to store the bulk of
your data in an MS SQL Server database if you wish.

For the embedded database's performance and integrity, it's recommended to keep the
Database directory on  alocal NTFS drive. Putting the Database directory on a remote server
via a network share is not recommended.

You can choose to move the Databases and Reports directory at a later time via the
Database Se ttings dialog.

After the product is installed, a Startup Wizard for PA File Sight will guide you in setting up
your first few monitors and actions. It will be helpful to have the following available:

Your SMTP server information (such as SMTP server name, port (if non standard),
SMTP username and password if needed) for sending alerts



Configuration

Contents
Terminology and Concepts of PA File Sight

PA File Sight runs on a Windows computer and monitors the file activity on that computer.

The PA File Sight product itself is composed of three parts: a graphical user interface that

we call the Console, a background process called the monitoring service, and a file system

driver that watches all file I/O on the machine. You se e the Console when you launch PA File
Sight from the desktop. The service is invisible and has no user interface of its own. The

role of the Console program is to provide you with a convenient and effective way to work

with PA File Sight.

The following dia gram will give you a better idea of how the parts of PA File Sight work
together.

T — You start and run the Console when you wish to
o - { control PA File Sight or view monitoring activity.
i = The Console does not have to be running in

arder to maonitar the computer.

W Services ﬂ.u-calb
,_? L—‘_‘_

| Desergtion | Status

% Ao, F Ik Shgit Swted  Aakomatic i

The monitoring service starts running
automatically when Windows starts on the
workstation. You do not have to start the
service yourself.

The service is the part of the product that performs the file monitoring. The Console does
not need to be running in order for monitoring to take place. When you start the
workstation that has PA File Sight installed to it, monitoring will start.

The Console, service and driver are installed at the same time when you install PA File Sight
from the setup application. The service is set up so that it runs automatically when Wi ndows
starts.



Product Terminology

PA File Sight is based on the concepts of Monitors and Actions.

The PA File Sight product contains File Sight monitors that watch file I/O activity. You can

create multiple File Sight monitors to watch different director ies and drives on a machine.
These monitors trigger Actions (such as notifications or server operations) as well as record
monitored data to a database for report generation.

Monitor

A File Sight monitor continously scans file I/O activity and watches for activity that you have
defined an interest in.

You can create a new Monitor by right - clicking on the computer and choosing Add New
Monitor, and then filling in the required parameters.

Error Condition

An Error Condition happens when a file activity that yo u've specified an interest in happens.
For example, if you're watching for file deletes, the deletion of a file would trigger an Error
Condition.

Action

An Action is an activity that PA File Sight performs as part of its response to an Error
Condition. All  Actions are created from any of the available Action Types.

Examples of Action Types are sending e -mail, execution of a script, or writing text to a log
file.

How Monitors And Actions Work Together
Monitors and Actions are always defined within PA File Si ght as follows.

A Monitor must be defined first.
Actions are attached to the Monitor.

When an Error Condition occurs, the list of Actions that is attached to the Monitor is
executed. Each Action in the list is executed, in the order in which it appears in the list. This
list is called the Error Actions for the Monitor.

How Monitors and Actions are Created

Monitors and Actions may be created in two ways:

Manually: you canright  -click the server and choose Add New Monitor. See the help
page Adding Monitors

Imported Server Configuration: PA File Sight provides a way to duplicate Monitors

and Actions across several servers by saving the settings in a file. Refer to the help
page Importing and Exporting Configurations for complete instructions.

In addition, you can manually edit any of the existing Monitors, and you can manually edit
the Actions that are attached to the Monitors. You can add Actions to existing Mo nitors or
delete them, and you can delete unneeded Monitors (and their Actions) as necessary.



Contents
PA File Sight Console

The Console is the administrative interface to PA File Sight.

On the left side is the navigatio n pane. Similar to many other Windows products, this
navigation pane displays items that you can interact with. Right clicking most items will give
you a menu of choices. Selecting an item will cause the large right panel to change to your
current selectio n.

In addition, you'll note that there are buttons in the navigation pane. These buttons group
different items together that you can interact with.

The buttons across the top let you interact with PA File Sight as well as give you feedback.

Activity Graph The Activity Graph at the far left is an indication of system activity. The
green line indicates the number of monitors that are running or scheduled to run, and the
yellow line indicates the number of actions that have run.

Start/Stop Service The first bu tton on the left lets you start and stop the PA File Sight
service. When the Console first starts, it will be grey as the Console queries the operating

system to determine if the service is running or not.
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Settings  The Settings button takes you to the gl obal Settings dialog. Here you configure

many aspects of the program. More information is available in the

Settings topic .




Licenses Licenses are installed by copying them into the PA File Sight directory. T he
Licenses button will display the License Manager dialog to let you see your current licensing

status.

Exit This closes the PA File Sight Console. Since the actual monitoring is done by a service,
exiting the Console does NOT stop the monitoring of your system.
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Global Settings

The Settings dialog lets you configure global aspects of the monitoring service.

There are several dialogs that are reached by the buttons on the right side of this dialog and
which are al so accessible via the Settings menu.

System Alerts - Some alerts are sent to you from the monitoring system itself, and
not in response to particular monitors. These alerts include security warnings

(change of configuration, etc), license issues, internal problems, unaccessible
computer warnings, etc. You can control which of these internal alerts are enabled,
and which notification method each one should use.

Console Security allows you to set a password that the Console will request when it
is launched. This setting allows you to limit access to PA File Sight to authorized
users.

Database Settings  dialog allows you to set up PA File Sight to use the embedded
SQLite database or Microsoft SQL Server as th e storage for PA File Sight data.
Report Settings  affect the storage of archived reports and the behavior of the
reporting features of PA File Sight.

HTTP Server Settings  allows you to change details of the way the built -in web server
in PA File Sight operates.




Settings (#23]
After the computer starts, wait |30 seconds before starting monitors in 0K
order to help the computer 'settle down' quicker.
Cancel
[™ When the service starts, ignore all actions that are fired on the first check of each
monitor [in order to skip all of the ‘already-known' events that happen at startup). System
The Last Status will show 'Skipping Actions' in this case. Alerts .
[V &l new monitors should automatically start in Training Mode [when applicable) Console
Security ..
The P4 File Sight service is set to run as: About
' Local System [an interal account that can only access this computer) —
" The following user: I Remote monitoring hints
|us§r acpount
Password: | considerations] .. Database
e Settings ...
Domain: I'A’FHLE _j
Report
Settings ...
Target average CPU usage: 20% 0% * ' ' ' ' ' ' ' ' any
==illl HTTP
Server
: Settings ...
[V Check for updates every 30
days and notify using:
[Privacy] Check Now
Log files IC:'\temp\
Maxlod e szern KB l81 92 [ Enable Debug I Enable Data
. logaing logging
Startup Wait Time - When the monitoring service starts, you can instruct it to wait a
number of seconds before active monitoring begins. This place s less load on the system
while it is starting, and also reduces false alarms that occur from the system not being
completely started.
Ignore First Actions - To further reduce false alarms, the monitor service can ignore
problems found on the very first ru n of each monitor. After the first run, all monitors will run
normally.
Start in Training Mode - Most monitors support Automatic Training (see Advanced Monitor

Options ). When monitors are first cre ated, they can automatically enter Training Mode. That
is convenient in most cases, but it means the monitor might be a little harder to test initially
since it won't fire actions until the training period has finished.

Logon AsUser - Thisisa very impor tant setting. This setting lets you control which user
account is used to run the monitoring service (this is the same setting you can set on each
service in the Administrative Tools -> Services applet). This account is the account that the
monitoring serv ice will use when monitoring all resources.

CPU Throttling - The monitoring service has advanced CPU throttling built in which works
to keep the average CPU usage at or around the value you set. Note that during report
creation, the CPU usage will sometim es go above the throttle level, but it won't stay there
for long.
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Update Check - The monitoring service can periodically check if a newer version of the
software is available and notify you via an alert email Action. We take privacy seriously:
Please see t he privacy considerations __ built in to the update check.

Log Files - The monitoring service writes diagnostic log files as it runs. You can control the
maximum size for the log file. When the maximum is reache d, a portion of the beginning of
the log file is removed and then new information continues to get written to the end of the

file. Debug logging writes a very large volume of data to the log in a short time - it
shouldn't normally be enabled unless needed by Power Admin Support to diagnose an issue.
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Database Settings

PA File Sight needs a place to store the data that it collects during operation. There are two
choices available for data storage.

SQLite

By default , PA File Sight stores all of its data in compact, highly reliable SQLite
databases. This is the choice that you make by selecting the radio button titled
"Store collected data in databases in the directory above." This is the simplest choice
available and is the one that most users make when using PA File Sight.

Microsoft SQL Server

The alternative choice is made with the other radio button whose label indicates
Microsoft SQL Server. The SQL Server Express databases are fine for most
installations, butd o be aware that they limit the total database size to 4GB.

If you change the database settings, you will be prompted whether you want to copy your
existing data from the current database to the new database. Depending on the size of your
current databases , this can take a while (a large installation with 6GB of databases takes
over a day for the transfer).

Database Cleanup

No maintenance is required for the databases. All monitors automatically remove old data
from the databases automatically to help cont rol database growth. You can control how
many days of data is kept for the monitors via the Database Cleanup button.

Contents

Database Settings

T his appdcabion creates some small databases for mbemal use and will use the direciony below for those databases.

: MOTE: For database ntegnty, put the
Database files |D:\Databases szl databaes fles on alooal NTFS dive

[T Allow database wiite-caching for increased performance with
the sk of comupbon if the power o hardware fals

Bezides the internal-use database: most morlod: can also record thed inding: Lo databazes (lon reports, ele). 'You can
chonse o save this data bo databases in the sbove directony, or specify a Microzoft SOL Server database to use,

i+ Store collected data in databases in the directory sbove

" Store collected data in the specified Microzsoft SOL Server databaze (Moter The free Microsoft SOL Server Express
can alzo be uzed|

Database server bo uge |

Diatabase name: | Mate: The database must abeady exist
{«
'

Uzemamea | Password I

The information above is used to create the connection sting shiown below [which pou can edit diectly if neceszary].
Thiz conneclion sting will be encrvpted with a machine-specific key befare & s doed.

(114

Cancel

Databaze
Cleanup

Tesl
Connection

12




More about Microsoft SQL Server and PA File Sight

To use SQL Server for storage, you need to install the SQL Server Native Client library
which is Microsoft's latest database connection technology.

If you did not install the Native Client Library at installation time, you can now by launching
the installation file named sqlncli.msi , which will be located in the home directory of PA

File Sight (normally  C:\ Program Files \ PA File Sight )

The following configuration data needs to be specified to use SQL Server:

Server name - name of server on which SQL Server instance is located. (Note that
with SQL Express, this is often {server_name} \ SQLEXPRESS)

Database name - the name of a SQL Server database which will be used for PA File
Sight storage. The database must exist prior to use.

User name and password - as required by the SQL Server instance.

Connection String - the connection string is aut omatically created by PA File Sight
when you enter the configuration information above. You can hand edit the created
connection string if you wish.

If you do not need or wish to use SQL Server as the database for PA File Sight, the SQL
Server Native Clie nt Library does not need to be installed.

13
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HTTP (Web Server) Configuration

The PA File Sight service contains an embedded web server for serving HTML reports to the
Console and to browsers, as well has handling s ome configuration requests from the
Console. This embedded web server does NOT use or require IIS, and it can run on the
same server as IIS or other web servers since it uses a different port than IIS generally
uses.

HTTP Server Settings @

The monitonng service uzes an embedded HT TP zerver to deliver reports for wiewing, and to

: A (1] 4
process some commands and provide status to the Congole application. You can contral who the
HTTPF server responds to.

Cancel
HTTF part § S de |81 Y'ou can zet the port ta ] to u:-_:umpletel_l,l dizable
D e e the HT TP server, which will dizable both
Repart Serving and Command Proceszsing
below [not recommended)
v UszeSSL for all HTTP communication
Repart Serving
" Dizable all repart gerving functionaliby
" Serve reports anly to requests fram this machine IP addreszes should be comma

separated, and can uze the = wild
card character. Examples:

i 192.168.%°10.105.2
127.0.01,1.2.31010.10.10

" Serve reports only to the following IP addresses

(¥ Serve reports to everyone

Command / Request

" Dizable all command processing [zome configuration and status updates won't wark in the Conzaole)

IF addreszes should be comma

i i separated, and can usge the * wild
" Service requests only from the following IP addresses Calr:ld character, Examples:

" 192168.%*10.10.5.2
127.001.1.23.1010.10.10

" Service requests only fram this machine

(¥ Service requests from everyone

The options available for controllin g the built in web server are as follows.

HTTP Port for Reports and Commands

This setting lets you set the port which the embedded web server uses to listen for

requests. Port 80 is generally used by IIS and Apache as the standard HTTP port for

a web ser ver. PA File Sight chooses a different port so it doesn't conflict. If you have
another application that is already using this different port, you can easily change

the port to another number.

Use SSL

PA File Sight supports using HTTPS for all communicat ion to the service, which
includes viewing reports, and Console -to -service communication. Self  -signed digital
certificates are used. This means most browsers will display a warning even though

the HTTPS network traffic is encrypted. To fix the warning in t he browser, follow the
instructions on  SSL Certificate Hints

14



Report Serving

You can determine how PA File Sight serves reports. There are four options. You can
disable all report serving. You can enable serving of reports but only to the same
machine on which PA File Sight is installed. You can serve reports only to a set of
other users, identified by the IP addresses of their computers. Or, you can serve
reports to any other computer that requests reports. The d efault setting is "Serve
reports to everyone".

Command Processing

This setting determines whether PA File Sight responds to commands that are issued
by the Console part of PA File Sight. You may disable command processing entirely.
Or, you may enable com  mand processing, but only from the machine on which PA
File Sight is installed. The default setting is "Process commands only from this
machine."

Currently, the only case where commands are sent from a remote machine is if a
user is viewing the Visual St  atus Map report in a browser on a separate machine.
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Contents

Report Settings

The Report Settings dialog allows you to customize aspects of the way PA File Sight
performs reporting.

The available settings and controls in this dialog are:

Report Directory - This directory is where the HTML report files are created and
stored by PA File Sight.

Days before Reports are Cleaned Up - This value is the number of days reports
(HTML files) will be available. After the given numb er of days, PA File Sight will
delete the report. Note that reports that are always being updated (system summary
reports and Scheduled Reports) will not be aged out.

Clean All Reports Now - Pressing this button will purge all reports. Reports that are

constantly refreshed (like the status reports for example) will be re - created on their

normal reporting cycle.

Status Reports Interval - This drop down list allows you to select the interval at
which report files are generated.

Show Maintenance Period ons  erver status report - Self explanatory.

Turn off "Enable WMI Hint" on Server Reports Where it is Being Shown - If PAFile

Sight is configured to poll a server via WMI for richer status reports, but that WMI
polling fails, an error/hint message is shown at the top of the report. This check box
disables this warning.

Update Status Reports every time a Monitor enters or leaves an error condition - This
option gives very small installations the ability to always have up to date reports.
Report Settings [
Repart Directory | C:\Frogram FiestPa File Sight\Reportsh The built-in HTTF server can only serve 0K
caontent fram the reports directary
Cancel

Days before ieports ae cleaned upe |14 Clean All Reporls How

Statuez Reports

The summary status reports ae very useful but take CPU resources io generate. How olten do you want the stabies reports updated?

Every |2 minutes

[v Show mairtenance penod on sereer slatus report
[ Tum off Enable Wil hint on server reports where it is besng hown
[ Update stabies reports every e a manitor enbers or leaves an eror condition [not recommended for large installations]
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Contents
Adding Monitors

Adding monitors to an existing computer is very easy. Select the computer in the navigation
pane and right click. Select the "Add New Monitor..." menu item.

Add New Monitor... V

Maintenance: Pause Monitoring...

A new instance of the monitor will be shown to the right of the navigation pane where you
can configure that monitor to your particular environment.

17



Contents
Adding Actions

The Actions dialog is pictured below. (Depending on the features of the monitor being
configured, the d ialog may look slightly different than the one pictured below).

This monitor is a State monitor, which means it can fire the configured actions when a problem is first [ Appl
discovered [transitions into error state]. The monitor supports event escalation, and can fire actions when the PPy
problem is resolved [a transition out of error state). [

; ) ; Reset
" Fire actions whenever a monitor detects a problem
{* Fire actions when a problem is first detected, with optional escalation, and later when it is resolved
{_= SEror actions [run in the order shown) Globally defined action list
[=- Do Immediately: : : ‘ = ‘ ;
- L Write to ServerE vents.txt log file _New... Edit ... Delete ...
% minutes after the first error: E-mail Message to Support@Powerddmin.com
Al Every X minutes thereafter (2 ta edit): Message Box : :
EI Restart specified service on monitored computer

<< | |wiite to Event Log
Wiite to ServerE vents.txt log file

Actions that are connected 3>
to this specific monitor.

(£ N

Palette of all actions that are
defined in the system so far.

@Enor resolved actions [run in the order shown]
Write to ServerEvents.txt log file

((

_5J 2 | |4 1 d

Click for help on adding actions to monitors

On the left are shown all of the actions that On the right is a list of all actions that are
are attached to this specific monitor. When defined so far. These actions could be used
the monitor 'fires actions' it will run that list by any monitor.

of actions in the order shown. You can
change the order with the blue up and down
arrow buttons.

If you need an action that isn't listed (for
example another email action, or a Start
Application act ion), click the "New ..."
button above the list of global actions.

You can edit actions in this list, and changes
made will be reflected in every monitor that
is using that action.

To add (or attach) an action to a monitor, simply select the action in th e global list on the
right, and press the green £¢/button to move the action to the left monitor - specific list, to

18



the Do Immediately node. (Other nodes may be shown for monitors that support event
escalation )

State vs Event Monitors

Some monitors see discrete events -- afile is accessed, an event is written to the Event
Log, etc. Others see conditions -- disk space is low, ping response is too slow, etc.
The following describes how State and Event monitors differ.

State monitors keep track of whether the monitor is in a healthy state or an error

state. For State monitors, you can choose to have actions run when a problem is
detected, and then not again until it is fixed. State Monitors also support event
escalation and error resolved actions

Event monitors run actions every time they see something wrong. You can control

what actions are run and when.

State monitors can be configured to act like Event monitors, meaning you can choose to be
notified every ti me an error state is detected. This is what the radio buttons near the top
do.

With these differences in mind, the dialog above shows the action configuration dialog for a
State monitor. Only state monitors support event escalation

19



Contents

Error Auditing

Service Level Agreements (SLAs) and regulatory compliance with GLBA, HIPPA, PCl and
SOX among other standards often requires auditing errors that occur on servers and
devices. In addition, many IT organizations choose to use error auditing to ensure a high
quality of service to the rest of the business.

Even if you don't have compliance requirements, the Error Audit report can be a good way
to get a quick summary of a cer tain type of error that is occurring. See Not Just For Auditing

below if this is you.

Three Pieces

PA Server Monitor, PA Storage Monitor and PA File Sight all have Error Auditing built -into
the product. Auditing can be enabl ed or disabled, and used however it works best for your
organization.

There are three parts to Error Auditing:

1. Product monitors run and detect issues. Alerts are optionally fired and details are
written to the database. The error details, source device, ti me, etc are all recorded to
an error database.

2. Server administrators view server status reports  and note recent errors. They check

the Ack box next to the error indicating that they have reviewed and acknowle dged
the error. Their acknowledgement is recorded in the database along with the error
details.

3. Administrators, management or compliance officers can run high -level Error Audit

reports to make sure errors are being reviewed and acknowledged by server
admin istrators. The Error Audit reports can be broken down by:

source computer or device

computer group

resource type (disk space, services, ping response, etc)
acknowledgement state (acknowledged or not yet acknowledged)
error type

Multiple reports can be cated which gives each manager/compliance officer the
the network that they are responsible for.

More Details

1. - Product monitors detect and record issues

The products have always monitored resources, fired alerts when over thresholds and
recorde d resource values in the database for later reporting and charting. In addtion, the
different monitors would change color based on whether everything was OK (green) or
alerts were fired (yellow). Red (internal or serious error) and grey (disabled or

mainte nance) are also possible colors.

view of
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When a monitor turns yellow, the yellow color shows up on summary screens for the whole
server indicating that there is an alert on a monitor on that server. The server will show
green when all monitors are green.

Some pro blems are transitory (a new event in the Event Log, a change to a file, etc). Alerts

would be fired, but the monitor wouldn't stay yellow since on the next run everything looked

OK, so the it would go back to green (OK). If the administrator was not watchi ng the server
closely, that yellow alert status could come and go without being seen. A new option that

can be seton a per -serverlevelis to force monitors to remain yellow while they have

unacknowledged alerts. This is available by right -clicking the se rver and going to Report &
Delivery Settings  -> Report Settings.

Server Status Report Settings

[+ Show the Acknowledge [fck] column in the erars portion of the report

v Honitors should uze the vellow "Unacknowledged Alerts" status |f

evemnthing iz OF, and there are still unacknowledged alerts Cancel

I+ Once an eror iz acknowledged, it should no longer be shown in the
status report

M ax nurmber of emrors to show in the status report |25

Additional options in this dialog control what is displayed in the Recent Errors section at the
bottom of the server status report

2. - Server administrators acknowledge errors

The next p iece of the auditing system is the server administrators. At the bottom of the

server status report _ is the Recent Errors section. This shows issues that the monitors have
recently discovered. What is shown th ere depends on the Report Settings dialog discussed
above. Most often, there will be an Ack column.

When the Ack column is clicked, an request is sent to the service indicating that the error

has been acknowledged. The acknowledgement time as well as the | P address of the user is
recorded. [A future version will user logins to view reports -- at that time the username will
be recorded instead of the IP address]. If an administrator accidentally acknowledges an

error, they can click the Ack box again to clea r the acknowledgement.

Recent Errors

Err Ti... Monitor Details OK Ti... Ack
Manitor The service "Performance Logs and Alerts” is not running on computer ARCHIVE W
SErVICES
ARCH...

2 Jul Monitor The service "Microsoft Software Shadow Copy Prowider” is not running on v

2009 services computer ARCHIVE

4:18:30 on The service "Performance Logs and alerts™ is not running on computer ARCHIVE

pm ARCH... The service "Volume Shadow Copy” is not running on computer ARCHIVE

Administrators will often not want to see the error again once they've acknowledged it. This
can be controlled via the Report Settings dialog mentioned above.
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3. - Error auditing reports for compliance

The Error Audit report is ava ilable under the [System Summary Reports] section.

Servers{Devices

All Monitors Report Data Type
All Actions ] Chooze a repart type

Reports Feport Dizplay Type Elu_| [System Summary Feports]

|£| k anitar Status Sunimary

— -:I}_1'| Generate Ad Hoc Report

&[5 Scheduled Reports Source Data

Once you've selected the report, go to the Filters and Parameters tab. This is where you
specify exactly what you want to look at. There are a variety of different ways to filter the
errors that youwan  tto see. If your primary responsibility is disk space, just look at the Disk
Space monitors under Monitor Type(s). If you have grouped the servers by geographic
region, you could specify you only want to see errors in the Northern Europe Source Group
for example.

Start Tirne: Today

End Tirme: FDavs Ago

Cutput Colurnns: Acknowledged By, Acknowledged Time, Details, Eror Time,
Sart By: Severity

Source Grouplz): <allx

Source Computer/Device(z]:  <all>

b anitar Type(z]: <allx
b aritar Statuz(es]: <allx
Still In Error: <all>
Already Acknowledged: <allx
Acknowledged By <all
Murnber o S howe: 100
Collection Server(z]: <allx

There is a lot of data available and it might seem a little overwhelming at first. We

recommend using the Output Columns filter and only show the data that you're interested

in. You can see when a problem happened, when it was fixed, when it wa s acknowledged,
what computer/devices it was on, etc.

Once you user the report a few times and have decided what you want to watch, we

recommend creatinga  Scheduled Report . That way the report that you want will always be
available (Scheduled Reports always use the same URL, so you can save it in your favorites

and quickly see the latest report.




Not Just For Auditing

Large organizations often have multiple people that are responsible for different parts of the
IT infrastructure. Creating Error Audit reports is a good way to view all errors that are

happening to a group of servers, or to a class of resources (ie errors related to Ping

response for example).

We recommended that each person with a larg e responsibility have their own Error Audit
report so they can quickly see all errors within their area of responsibility. Errors can even
be acknowledged on the Error Audit report itself, just like on the server status reports.
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Maintenance Mode

Maintenance Mode is very useful when you'll be working on a computer that is being
monitored. Naturally you don't want to receive alerts or have the monitoring service try to
correct things that you are working on. Instead of stopping the monitoring service (and

potentially forgetting to start it again), you can indicated the monitored computer is being
worked on with Maintenance Mode.

Manual Maintenance

You manually put a server into maintenance mode immediately by right ¢ licking on the
computer and choosing Maintenance Period -> Immediate Maintenance: Pause Monitoring.
Servers{Devices < Back. Open in Browser _ Print

E- .4“;.# Servers/Devices
- o QI
28

' %:, £ Delete DNVISTA

Add New Monitor ... hation

days, 2 hours, 35 minutes

-6 M Set Server Alias ...

' e S"\ Maintenance Period 4 \ Maintenance Schedule ...

- S . : S

- ? 1 = - Immediate Maintenance: Pause Monitering ...
= V| Configuration > |

When you enter Maintenance Mode, you specify how long you expect to be working on the
server. No further monitoring of the server will take place until that amount of time has
past. Then active monitoring of the server begins again automatically.

Specify Immediate Maintenance Window @

When a server/device is in maintenance mode, all monitors are stopped. [ oK
When you are done, you can resume monitoring again.

To make sure this step isn't forgotten, the computer will automatically be taken Cancel
out of maintenance mode after the number of minutes shown below. '

Maintenance window in minutes: IBU
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Scheduled Maintenance

Servers/Devices : . ' Open in Browser

(=% Servers/Devices

o] _r:ﬁ Ci Add New Monitor ... nation

- B el Delete DNVISTA
T E days, 2 hours, 37 minutes

a8 M Set Server Alias ...

@ sz . : *‘ .
: 2 q‘ Maintenance Period » Maintenance Schedule ...
BT j : - Immediate Maintenance: Pause Monitering ...
@y Ve Configuration »

In addition to the manual maintenance mode mentioned above, scheduled maintenance is

also available. With this feature you can have the monitoring service automatically place a
server into maintenance mode based on your schedule. This is often useful when some

normal process (a nightly backup process for example) might exceed some of the monitors'
normal thresholds.
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