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Getting Started with PA File Sight  

Thank you for choosing PA File Sight. The following topics offer some help in installing, 
configuring and using PA File Sight. These topics are also shown in the help menu at the left 
of the screen.  

Installation  

 Getting Started  

 Quick Installation Guide  

Configuration  

Below are some instructions for core procedures that are used in setting up and using PA 
File Sight.  

 Concepts  

 Console  
 Global Settings  

 Database Settings  
 HTTP Settings  
 Report Settings  

 Adding Monitors  
 Adding Actions  
 Maintenance Schedule  

 Import & Export Configurations  

Monitors  

Monitors are the "building blocks" of PA File Sight. The following help topics explain how the 
monitors works.  

 File Sight Monitor  

Actions  

Monitors use Actions to notify you of error conditions or to run automate d fixes in response 
to error conditions. The following help topics explain how each of the actions works.  

 Dial - Up Connection  

 E- mail Alert  
 Execute Script  
 Message Box  

 Network Message (Net Send)  
 Pager Alert via SNPP  
 Phone Dialer (DTMF/SMS)  

 Play Sound  
 Reboot Server  
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 SMS Text Message  
 Start Application  

 Start Service  
 Write to Event Log  
 Write to Log File  

Reports  

Reports ar e summaries of conditions observed by PA File Sight on your network. The entries 
in this section explain the types of reports that are supported and how to view them.  

 Server Summary  

 Ad Hoc Reports  

 Scheduled Reports  
 Publish Reports  
 System Activity Log  
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Quick Installation Guide for PA File Sight  

You will find that PA File Sight is very easy to set up and use. Basically you choose a 
directory to install the product in and press Next a few times.  

The product install s completely within it's own directory, with the exception of the optional 
Microsoft SQL Server Native Client, which is a system component and uses a Microsoft 
installer. The SQL Native Client is not required, and can be installed later.  

Installation Consi derations  

PA File Sight doesn't take up much disk space. However, it records information to databases 
that can grow large depending on how many monitors you have and how long you keep the 
data. By default, the directory structure will look like this:  

C:\Program Files 

PA File Sight 

  Databases 
  Reports 

 

For database performance and integrity reasons, it's recommended to keep the Database 
directory on a local NTFS drive. Putting the Database on a remote server via a network 
share is not recommended.  

You can choose to move the Databases and Reports directory at a later time via the 
Database Settings  dialog.  

After the product is installed, a Startup Wizard for PA File Sight will guide you in setting u p 
your first few monitors and actions. It will be helpful to have the following available:  

 Your SMTP server information (such as SMTP server name, port (if non standard), 

SMTP username and password if needed) for sending alerts  
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Configuration  

Contents 

Terminology and Concepts of PA File Sight  

PA File Sight runs on a Windows computer and monitors the file activity on that computer.  

The PA File Sight product itself is composed of three parts: a graphical user int erface that 
we call the Console, a background process called the monitoring service, and a file system 

driver that watches all file I/O on the machine. You see the Console when you launch PA File 
Sight from the desktop. The service is invisible and has no user interface of its own. The 
role of the Console program is to provide you with a convenient and effective way to work 
with PA File Sight.  

The following diagram will give you a better idea of how the parts of PA File Sight work 
together.  

 

The service is the part of the product that performs the file monitoring. The Console does 
not need to be running in order for monitoring to take place. When you start the 
workstation that has PA Fi le Sight installed to it, monitoring will start.  

The Console, service and driver are installed at the same time when you install PA File Sight 
from the setup application. The service is set up so that it runs automatically when Windows 
starts.  
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Product Term inology  

PA File Sight is based on the concepts of Monitors and Actions.  

The PA File Sight product contains File Sight monitors that watch file I/O activity. You can 

create multiple File Sight monitors to watch different directories and drives on a machine.  
These monitors trigger Actions (such as notifications or server operations) as well as record 
monitored data to a database for report generation.  

Monitor  

A File Sight monitor continuously  scans file I/O activity and watches for activity that you 
have defin ed an interest in.  

You can create a new Monitor by right - clicking on the computer and choosing Add New 
Monitor, and then filling in the required parameters.  

Error Condition  

An Error Condition happens when a file activity that you've specified an interest i n happens. 

For example, if you're watching for file deletes, the deletion of a file would trigger an Error 
Condition.  

Action  

An Action is an activity that PA File Sight performs as part of its response to an Error 
Condition. All Actions are created from an y of the available Action Types.  

Examples of Action Types are sending e - mail, execution of a script, or writing text to a log 
file.  

How Monitors And Actions Work Together  

Monitors and Actions are always defined within PA File Sight as follows.  

 A Monitor mu st be defined first.  

 Actions are attached to the Monitor.  

When an Error Condition occurs, the list of Actions that is attached to the Monitor is 
executed. Each Action in the list is executed, in the order in which it appears in the list. This 
list is calle d the Error Actions for the Monitor.  

How Monitors and Actions are Created  

Monitors and Actions may be created in two ways:  

 Manually: you can right - click the server and choose Add New Monitor. See the help 

page Adding Monitors . 
 Imported Server Configuration: PA File Sight provides a way to duplicate Monitors 

and Actions across several servers by saving the settings in a file. Refer to the help 
page Importing and Exporting Configurations  for complete instructions.  

In addition, you can manually edit any of the existing Monitors, and you can manually edit 
the Actions that are attached to the Monitors. You can add Acti ons to existing Monitors or 
delete them, and you can delete unneeded Monitors (and their Actions) as necessary.  
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PA File Sight Console  

The Console is the administrative interface to PA File Sight.  

The red rectangle highlights the navigation pane. Similar to many other Windows products, 
this navigation pane displays items that you can interact with. Right clicking most items will 
give you a menu of choices. Selecting an item will cause the large right panel to change to 
your current selection.  

In addition, you'll note that there are buttons in the navigation pane. These buttons 
categorize different items that you can interact with in the system.  

The buttons across the top let you interact with PA File Sight a s well as give you feedback.  

Activity Graph  The Activity Graph at the far left is an indication of system activity. The 
green line indicates the number of monitors that are running or scheduled to run, and the 
yellow line indicates the number of actions th at have run.  

Start/Stop Service  The first button on the left lets you start and stop the PA File Sight 
service. When the Console first starts, it will be grey as the Console queries the operating 
system to determine if the service is running or not.  
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Settings  The Settings button takes you to the global Settings dialog. Here you con figure 
many aspects of the program. More information is available in the Settings topic . 

Licenses  Licenses are installed by copying them into the PA File Sight directory. The 
Licenses button will display th e License Manager dialog to let you see your current licensing 
status.  

Exit  This closes the PA File Sight Console. Since the actual monitoring is done by a service, 
exiting the Console does NOT stop the monitoring of your system.  
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Global Settings  

The Settings dialog lets you configure global aspects of the monitoring service.  

There are several dialogs that are reached by the buttons on the right side of this dialog and 
which are also accessible via the Setti ngs menu.  

 System Alerts  -  Some alerts are sent to you from the monitoring system itself, and 

not in response to particular monitors. These alerts include security warnings 
(change of configuration, etc), license issues, internal problems, unaccessible 

comp uter warnings, etc. You can control which of these internal alerts are enabled, 
and which notification method each one should use.  

 Console Security  allows you to set a password that the Console will request when it 

is launched. This setting allows you to limit access to PA File Sight to authorized 
users.  

 Database Settings  dialog allows you to set up PA File Sight to use the embedded 

SQLite database or Microsoft SQL Server as the storage for PA File Sight  data.  
 Report Settings  affect the storage of archived reports and the behavior of the 

reporting features of PA File Sight.  
 HTTP Server Settings  allows you to change details of the way the built - in web server 

in PA File Sight operates.  
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Startup Wait Time  -  When the monitoring service starts, you can instruct it to wait a 
number of seconds before active monitoring be gins. This places less load on the system 

while it is starting, and also reduces false alarms that occur from the system not being 
completely started.  

Ignore First Actions  -  To further reduce false alarms, the monitor service can ignore 
problems found on t he very first run of each monitor. After the first run, all monitors will run 
normally.  

Start in Training Mode  -  Most monitors support Automatic Training (see Advanced Monitor 

Options ). When monito rs are first created, they can automatically enter Training Mode. That 
is convenient in most cases, but it means the monitor might be a little harder to test initially 
since it won't fire actions until the training period has finished.  

Logon As User  -  This  is a very  important setting. This setting lets you control which user 
account is used to run the monitoring service (this is the same setting you can set on each 

service in the Administrative Tools - > Services applet). This account is the account that the  
monitoring service will use when monitoring all resources.  

CPU Throttling  -  The monitoring service has advanced CPU throttling built in which works 
to keep the average CPU usage at or around the value you set. Note that during report 
creation, the CPU us age will sometimes go above the throttle level, but it won't stay there 
for long.  
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Update Check  -  The monitoring service can periodically check if a newer version of the 
software is available and notify you via an alert email Action. We take privacy serious ly: 
Please see the privacy considerations  built in to the update check.  

Log Files  -  The monitoring service writes diagnostic log files as it runs.   You can control the 

maximum size for the log file.   When the m aximum is reached, a portion of the beginning of 
the log file is removed and then new information continues to get written to the end of the 
file.   Debug logging writes a very large volume of data to the log in a short time -- it 
shouldn't normally be enable d unless needed by Power Admin Support to diagnose an issue.  
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Database Settings  

PA File Sight needs a place to store the data that it collects during operation. There are two 
choices available for data stor age.  

 SQLite  By default, PA File Sight stores all of its data in compact, highly reliable 

SQLite databases. This is the choice that you make by selecting the radio button 
titled "Store collected data in databases in the directory above." This is the simples t 

choice available and is the one that most users make when using PA File Sight.  
 Microsoft SQL Server  The alternative choice is made with the other radio button 

whose label indicates Microsoft SQL Server. The SQL Server Express databases are 

fine for most  installations, but do be aware that they limit the total database size to 
4GB.  

If you change the database settings, you will be prompted whether you want to copy your 
existing data from the current database to the new database. Depending on the size of y our 
current databases, this can take a while (a large installation with 6GB of databases takes 
over a day for the transfer).  

Database Cleanup  

No maintenance is required for the databases. All monitors automatically remove old data 

from the databases autom atically to help control database growth. You can control how 
many days of data is kept for the monitors via the Database Cleanup button.  
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More about Microsoft SQL Server and PA File Sight  

To use SQL Server for storage, you need to install the SQL Server Native Client library, 
which is Microsoft's latest database connection technol ogy.  

If you did not install the Native Client Library at installation time, you can now by launching 
the installation file named sqlncli.msi , which will be located in the home directory of PA 

File Sight (normally C: \ Program Files \ PA File Sight .)  

The foll owing configuration data needs to be specified to use SQL Server:  

 Server name -  name of server on which SQL Server instance is located. (Note that 

with SQL Express, this is often {server_name} \ SQLEXPRESS)  
 Database name -  the name of a SQL Server database which will be used for PA File 

Sight storage. The database must exist prior to use.  

 User name and password -  as required by the SQL Server instance.  
 Connection String -  the connection string is automatica lly created by PA File Sight 

when you enter the configuration information above. You can hand edit the created 

connection string if you wish.  

If you do not need or wish to use SQL Server as the database for PA File Sight, the SQL 
Server Native Client Libr ary does not need to be installed.  
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HTTP (Web Server) Configuration  

The PA File Sight service contains an embedded web server for serving HTML reports to the 
Console and to browsers, as well has handling s ome configuration requests from the 

Console. This embedded web server does NOT use or require IIS, and it can run on the 
same server as IIS or other web servers since it uses a different port than IIS generally 
uses.  

 

The options available for controlling the built in web server are as follows.  

 HTTP Port for Reports and Commands -  this setting lets you set the port which the 

embedded web server uses to listen for reques ts. The web server may be entirely 

disabled by setting this value to 0, which will stop the Console from using certain 
functionality (Bulk Config for example). Port 80 is generally used by IIS and Apache 
as the standard HTTP port for a web server. PA File Sight chooses a different port so 

it doesn't conflict. If you have another application that is already using this different 
port, you can easily change the port to another number.  

 Report Serving -  you can determine how PA File Sight serves reports. There are four 

options. You can disable all report serving. You can enable serving of reports but 
only to the same machine on which PA File Sight is installed. You can serve reports 
only to a set of other users, identified by the IP addresses of their computers.  Or, 

you can serve reports to any other computer that requests reports. The default 
setting is "Serve reports to everyone".  
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 Command Processing -  this setting determines whether PA File Sight responds to 
commands that are issued by the Console part of PA F ile Sight. You may disable 

command processing entirely. Or, you may enable command processing, but only 
from the machine on which PA File Sight is installed. The default setting is "Process 
commands only from this machine."  
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Report Settings  

The Report Settings dialog allows you to customize aspects of the way PA File Sight 
performs reporting.  

The available settings and controls in this dialog are:  

 Report Directory -  This directory is where the HTML report  files are created and 

stored by PA File Sight.  
 Days before Reports are Cleaned Up -  This value is the number of days reports 

(HTML files) will be available. After the given number of days, PA File Sight will 
delete the report. Note that reports that are always being updated (system summary 
reports and Scheduled Reports) will not be aged out.  

 Clean All Reports Now -  Pressing this button will purge all reports. Reports that are 
constantly refreshed (like the status reports for example) will be re - created o n their 
normal reporting cycle.  

 Status Reports Interval -  This drop down list allows you to select the interval at 
which report files are generated.  

 Show Maintenance Period on server status report -  Self explanatory.  
 Turn off "Enable WMI Hint" on Server  Reports Where it is Being Shown -  If PA File 

Sight is configured to poll a server via WMI for richer status reports, but that WMI 
polling fails, an error/hint message is shown at the top of the report. This check box 
disables this warning.  

 Update Status Reports every time a Monitor enters or leaves an error condition -  This 
option gives very small installations the ability to always have up to date reports.  
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Adding Monitors  

Adding monitors to an existing computer is very easy. Select the computer in the navigation 
pane and right click. Select the "Ad d New Monitor..." menu item.  

 

A new instance of the monitor will be shown to the right of the navigation pane where you 
can configure that monitor to your particular environment.  
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Adding Actions  

On the right side of the dialog is the list of all existing actions that may b e tied to the 
monitor as either "Error Actions" or "Error Resolved Actions". Initially, in a new monitor, no 

actions are tied to the monitor. A set of recommended actions is created every time you 
create a new monitor. You can use these existing actions, w hich saves configuration time. 
You can also easily create a new action if you need an action that is not in the list. PA File 

Sight allows you to easily edit an action in one place and have all existing monitors use the 
new settings of the changed action.    

To add an action to a monitor, select the desired action in the list on the right, and 
press the appropriate << button to move it to the desired list on the left.   

The list for Error Actions on the left consists of two basic types of activation, which ar e 
represented visually as Windows Explorer like tree branches.  

 "Do Immediately" is an item that is always visible, and causes any actions added to 

it to be run at the instant that the error condition is detected by PA File Sight.  
 "XX Minutes after the firs t error:" is an escalation group  that appears when you 

select the radio button above the list titled "Fire actions when a problem is first 
detected, with optional escalation, and later when it is resolved." More information 
on Event Escalation   

Actions are run in the order shown in each group (immediate or escalation).   You can click 
on an action in the list and press the up arrow and down arrow buttons to control its 
position within the action list.  

You ar e free to have "Do Immediately" actions or event escalation actions, or a combination 
of the two.  
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The radio buttons shown at the top of the dialog are also important (althou gh they are not 

shown for all monitors). Some monitors are State  monitors and some are Event monitors. 
The type of monitor (state or event) is determined by the type of monitor itself.  

State and Event Monitors  

The following describes how State and Event mo nitors differ.  

 State  monitors keep track of whether the monitor is in a healthy state or an error 

state. For State  monitors, you can choose to have actions run when a problem is 
detected, and then not again until it is fixed. State Monitors also support event 

escalation  and error resolved actions . 
 Event  monitors run actions every time they see something wrong. You can control 

what actions are run and when.  

State monitors can be configured to act like Event monitors, meaning you can choose to be 
notified every time an error state is detected.  

With these differences in mind, the dialog below shows the action configuration dialog for a 
State  monitor.   Notice th at the top left list is a set of actions to run when an error is 
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detected, and a separate set at the bottom left for when the error is fixed (in the example 
below, the an email isn't sent when the problem is fixed).   
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Maintenance Mode  

Maintenance Mode is very useful when you'll be working on a computer that is being 
monitored. Naturally you don't want to receive alerts or have the monitoring service try to 

correct things that you are working on. Instead of s topping the monitoring service (and 
potentially forgetting to start it again), you can indicated the monitored computer is being 
worked on with Maintenance Mode.  

Manual Maintenance  

You manually put a server into maintenance mode immediately by right clicki ng on the 
computer and choosing Maintenance Period - > Immediate Maintenance: Pause Monitoring.  

 

When you enter Maintenance Mode, you specify how long you expect to be working on the 

server. No further monitoring of the server will take place until that amount of time has 
past. Then active monitoring of the server begins again automatically.  

 

Scheduled Maintenance  
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In addition to the manual maintenance mode mentioned above, scheduled maintenance is 
also available. With this feature you can have the monitoring service automatically place a 

server into maintenance mode based on your schedule. Thi s is often useful when some 
normal process (a nightly backup process for example) might exceed some of the monitors' 
normal thresholds.  
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Importing and Expo rting Configurations  

PA File Sight supports a very easy and effective way to transfer your complex monitoring 
setups from one installation of the product to another. This is what exporting and importing 
configurations allows you to do.  

Exporting is a proc ess by which you make PA File Sight save configuration data to a special 

XML format file. Importing is the process that allows PA File Sight to read in saved values 
from the same type of file and to restore the settings.  

Exporting Complete Configuration  

Exporting the complete configuration is an easy way to preserve all of the settings that are 
contained in an instance of PA File Sight. To get started, select the following menu setting:  

 

The next dialog that you will see will ask you if you would like to export any server 
passwords that were entered previously:  

 

If you work in an environment in which password and credential data must be handled in a 

specific manner due to legal or internal company restrictions, you may wish to answer "No" 

to this prompt. Otherwise, you may wish to allow PA File Sight to save all s ecurity 
credentials to the file by answering "Yes". The credentials will be decrypted and will be 
visible as plain text in the output file.  

The next dialog to appear after you answer the question above will be a standard "File 
Save" Windows dialog that al lows you to select a file name, and a location at which to save 

the configuration file. When you export a Complete Configuration, the default file name that 
is selected will be PA File Sight App Configuration.axml . The file extension .axml  

should always be used when you save the complete configuration because it indicates this 
type of exported configuration.  

At the completion of the export of the configuration data, PA File Sight will display a 
message box but only if you chose to save the credential information.  


