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Getting Started with PA Server Monitor

Thank you for choosing PA Server Monitor. The following topics offer some help in installing,
configuring and using PA Server Monitor. These topics are also sh own in the help menu at
the left of the screen.

Installation

Getting Started
Quick Installation Guide
Startup Wizard

Configuration

Below ar e some instructions for core procedures that are used in setting up and using PA
Server Monitor.

Concepts
Console

Global Settings
Database Settings
HTTP Settings

Report Settings

SNMP Sett ings
Smart Configuration
Adding Computers
Adding Monitors
Adding Actions

Event Escalation

Bulk Configuration
Maintenance Schedule
Import & Export Configurations

Monitors

Monitors are the "building blocks" of PA Server Monitor. The following help topics explain
how the monitors works.

Citrix Presentation Server Monitor
Directory Quota Monitor
Disk Space Monitor
Environment Monitor
Event Log Monitor
Execute Scripts

File Age Monitor

File & Directory Monitor
Log File Monitor

Mail Server Monitor
Performance Monitor




Ping Monitor
Process Monitor

Server Temperature Monitor
Service Monitor

SNMP Monitor

TCP Port Monitor

Web Page Monitor

Actions

Monitors use Actions to notify you of error conditions or to run automated fixes in response
to error conditions. The following help topics explain how each of the actions works.

Dial - Up Connection

E- mail Alert

Execute Script

Message Box

Monitor -Directed Email
Network Message (Net Send)
Pager Alert via SNPP
Phone Dialer (DTMF/SMS)
Play Sound

Reboot Server

SMS Text Message

Start Ap_plication

Start Service

Write to Event Log

Write to Log File

Reports

Reports are summaries of conditions observed by PA Server Monitor on your network. The
entries in this section explain the types of reports that are supported and how to view them.

Server Summary
Group Summary

All Errors Report
All Servers Report
Visual Status Map
Group Settings

Ad Hoc Reports
Scheduled Reports
Publish Reports
System Activity Log




Contents
Quick Installation Guide for PA Server Monitor

You will find that PA Server Monitor is very easy to set up and use. Basically you choose a
directory to install the product in and press Next a few times.

The product installs completely within it's own directory, with the exception of the optional
Microsoft SQL Server Native Client, which is a system component and uses a Microsoft
installer. The SQL Native Client is not required, and can be ins talled later.

Installation Considerations

PA Server Monitor doesn't take up much disk space. However, it records information to
databases that can grow large depending on how many monitors you have and how long
you keep the data. By default, the directory structure will look like this:

C:\Program Files
PA Server Monitor
Databases
Reports

For database performance and integrity reasons, it's recommended to keep the Database
directory on a local NTFS drive. Putting the Database on a remote server via a ne twork
share is not recommended.

You can choose to move the Databases and Reports directory at a later time via the
Database Settings  dialog.

After the product is installed, a Startup Wizard for PA Server Monitor will guide you in
setting up your first few monitors and actions. It will be helpful to have the following
available:

The names of a few servers/devices to monitor

The usernames and passwords needed to access the above servers/devices (a
domain acc ount works well for Windows servers, but is not required)

Your SMTP server information (such as SMTP server name, port (if non standard),
SMTP username and password if needed) for sending alerts
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PA Server Monitor Startup Wizard

The instructions that are provided here apply to the process that you can follow when you
run PA Server Monitor for the first time.

Most of the screens that you will encounter in the Startup Wizard are standard configuration
dialogs that a re available to you from PA Server Monitor, so you can always change the
configuration for your setup later.

When you see the Welcome dialog, press Yes to enter the Wizard. Press No to return to PA
Server Monitor (you will have nothing configured if you d o this and you will have to set up
servers and other monitored devices manually.) If you press Yes you will see the next

screen shown, Settings.

Settings
After the computer starts, wait |3U seconds before starting monitors in 0K
order to help the computer 'settle down' quicker.

Cancel
[™ When the service starts, ignore all actions that are fired on the first check of each
monitor [in order to skip all of the 'already-known' events that happen at startup). System
The Last Status will show 'Skipping Actions' in this case. Alerts .
V&l new monitors should automatically start in Training Mode (when applicable) Console
Security ...
The P& Server Monitor service is set to run as: About
¢ Local System [an interal account that can only access this computer) =
" The following user: l Bemote monitoring hints
|us_ef acpount
Password: | congsiderations] ... Diatalinsn
e Settings ...
Domain: l'-' FFICE _]
Report
Settings ...
Target average CPU usage: 20% 0% ' ' ' ' ' ' ' ' ' a0y
==illl HTTP
Server
- Settings ...
[V Check for updates every 30
days and notify using:
[Privacy] = Check Now
Log files lC:'\Temp'\
Max lodifle size'n KB |81 92 [ Enable Debug [ Enable Data
4 logaing logaing

Refer to the help page  Global Settings  for information on  these entries.

Select OK when you are finished with this screen.

The next screen is Configure Email Notification.



Configure Email Notification =
El Emal Address |ops@xyzcorp.com, john@xyzcor.com L 0K |
— [Muliple addiesses can be comma separated)

_ Cancel
Advanced Options ... ——
' Message ... |
SMTP Server Setings Schedule ...
NOTE: All email profiles will share these same server seltings. Making changes here will affect all other emad actions.
SMTP Server Name |mail nyzccap.com Port [587 ™
From Address (ex 123@xyz com) |dons@xyzc,orp,oom Enciyplion |Don1 Know v' g"-'ﬂ'y
Optional |
Usemame for SMTP Setver Iexample_user
Password for SMTP Server I"'““""“"'
Rewe pmswad lnxxuxnx:
In the case where an email can't be sent via the SMTP server above, it wil be tried with the akemate SMTP
server given below.
Backup SMTP Server N Pot [25 f
up erver Name I o Test
Optional Encyption [Dontknow v| | Backup
Server
From Address I
Usemame for SMTP Server l
Password for SMTP Server |
Retype password I
Refer to the help page = Send SMTP E - Mail for directions. Select OK when you are finished
with the Con figure Email Notification screen.
The next screen helps you configure a Write To Text Log File  action which the monitors can

use to record human readable events that happen.



Configure Leg File

=S

IE Directory for log fles ||:3"~TEMF'

1].4

Mame of log file |ServerEvent$.t:-:t

Example log file name for chozen option:
C:ATEMPAServerE ventz_2003-10-22 k<t

" "WwWiribe to a new fle weekly [appends ‘W to Flename)
[ wirite bo a new file maontly [appends MM ta filename)

7 Always wite to the zame file [appends nothing)

bax log file size in KB |5EIEIEI

% “wihite to a new file daily [appends O -M-DD to filename)

Cancel

Select OK when you are finished with

this screen.

The Smart Configuration screen help you set up many servers and devices in for monitoring.
The program will create the some commonly used monitors and actions for each server or

device that you enter. You can simply paste a list of machine nam

the box for configuration to target those servers/devices. Optionally, you can press the
Discover button to have the product do a Ping sweep to try and find servers and devices

within a subnet.

-

es or IP addresses into

Smart Configuration Process

i can modify any setting that is created,

d Enter server names of [P addiesses below to be added to
the system. IF the zerver needs a specihc
uzername/password bo monitor &, enter the line below as:
Eﬁvﬁ,mﬁnﬁn!‘,pﬂksmfd

15216821 -
192168.2106

192168.25

ARCHIVE

DO kAl

HFDEBOF3

WIM20034PH

Discover ___

=) Windows detechon

d Begin the Smait Config Process

" Assume the itemz are Windows servers
" Assume the items are NOT “Windows servess

} Here you can quickly configure new servers with auto-configured monitors, 'when the process i complate, you

Q Auto configune the mordtors that are checked below

iw| Dizk, Space Monitor

| Evert Log Moritar

iw#| Execute Script

| File & Dwecton Change Moritar [ID5S)
(| Perfoamance Momnitar

| Fing Monitor

iw| Service Moritor

{* Tiyto detect i the kems above are ‘Windows servers  (IF & device is a Windows server. remole

logons are attempled. access rights ae
checked, and WhI iz used to generate
more detailed summary reportz)

wihen the Smat Config process nishes, you can wview,
edit or delete any of the created monitors.

Cancel

Ruir Srnadt
Config on
E xishireg
SBIvers




Refer to the help file entry labeled
screen.

Smart Configuration  for specific instructions for this

After you have entered the necessary parameters, select the button labeled "Begin the
Smart Config Process". You will then see the next sc reen.

Srnart Config Action Selection

maonitors that are created.

The Smart Config pracess can nat only setup wpical monitars Far pau, but it can alzo autamatically
azzociate actions with them. Select the actions below that you want automatically added to the

[IMezsage Box

Cancel

Create
Mew Action

The "Smart Config Action Selection” lets you customize the Actions that the Smart
Configuration process will create for you for every Monitor that is created for a server or

device.

When you have completed your selections, select OK. You will see

server or device is checked and default monitors created.

a progress dialog as each

Srnart Config Progress

=5

Service Monitar

} Created manitar;: Sample script for testing actions

Created monitor; Monitor services on DHYISTA

EETY

== Auto configuration iz complete. We recommend that you review the
created monitors and aszociated actions. Preszs Cloze to finizh.

m

Close

—r

The screen labeled "Smart Config Process" shows you what PA Server Monitor is doing to
set up the initial set of Monitors for your systems. When it is in process the cent
is labeled Cancel and you can stop the process by selecting it. When the process completes,
you will see text as shown in the screen shot and the label on the button changes to Close.

Select Close at this time in order to progress to the end of

the Startup Wizard.

ered button

The final screen will display helpful information for you, and confirms the end of the Startup

Wizard.

Press OK to continue. At this time, the

that you selected. These monitors are just defaults

Console of PA Server Monitor will be displayed,
configured with the Monitors and Actions that were automatically configured for the servers

-- feel free to change or delete them.




Configuration

Contents
Terminology and Con cepts of PA Server Monitor

PA Server Monitor runs on a Windows computer and monitors the condition of servers and
other equipment on your network. The following graphic shows the basic structure of a
network that is using PA Server Monitor.

PA Server Monitor In Operation in a Typical Network

PC running
PA Server Monitor

Linux Server Workstation

N
S

Windows Server Windows Server Metwork Printer Metwork Davice

The PA Serve r Monitor product itself is composed of two parts: a graphical user interface

that we call the Console, and a background process called the monitoring service. You see
the Console when you launch PA Server Monitor from the desktop. The service is invisible

and has no user interface of its own.

The following diagram will give you a better idea of how the two parts of PA Server Monitor
work together.



e You start and run the GUI when you wish to
R . e . (ot e 'ﬂi control PA Server Monitor or view monitoring
T e—tetaeheieh activity. The GUI does not have to be running in

order to monitor the network.

i

Servers

& Services [Local)

*"‘?’i—( Company Network

e | peseription | status | Startup Type
AP Server Mondor BhServer ... Sarted  Automabx

/ ]

The monitoring service starts running
automatically when Windows starts on the

workstation. You do not have to start the
service yourself,

Workstations

The service is the part of the product that performs the monitoring of the network. The
service is setup so that it runs automatically when Windows starts. The Console does not
need to be running in order for monitoring to take place.

The Console and the service are installed at the same time when you install PA Server
Monitor from the setup application.

Prod uct Terminology

PA Server Monitor is based on the concepts of Monitors and Actions.

The PA Server Monitor product contains different types of Monitors that watch server
resources. These monitors trigger Actions (such as notifications or server operations)
well as record monitored data to a database for report generation.

Monitor

A Monitor periodically checks a computer resource and optionally compares the
measurement to a threshold value that you set.

You can create a new Monitor by selecting its type an d filling in the required parameters.

Error Condition

An Error Condition happens when a value of a resource that is checked by a Monitor is
outside the acceptable range for that value.

as

One example of an Error Condition is space on a particular disk volume falling beneath a

defined threshold. Another example of an Error Condition is lack of response to a "Ping".
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Action

An Action is an activity that PA Server Monitor performs as part of its response to an Error

Condition. All Actions are created from any of t he available Action Types.
Examples of Action Types are sending e - mail, execution of a script, or writing text to a log
file.

How Monitors And Actions Work Together

Monitors and Actions are always defined within PA Server Monitor as follows.

A Monitor must  be defined first.
Actions are attached to the Monitor.

When an Error Condition occurs, the list of Actions that is attached to the Monitor is

executed. Each Action in the list is executed, in the order in which it appears in the list. This
listis called the Error Actions for the Monitor.

When the Error Condition stops occurring, another list of Actions that is attached to the

monitor may be executed. This list is called the Fixed Actions for the Monitor. Each Action in

the list is executed, in the order i n which it appears in the list. Its entries are executed when
the Error Condition has been fixed. Not all monitors have Fixed Actions.

How Monitors and Actions are Created

Monitors and Actions may be created in any of three ways:

Automatically: the ~ Smart Configuration  screen allows you to set check boxes that
show the types of Monitors that you want the program to create for you. PA Server
Monitor will use these settings to create a set of Monitors that are typical and
recommended. It will also create the accompanying Actions for each Monitor. PA
Server Monitor will do this for every server that you are configuring.

Manually: you may use the tree view labeled Servers/Devices to add new monitors.
See the h elp page Adding Monitors

Imported Server Configuration: PA Server Monitor provides a way to duplicate

Monitors and Actions across several servers by saving the settings in a file. Refer to
the help page Importing and Exporting Configurations for complete instructions.

In addition, you can manually edit any of the existing Monitors, and you can manually edit
the Actions that are attached to the Monitors. You can add A ctions to existing Monitors or
delete them, and you can delete unneeded Monitors (and their Actions) as necessary.
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PA Server Monitor Console

The Console is the administrative interface to PA Server Monitor.

The red rectangle highlights the navigation pane. Similar to many other Windows products,
this navigation pane displays items that you can interact with. Right clicking most items will

give you a menu of choices. Selecting an item will cause the large right pa

your current selection.

In addition, you'll note that there are buttons in the navigation pane. These buttons
categorize different items that you can interact with in the system.

The buttons across the top let you interact with PA Server M

feedback.
Activity Graph

onitor as well as give you

The Activity Graph at the far left is an indication of system activity. The

green line indicates the number of monitors that are running or scheduled to run, and the

yellow line indicates the number of ac

Start/Stop Service

tions that have run.

The first button on the left lets you start and stop the PA Server

Monitor service. When the Console first starts, it will be grey as the Console queries the

Contents

nel to change to

operating system to determine if the service is running or not.
% P& Server Monitar Pro Console - w3501 L | B e
File  View Configuration Settings Licensng  Help
PA s M Licensed bo:
erver VIONITOR Power dein LLT [She]
() StopSewvice |7| Sottings.. ., Smart Config..  BulkConfig... | p| Licenses.. 43 Exi
Servers/Devices ¢ Back Dpen in Broweer Prindt Print Preview
3o Servers/Devices DNVISTA -
=] g Boston

=gl 19216825

] E",a. Critically Low Disk
-"_"_ Directary Quata Ch
| Evert Log Errors
}-[@ Log File Monitor
}-[@ Log File Menator
| j Maif Server Monito
g Monitor services or
| Perfarmance test
| @ swrfcontrod test
B Sostem Pedormanc
8, Very Low Disk Spac
-3 Wakch Citemp + 51
(& Watch C\Windaws
|- Watch File Ages in
-l OPSMOMD2
+- gl POWERADMINLCOR

All Monitors
All Actions

Reports

System Information

Uptime 3 days, & hours, 3 minutss
Disks :
C: Local Disk
[ 35% Free
B Size: 101.2 GB
B used : 65.1 GB
O Free: 35.1 GB
Percent Free : 35%
Percent Used : 65%
Memory Physical Memary Paging File Space Virtual Memory
| 407 Free | 4% Free | £9% Free |
B Size: 3,071 ME B Size: 3,371 MB B Size : 6,380 MB
B Used:1,837.0M2 B uUsed:522.3 MB B uUsed : 1,540.5 M8
O Frea:1,233.BMB O Free:ZzB485ME | O Free: 4,438.9 MB
0% Microsoft® Windows Vista™ Ulbimate £.0.8001 (Bwld 8001) Service Pack 1
CPUs Intel{R) Xean(R) CPU ES45 OGHz | 64 bit, DKB L2 Cache, CPU sacket &0}

Intei{RL} Xeon(Rt) CPU E546

2
2

¢ 2.8
§ 2.80GHz { 64 bit, KB L2 Cache, CPU socket =21)
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Settings  The Settings button takes you to the global Settings dialog. Here you configure
many aspects of the program. More information is available in the Settings topic .

Smart Configuration This is the place to go any time you need to add additional
computers to the system to be monitored. There is more information in the Smart Config
help topic.

Bulk Configuration This feature allows you to perf orm changes to many computers,
monitors, actions or reports at once. More info...

Licenses Licenses are installed by copying them into the PA Server Monitor directory. The

Licenses button will display th e License Manager dialog to let you see your current licensing
status.

Exit This closes the PA Server Monitor Console. Since the actual monitoring is done by a
service, exiting the Console does NOT stop the monitoring of your system.

13
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Global Settings

The Settings dialog lets you configure global aspects of the monitoring service.

There are several dialogs that are reached by the buttons on the right side of this dialog and
which are also accessible via the Settings menu.

System Alerts - Some alerts are sent to you from the monitoring system itself, and
not in response to particular monitors. These alerts include security warnings
(change of configuration, etc), license issues, internal problems, unaccessible
compute rwarnings, etc. You can control which of these internal alerts are enabled,
and which notification method each one should use.

Console Security allows you to set a password that the Console will request when it

is launched. This setting allows you to lim it access to PA Server Monitor to authorized
users.

Database Settings  dialog allows you to set up PA Server Monitor to use the

embedded SQLite database or Microsoft SQL Server as the storage for PA Serve r
Monitor data.

Report Settings  affect the storage of archived reports and the behavior of the

reporting features of PA Server Monitor.

HTTP Server Settings _ allows you to change details of the way the built -in web server
in PA Server Monitor operates.

14



Settings (#23]
After the computer starts, wait |30 seconds before starting monitors in 0K
order to help the computer 'settle down' quicker.
Cancel
[™ When the service starts, ignore all actions that are fired on the first check of each
monitor [in order to skip all of the ‘already-known' events that happen at startup). System
The Last Status will show 'Skipping Actions' in this case. Alerts .
[V &l new monitors should automatically start in Training Mode [when applicable) Console
Security ..
The P4 Server Monitor service is set to run as: About
' Local System [an interal account that can only access this computer) —
" The following user: I Remote monitoring hints
|usgr account
Password: | considerations] .. Database
e Settings ...
Domain: l'—’rm[‘E _j
Report
Settings ...
Target average CPU usage: 20% 0% * ' ' ' ' ' ' ' ' any
==l HTTP
Server
: Settings ...
[V Check for updates every 30
days and notify using:
[Privacy] = Check Now
Logfiles  |C:\Temp
Maxlod e szern KB l81 92 |~ Enable Debug [ Enable Data
ax log file size in i e
Startup Wait Time - When the monitoring service starts, you can instruct it to wait a
number of seconds before active monitoring begins. This places less loa d on the system
while it is starting, and also reduces false alarms that occur from the system not being
completely started.
Ignore First Actions - To further reduce false alarms, the monitor service can ignore
problems found on the very first run of each monitor. After the first run, all monitors will run
normally.
Start in Training Mode - Most monitors support Automatic Training (see Advanced Monitor
Options ). When monitors are first created, they can automatically enter Training Mode. That

is convenient in most cases, but it means the monitor might be a little harder to test initially
since it won't fire actions until the training period has finished.

Logon AsUser - Thisisa very importantsetti ng. This setting lets you control which user
account is used to run the monitoring service (this is the same setting you can set on each
service in the Administrative Tools -> Services applet). This account is the account that the
monitoring service willu  se when monitoring all resources.

Note:

The default Local System user can access all local resources, but can't access any
remote Windows resources (it can however access non -Windows remote resources
such as ping, web pages, etc).
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If you will be monitor  ing remote systems, select "The following user” radio button
and set the user name and password to a domain account or to a local account which

has the same user name and password as an account on the remote system ( see
Remote Monitoring Hints ). Another alternative is to right - click the computer in the
monitoring Console and select Type & Credentials -> Set Login Credentials for

server - specific credentials.

CPU Throttling - The monitoring service has advanced CPU throttling built in which works
to keep the average CPU usage at or around the value you set. Note that during report

creation, the CPU usage will sometimes go above the throttle level, but it won't stay there

for long.

Update Check - The monitoring s ervice can periodically check if a newer version of the
software is available and notify you via an alert email Action. We take privacy seriously:
Please see the privacy considerations  built in to the update ch eck.

Log Files - The monitoring service writes diagnostic log files as it runs. You can control the

maximum size for the log file. When the maximum is reached, a portion of the beginning of
the log file is removed and then new information continues to ge t written to the end of the
file. Debug logging writes a very large volume of data to the log in a short time -- it
shouldn't normally be enabled unless needed by Power Admin Support to diagnose an issue.
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Database Settings

PA Server Monitor needs a place to store the data that it collects during operation. There
are two choices available for data storage.

SQLite By default, PA Server Monitor stores all of its data in compact, highly reliable
SQLite databases. This is the choice that you make by selecting the radio button
titted "Store collected data in databases in the directory above." This is the simplest
choice available and is the one that most users make when using PA Server Monitor.
Microsoft SQL Server The a lternative choice is made with the other radio button
whose label indicates Microsoft SQL Server. The SQL Server Express databases are
fine for most installations, but do be aware that they limit the total database size to
4GB.

If you change the database settings, you will be prompted whether you want to copy your
existing data from the current database to the new database. Depending on the size of your
current databases, this can take a while (a large installation with 6GB of databases takes
over a day fo r the transfer).

Database Cleanup

No maintenance is required for the databases. All monitors automatically remove old data
from the databases automatically to help control database growth. You can control how
many days of data is kept for the monitors via the Database Cleanup button.

Contents

Database Settings

Thiz appdcabion creates some small databaszes for mbemal use and will use the direciony below for those databases.

: MOTE: Far database mtegnty, put the
Database files |D:\Databases sell  databass fles on alocsl NTFS dive

[ Allow database waite-caching for increased performance with
the nsk of comupbon if the power or hardwane fals

Bezides the internal-use databazes, most moror: can also record ther indings to databaszes [fon reports, ebe). You can
chooze bo save this data to databases in the above directon, or specily a Microsoft SOL Server databaze to use.

* Store collected data in databases in the directory shove

" Store collected data in the specified Microsoft SOL Server database [Mote: The free Microsoft SOL Server Express
can alzo be uged)

[Database server lo use |

Database name: | Mote: The databaze must aleady exist
{+
i

Llzamame | Password I

The infotmation above is used to create the connection sting shown below [which you can edit diectly if necessary).
Thiz connection sting will be encrypted with a machine-specific: key before t is daed.

(114

Cancel

Database
Cleanup

Test
Connection
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More about Microsoft SQL Server and PA Server Monitor
To use SQL Server for storage, you need to install the SQL Server Native Client library,
which is Microsoft's latest database connection technology.

If you did notinst  all the Native Client Library at installation time, you can now by launching
the installation file named sqlncli.msi , which will be located in the home directory of PA
Server Monitor (normally C:\ Program Files  \ PA Server Monitor )

The following configurati  on data needs to be specified to use SQL Server:

Server name - name of server on which SQL Server instance is located. (Note that

with SQL Express, this is often {server_name} \ SQLEXPRESS)

Database name - the name of a SQL Server database which will be use d for PA
Server Monitor storage. The database must exist prior to use.

User name and password - as required by the SQL Server instance.

Connection String - the connection string is automatically created by PA Server
Monitor when you enter the configurati on information above. You can hand edit the

created connection string if you wish.

If you do not need or wish to use SQL Server as the database for PA Server Monitor, the
SQL Server Native Client Library does not need to be installed.
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HTTP (Web Server) Configuration

The PA Server Monitor service contains an embedded web server for serving HTML reports
to the Console and to browsers, as well has handling some configuration requests from the
Console. Thisembedded web server does NOT use or require lIS, and it can run on the
same server as IIS or other web servers since it uses a different port than IIS generally
uses.

The monitaring zervice uzes an embedded HT TP zerver ta deliver reparts for viewing, and ta

3 AT (1] 4
process some commands and provide status to the Console application. Y'ou can control who the
HTTP server rezponds to.

Cancel
: Y'ou can zet the port to 0 to completely dizable
HTTP port for reports and commands: |51 the HTTF server, which will disable both
Repart Serving and Command Proceszing
bl
Repart Serving
" Dizable all repart serving functionaliby
" Serve reports only to requests fram this machine IP addreszes should be comma

separated, and can use the * wild
card character. Examples:

£ 192.168.%°10.105.2
127.0011.23+1010.10.10

" Serve reports only to the following IP addresses

{* Serve reports to everyone

Command / Request
" Dizable all command processing [zome configuration and status updates won't work in the Conzale)

" Service requests only from this machine IF addresses should be comma
~ ! i separated, and can use the * wild
Service requestz only from the following IF addresses card character, Examples:
x 192.168.%510.10.5.2

127.001.1.23107101010
¥ Service requests from evenone

HTTP Server Settings [3m]

The options available for controlling the built in web server are as follows.

HTTP Port for R eports and Commands - this setting lets you set the port which the
embedded web server uses to listen for requests. The web server may be entirely
disabled by setting this value to 0, which will stop the Console from using certain
functionality (Bulk Confi g for example). Port 80 is generally used by IIS and Apache
as the standard HTTP port for a web server. PA Server Monitor chooses a different

port so it doesn't conflict. If you have another application that is already using this
different port, you canea  sily change the port to another number.

Report Serving - you can determine how PA Server Monitor serves reports. There are
four options. You can disable all report serving. You can enable serving of reports but
only to the same machine on which PA Server Monitor is installed. You can serve
reports only to a set of other users, identified by the IP addresses of their

computers. Or, you can serve reports to any other computer that requests reports.

The default setting is "Serve reports to everyone".



Command Processing - this setting determines whether PA Server Monitor responds
to commands that are issued by the Console part of PA Server Monitor. You may
disable command processing entirely. Or, you may enable command processing, but
only from the machine on which PA Server Monitor is installed. The default setting is
"Process commands only from this machine."
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Report Settings

The Report Settings dialog allows you to customize aspects of the way PA Server Monitor
per forms reporting.

The available settings and controls in this dialog are:

Report Directory - This directory is where the HTML report files are created and
stored by PA Server Monitor.

Days before Reports are Cleaned Up - This value is the number of days reports
(HTML files) will be available. After the given number of days, PA Server Monitor will
delete the report. Note that reports that are always being updated (system summary
reports and Scheduled Reports) will not be aged out.

Clean All Reports Now - Pressing this button will purge all reports. Reports that are
constantly refreshed (like the status reports for example) will be re - created on their
normal reporting cycle.

Status Reports Interval - This drop down list allows you to select the interval at

which report files are generated. In a small installation (less than 50 servers)

regenerating the reports every minute is not a problem, but in a bigger installation

choosing a larger interval would be more efficient.

Show Maintenance Period on server st atus report - Self explanatory.

Turn off "Enable WMI Hint" on Server Reports Where it is Being Shown - If PA Server
Monitor is configured to poll a server via WMI for richer status reports, but that WMI

polling fails, an error/hint message is shown at the top of the report. This check box
disables this warning.

Update Status Reports every time a Monitor enters or leaves an error condition - This
option gives very small installations the ability to always have up to date reports.

Report Settings [

Report Directany |E".F’n:-;|rarr| Files'P File Sight'\Fleports The built-in HTTF server can only serve 0K
content fram the reports directary

Cancel
[rays before reports are cleaned up: (14 Clean All Reports How

State: Repoits

The summary status reports: e very useiud bt take CPU resources o generate. How olten do you wanil the status reports updated?

Every |2 minLtes

[v Show maintenance penad on sereer $atus reporl
[T Tum off Enable WHI hint on server reports where it iz being shown

[ Update status reports every bre & monitor enters o leaves an eror condiion [not recommended for large installations)
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Contents

SNMP Settings

PA Server Monitor can associate a set of SNMP (Simple Network Management Protocol)
credential with a monitored computer or device.

The following context menu choice allows you to see the Set SNMP Settings dialog.

Servers/Devices

-l Servers/Devices

+- 192.168.0.100
+-[ EXCHO3
+ i@ FTPO1
@ Add Mew Monitor ...
+ m < Mo
Delete OPSMOMN0Z [192,163.0,197]
+ Ping 1¢
Rename ...
+-ig9 Sample
+ ﬁ WERD1 Maintenance Period k
[ WEBD2 S
+ a WINXP-GLI Configuration »

Type & Credentials Set ComputerDevice Tvpe ...

Set SHNMP Setkings ...

Repart Delivery Schedule, ..

Operations 4
Makes ...

The Set SNMP Settings dialog allows you to set SNMP credentials that are appropriate for
the server being monitored.

Set SMMP Settings for DMVISTA (5]
Enter the values necesszary to queny the server/device via SNMHP. oK
" Clear saved SHMP settings for this server
Cancel
" Usze setings already entered for anather server [when you press OF,
cumently saved settings will be tested to ensure one af them warkz]

{+ {lze zpecified SNMP settings:
Fort |16 Yerzion |v2o -
CammLiniky ||:uu|:u|i|:
Authentication Algorithm kD5
IJzemame |
FPazsward |

This dialog allows you to set the following items:
SNMP version of the remote agent - v1, v2c and v3 are supported. The SNMP version

value v 2c is the default setting.
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If using SNMP version v3, a username/password needs to be entered
The community string value is set to 'public' by default

The SNMP settings are used primarily by the SNMP Monitor _, which ha s a Configure button
that provides an alternate way to access this dialog.
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Smart Configuration

The Smart Configuration feature is a very useful tool for quickly adding servers or devices to
be monitored. You spe  cify one or more servers, and the monitor modules inspect the
server(s) and create appropriate monitors for each server based on default settings.

You can access the feature by clicking the Smart Config button at the top of the Console.

You can paste a lis t of server names or IP addresses into an edit box. You can specify a
username and password to use when accessing the server by entering any line in the form:

server_name,username,password

(for another example, open the dialog below in the Console, an d let your mouse hover over
the server list window for a helpful hint).

If no username/password is given, the configuration procedure will try any already entered
credentials to see if they will work. Otherwise the the service's Login As user will be used

The next step is to select which monitor modules should inspect the server(s)/device(s) and

press "Begin the Smart Config Process". In a few moments you'll have monitors

automatically configured for your specific environment. Naturally the auto  -created monitors
can be changed or deleted just like any other monitor in the system.

Existing monitors and actions are not modified -- new monitors and new actions are created
while leaving the existing monitors and actions alone.
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