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Getting Started with PA File Sight

Thank you for choosing PA File Sight. The following topics offer some help in installing,
configuring and using PA File Sight. These topics are also shown in the help menu at the left
of the screen.

| nstallation

Getting Started
Quick Installation Guide

Configuration

Below are some instructions for core procedures that are used in setting up and using PA
File Sight.

Concepts

Console

Global Settings
Database Settings
HTTP Settings

Report Settings
Adding Monitors
Adding Actions

Error Auditing
Maintenance Schedule
Import & Export Configurations
External API

Monitors

Monitors are the "building blocks" of PA File Sight. The following help topics explain the
functionality of each monitor.

File Sight Monitor

Actions

Monitors use Actions to notify you of error conditions or to run automated fixes in response
to error conditions. The following help topics explain how each of the actions works.

Dial - Up Connection
E- mail Alert
Execute Script

Message Box
Network Message (Net Send)

Pager Alert via SNPP
Phone Dialer (DTMF/SMS)

Play Sound




Reboot Server
SMS Text Message
Start Application
Start Service

Write to Event Log
Write to Log File

Reports

Reports are summaries of conditio ns observed by PA File Sight on your network. The entries
in this section explain the types of reports that are supported and how to view them.

Server Status

Ad Hoc Reports
Scheduled Reports
Publish Reports
System Activity Log
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Quick Installation Guide for PA File Sight

You will find that PA File Sight is very easy to set up and use. You just choose a directory to
install into, press Next a few times, and you're done.

The product installs completely within it's own director y, with the exception of the optional
Microsoft SQL Server Native Client, which is a system component and uses a Microsoft
installer. The SQL Native Client is not required, and can be installed later.

Installation Considerations

PA File Sight doesn't take up much disk space. However, it records information to databases
that can grow large depending on how many monitors you have and how long you keep the
data. By default, the directory structure will look like this:

C:\ Program Files
PA File Sight
Databases
Reports

PA File Sight uses an embedded database by default. You can choose to store the bulk of
your data in an MS SQL Server database if you wish.

For the embedded database's performance and integrity, it's recommended to keep the
Database directory on  alocal NTFS drive. Putting the Database directory on a remote server
via a network share is not recommended.

You can choose to move the Databases and Reports directory at a later time via the
Database Se ttings dialog.

After the product is installed, a Startup Wizard for PA File Sight will guide you in setting up
your first few monitors and actions. It will be helpful to have the following available:

Your SMTP server information (such as SMTP server name, port (if non standard),
SMTP username and password if needed) for sending alerts



Configuration

Contents
Terminology and Concepts of PA File Sight

PA File Sight runs on a Windows computer and monitors the file activity on that computer.

The PA File Sight product itself is composed of three parts: a graphical user interface that

we call the Console, a background process called the monitoring service, and a file system

driver that watches all file I/O on the machine. You se e the Console when you launch PA File
Sight from the desktop. The service is invisible and has no user interface of its own. The

role of the Console program is to provide you with a convenient and effective way to work

with PA File Sight.

The following dia gram will give you a better idea of how the parts of PA File Sight work
together.

T — You start and run the Console when you wish to
o - { control PA File Sight or view monitoring activity.
i = The Console does not have to be running in

arder to maonitar the computer.

W Services ﬂ.u-calb
,_? L—‘_‘_

| Desergtion | Status

% Ao, F Ik Shgit Swted  Aakomatic i

The monitoring service starts running
automatically when Windows starts on the
workstation. You do not have to start the
service yourself.

The service is the part of the product that performs the file monitoring. The Console does
not need to be running in order for monitoring to take place. When you start the
workstation that has PA File Sight installed to it, monitoring will start.

The Console, service and driver are installed at the same time when you install PA File Sight
from the setup application. The service is set up so that it runs automatically when Wi ndows
starts.



Product Terminology

PA File Sight is based on the concepts of Monitors and Actions.

The PA File Sight product contains File Sight monitors that watch file I/O activity. You can

create multiple File Sight monitors to watch different director ies and drives on a machine.
These monitors trigger Actions (such as notifications or server operations) as well as record
monitored data to a database for report generation.

Monitor

A File Sight monitor continously scans file I/O activity and watches for activity that you have
defined an interest in.

You can create a new Monitor by right - clicking on the computer and choosing Add New
Monitor, and then filling in the required parameters.

Error Condition

An Error Condition happens when a file activity that yo u've specified an interest in happens.
For example, if you're watching for file deletes, the deletion of a file would trigger an Error
Condition.

Action

An Action is an activity that PA File Sight performs as part of its response to an Error
Condition. All  Actions are created from any of the available Action Types.

Examples of Action Types are sending e -mail, execution of a script, or writing text to a log
file.

How Monitors And Actions Work Together
Monitors and Actions are always defined within PA File Si ght as follows.

A Monitor must be defined first.
Actions are attached to the Monitor.

When an Error Condition occurs, the list of Actions that is attached to the Monitor is
executed. Each Action in the list is executed, in the order in which it appears in the list. This
list is called the Error Actions for the Monitor.

How Monitors and Actions are Created

Monitors and Actions may be created in two ways:

Manually: you canright  -click the server and choose Add New Monitor. See the help
page Adding Monitors

Imported Server Configuration: PA File Sight provides a way to duplicate Monitors

and Actions across several servers by saving the settings in a file. Refer to the help
page Importing and Exporting Configurations for complete instructions.

In addition, you can manually edit any of the existing Monitors, and you can manually edit
the Actions that are attached to the Monitors. You can add Actions to existing Mo nitors or
delete them, and you can delete unneeded Monitors (and their Actions) as necessary.



Contents
PA File Sight Console

The Console is the administrative interface to PA File Sight.

On the left side is the navigatio n pane. Similar to many other Windows products, this
navigation pane displays items that you can interact with. Right clicking most items will give
you a menu of choices. Selecting an item will cause the large right panel to change to your
current selectio n.

In addition, you'll note that there are buttons in the navigation pane. These buttons group
different items together that you can interact with.

The buttons across the top let you interact with PA File Sight as well as give you feedback.

Activity Graph The Activity Graph at the far left is an indication of system activity. The
green line indicates the number of monitors that are running or scheduled to run, and the
yellow line indicates the number of actions that have run.

Start/Stop Service The first bu tton on the left lets you start and stop the PA File Sight
service. When the Console first starts, it will be grey as the Console queries the operating

system to determine if the service is running or not.
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Settings  The Settings button takes you to the gl obal Settings dialog. Here you configure

many aspects of the program. More information is available in the

Settings topic .




Licenses Licenses are installed by copying them into the PA File Sight directory. T he
Licenses button will display the License Manager dialog to let you see your current licensing

status.

Exit This closes the PA File Sight Console. Since the actual monitoring is done by a service,
exiting the Console does NOT stop the monitoring of your system.
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Global Settings

The Settings dialog lets you configure global aspects of the monitoring service.

There are several dialogs that are reached by the buttons on the right side of this dialog and
which are al so accessible via the Settings menu.

System Alerts - Some alerts are sent to you from the monitoring system itself, and
not in response to particular monitors. These alerts include security warnings

(change of configuration, etc), license issues, internal problems, unaccessible
computer warnings, etc. You can control which of these internal alerts are enabled,
and which notification method each one should use.

Console Security allows you to set a password that the Console will request when it
is launched. This setting allows you to limit access to PA File Sight to authorized
users.

Database Settings  dialog allows you to set up PA File Sight to use the embedded
SQLite database or Microsoft SQL Server as th e storage for PA File Sight data.
Report Settings  affect the storage of archived reports and the behavior of the
reporting features of PA File Sight.

HTTP Server Settings  allows you to change details of the way the built -in web server
in PA File Sight operates.




Settings (#23]
After the computer starts, wait |30 seconds before starting monitors in 0K
order to help the computer 'settle down' quicker.
Cancel
[™ When the service starts, ignore all actions that are fired on the first check of each
monitor [in order to skip all of the ‘already-known' events that happen at startup). System
The Last Status will show 'Skipping Actions' in this case. Alerts .
[V &l new monitors should automatically start in Training Mode [when applicable) Console
Security ..
The P4 File Sight service is set to run as: About
' Local System [an interal account that can only access this computer) —
" The following user: I Remote monitoring hints
|us§r acpount
Password: | considerations] .. Database
e Settings ...
Domain: I'A’FHLE _j
Report
Settings ...
Target average CPU usage: 20% 0% * ' ' ' ' ' ' ' ' any
==illl HTTP
Server
: Settings ...
[V Check for updates every 30
days and notify using:
[Privacy] Check Now
Log files IC:'\temp\
Maxlod e szern KB l81 92 [ Enable Debug I Enable Data
. logaing logging
Startup Wait Time - When the monitoring service starts, you can instruct it to wait a
number of seconds before active monitoring begins. This place s less load on the system
while it is starting, and also reduces false alarms that occur from the system not being
completely started.
Ignore First Actions - To further reduce false alarms, the monitor service can ignore
problems found on the very first ru n of each monitor. After the first run, all monitors will run
normally.
Start in Training Mode - Most monitors support Automatic Training (see Advanced Monitor

Options ). When monitors are first cre ated, they can automatically enter Training Mode. That
is convenient in most cases, but it means the monitor might be a little harder to test initially
since it won't fire actions until the training period has finished.

Logon AsUser - Thisisa very impor tant setting. This setting lets you control which user
account is used to run the monitoring service (this is the same setting you can set on each
service in the Administrative Tools -> Services applet). This account is the account that the
monitoring serv ice will use when monitoring all resources.

CPU Throttling - The monitoring service has advanced CPU throttling built in which works
to keep the average CPU usage at or around the value you set. Note that during report
creation, the CPU usage will sometim es go above the throttle level, but it won't stay there
for long.
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Update Check - The monitoring service can periodically check if a newer version of the
software is available and notify you via an alert email Action. We take privacy seriously:
Please see t he privacy considerations __ built in to the update check.

Log Files - The monitoring service writes diagnostic log files as it runs. You can control the
maximum size for the log file. When the maximum is reache d, a portion of the beginning of
the log file is removed and then new information continues to get written to the end of the

file. Debug logging writes a very large volume of data to the log in a short time - it
shouldn't normally be enabled unless needed by Power Admin Support to diagnose an issue.
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Database Settings

PA File Sight needs a place to store the data that it collects during operation. There are two
choices available for data storage.

SQLite

By default , PA File Sight stores all of its data in compact, highly reliable SQLite
databases. This is the choice that you make by selecting the radio button titled
"Store collected data in databases in the directory above." This is the simplest choice
available and is the one that most users make when using PA File Sight.

Microsoft SQL Server

The alternative choice is made with the other radio button whose label indicates
Microsoft SQL Server. The SQL Server Express databases are fine for most
installations, butd o be aware that they limit the total database size to 4GB.

If you change the database settings, you will be prompted whether you want to copy your
existing data from the current database to the new database. Depending on the size of your
current databases , this can take a while (a large installation with 6GB of databases takes
over a day for the transfer).

Database Cleanup

No maintenance is required for the databases. All monitors automatically remove old data
from the databases automatically to help cont rol database growth. You can control how
many days of data is kept for the monitors via the Database Cleanup button.

Contents

Database Settings

T his appdcabion creates some small databases for mbemal use and will use the direciony below for those databases.

: MOTE: For database ntegnty, put the
Database files |D:\Databases szl databaes fles on alooal NTFS dive

[T Allow database wiite-caching for increased performance with
the sk of comupbon if the power o hardware fals

Bezides the internal-use database: most morlod: can also record thed inding: Lo databazes (lon reports, ele). 'You can
chonse o save this data bo databases in the sbove directony, or specify a Microzoft SOL Server database to use,

i+ Store collected data in databases in the directory sbove

" Store collected data in the specified Microzsoft SOL Server databaze (Moter The free Microsoft SOL Server Express
can alzo be uzed|

Database server bo uge |

Diatabase name: | Mate: The database must abeady exist
{«
'

Uzemamea | Password I

The information above is used to create the connection sting shiown below [which pou can edit diectly if neceszary].
Thiz conneclion sting will be encrvpted with a machine-specific key befare & s doed.

(114

Cancel

Databaze
Cleanup

Tesl
Connection

12




More about Microsoft SQL Server and PA File Sight

To use SQL Server for storage, you need to install the SQL Server Native Client library
which is Microsoft's latest database connection technology.

If you did not install the Native Client Library at installation time, you can now by launching
the installation file named sqlncli.msi , which will be located in the home directory of PA

File Sight (normally  C:\ Program Files \ PA File Sight )

The following configuration data needs to be specified to use SQL Server:

Server name - name of server on which SQL Server instance is located. (Note that
with SQL Express, this is often {server_name} \ SQLEXPRESS)

Database name - the name of a SQL Server database which will be used for PA File
Sight storage. The database must exist prior to use.

User name and password - as required by the SQL Server instance.

Connection String - the connection string is aut omatically created by PA File Sight
when you enter the configuration information above. You can hand edit the created
connection string if you wish.

If you do not need or wish to use SQL Server as the database for PA File Sight, the SQL
Server Native Clie nt Library does not need to be installed.

13
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HTTP (Web Server) Configuration

The PA File Sight service contains an embedded web server for serving HTML reports to the
Console and to browsers, as well has handling s ome configuration requests from the
Console. This embedded web server does NOT use or require IIS, and it can run on the
same server as IIS or other web servers since it uses a different port than IIS generally
uses.

HTTP Server Settings @

The monitonng service uzes an embedded HT TP zerver to deliver reports for wiewing, and to

: A (1] 4
process some commands and provide status to the Congole application. You can contral who the
HTTPF server responds to.

Cancel
HTTF part § S de |81 Y'ou can zet the port ta ] to u:-_:umpletel_l,l dizable
D e e the HT TP server, which will dizable both
Repart Serving and Command Proceszsing
below [not recommended)
v UszeSSL for all HTTP communication
Repart Serving
" Dizable all repart gerving functionaliby
" Serve reports anly to requests fram this machine IP addreszes should be comma

separated, and can uze the = wild
card character. Examples:

i 192.168.%°10.105.2
127.0.01,1.2.31010.10.10

" Serve reports only to the following IP addresses

(¥ Serve reports to everyone

Command / Request

" Dizable all command processing [zome configuration and status updates won't wark in the Conzaole)

IF addreszes should be comma

i i separated, and can usge the * wild
" Service requests only from the following IP addresses Calr:ld character, Examples:

" 192168.%*10.10.5.2
127.001.1.23.1010.10.10

" Service requests only fram this machine

(¥ Service requests from everyone

The options available for controllin g the built in web server are as follows.

HTTP Port for Reports and Commands

This setting lets you set the port which the embedded web server uses to listen for

requests. Port 80 is generally used by IIS and Apache as the standard HTTP port for

a web ser ver. PA File Sight chooses a different port so it doesn't conflict. If you have
another application that is already using this different port, you can easily change

the port to another number.

Use SSL

PA File Sight supports using HTTPS for all communicat ion to the service, which
includes viewing reports, and Console -to -service communication. Self  -signed digital
certificates are used. This means most browsers will display a warning even though

the HTTPS network traffic is encrypted. To fix the warning in t he browser, follow the
instructions on  SSL Certificate Hints

14



Report Serving

You can determine how PA File Sight serves reports. There are four options. You can
disable all report serving. You can enable serving of reports but only to the same
machine on which PA File Sight is installed. You can serve reports only to a set of
other users, identified by the IP addresses of their computers. Or, you can serve
reports to any other computer that requests reports. The d efault setting is "Serve
reports to everyone".

Command Processing

This setting determines whether PA File Sight responds to commands that are issued
by the Console part of PA File Sight. You may disable command processing entirely.
Or, you may enable com  mand processing, but only from the machine on which PA
File Sight is installed. The default setting is "Process commands only from this
machine."

Currently, the only case where commands are sent from a remote machine is if a
user is viewing the Visual St  atus Map report in a browser on a separate machine.
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Contents

Report Settings

The Report Settings dialog allows you to customize aspects of the way PA File Sight
performs reporting.

The available settings and controls in this dialog are:

Report Directory - This directory is where the HTML report files are created and
stored by PA File Sight.

Days before Reports are Cleaned Up - This value is the number of days reports
(HTML files) will be available. After the given numb er of days, PA File Sight will
delete the report. Note that reports that are always being updated (system summary
reports and Scheduled Reports) will not be aged out.

Clean All Reports Now - Pressing this button will purge all reports. Reports that are

constantly refreshed (like the status reports for example) will be re - created on their

normal reporting cycle.

Status Reports Interval - This drop down list allows you to select the interval at
which report files are generated.

Show Maintenance Period ons  erver status report - Self explanatory.

Turn off "Enable WMI Hint" on Server Reports Where it is Being Shown - If PAFile

Sight is configured to poll a server via WMI for richer status reports, but that WMI
polling fails, an error/hint message is shown at the top of the report. This check box
disables this warning.

Update Status Reports every time a Monitor enters or leaves an error condition - This
option gives very small installations the ability to always have up to date reports.
Report Settings [
Repart Directory | C:\Frogram FiestPa File Sight\Reportsh The built-in HTTF server can only serve 0K
caontent fram the reports directary
Cancel

Days before ieports ae cleaned upe |14 Clean All Reporls How

Statuez Reports

The summary status reports ae very useful but take CPU resources io generate. How olten do you want the stabies reports updated?

Every |2 minutes

[v Show mairtenance penod on sereer slatus report
[ Tum off Enable Wil hint on server reports where it is besng hown
[ Update stabies reports every e a manitor enbers or leaves an eror condition [not recommended for large installations]
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Contents
Adding Monitors

Adding monitors to an existing computer is very easy. Select the computer in the navigation
pane and right click. Select the "Add New Monitor..." menu item.

Add New Monitor... V

Maintenance: Pause Monitoring...

A new instance of the monitor will be shown to the right of the navigation pane where you
can configure that monitor to your particular environment.

17



Contents
Adding Actions

The Actions dialog is pictured below. (Depending on the features of the monitor being
configured, the d ialog may look slightly different than the one pictured below).

This monitor is a State monitor, which means it can fire the configured actions when a problem is first [ Appl
discovered [transitions into error state]. The monitor supports event escalation, and can fire actions when the PPy
problem is resolved [a transition out of error state). [

; ) ; Reset
" Fire actions whenever a monitor detects a problem
{* Fire actions when a problem is first detected, with optional escalation, and later when it is resolved
{_= SEror actions [run in the order shown) Globally defined action list
[=- Do Immediately: : : ‘ = ‘ ;
- L Write to ServerE vents.txt log file _New... Edit ... Delete ...
% minutes after the first error: E-mail Message to Support@Powerddmin.com
Al Every X minutes thereafter (2 ta edit): Message Box : :
EI Restart specified service on monitored computer

<< | |wiite to Event Log
Wiite to ServerE vents.txt log file

Actions that are connected 3>
to this specific monitor.

(£ N

Palette of all actions that are
defined in the system so far.

@Enor resolved actions [run in the order shown]
Write to ServerEvents.txt log file

((

_5J 2 | |4 1 d

Click for help on adding actions to monitors

On the left are shown all of the actions that On the right is a list of all actions that are
are attached to this specific monitor. When defined so far. These actions could be used
the monitor 'fires actions' it will run that list by any monitor.

of actions in the order shown. You can
change the order with the blue up and down
arrow buttons.

If you need an action that isn't listed (for
example another email action, or a Start
Application act ion), click the "New ..."
button above the list of global actions.

You can edit actions in this list, and changes
made will be reflected in every monitor that
is using that action.

To add (or attach) an action to a monitor, simply select the action in th e global list on the
right, and press the green £¢/button to move the action to the left monitor - specific list, to

18



the Do Immediately node. (Other nodes may be shown for monitors that support event
escalation )

State vs Event Monitors

Some monitors see discrete events -- afile is accessed, an event is written to the Event
Log, etc. Others see conditions -- disk space is low, ping response is too slow, etc.
The following describes how State and Event monitors differ.

State monitors keep track of whether the monitor is in a healthy state or an error

state. For State monitors, you can choose to have actions run when a problem is
detected, and then not again until it is fixed. State Monitors also support event
escalation and error resolved actions

Event monitors run actions every time they see something wrong. You can control

what actions are run and when.

State monitors can be configured to act like Event monitors, meaning you can choose to be
notified every ti me an error state is detected. This is what the radio buttons near the top
do.

With these differences in mind, the dialog above shows the action configuration dialog for a
State monitor. Only state monitors support event escalation

19



Contents

Error Auditing

Service Level Agreements (SLAs) and regulatory compliance with GLBA, HIPPA, PCl and
SOX among other standards often requires auditing errors that occur on servers and
devices. In addition, many IT organizations choose to use error auditing to ensure a high
quality of service to the rest of the business.

Even if you don't have compliance requirements, the Error Audit report can be a good way
to get a quick summary of a cer tain type of error that is occurring. See Not Just For Auditing

below if this is you.

Three Pieces

PA Server Monitor, PA Storage Monitor and PA File Sight all have Error Auditing built -into
the product. Auditing can be enabl ed or disabled, and used however it works best for your
organization.

There are three parts to Error Auditing:

1. Product monitors run and detect issues. Alerts are optionally fired and details are
written to the database. The error details, source device, ti me, etc are all recorded to
an error database.

2. Server administrators view server status reports  and note recent errors. They check

the Ack box next to the error indicating that they have reviewed and acknowle dged
the error. Their acknowledgement is recorded in the database along with the error
details.

3. Administrators, management or compliance officers can run high -level Error Audit

reports to make sure errors are being reviewed and acknowledged by server
admin istrators. The Error Audit reports can be broken down by:

source computer or device

computer group

resource type (disk space, services, ping response, etc)
acknowledgement state (acknowledged or not yet acknowledged)
error type

Multiple reports can be cated which gives each manager/compliance officer the
the network that they are responsible for.

More Details

1. - Product monitors detect and record issues

The products have always monitored resources, fired alerts when over thresholds and
recorde d resource values in the database for later reporting and charting. In addtion, the
different monitors would change color based on whether everything was OK (green) or
alerts were fired (yellow). Red (internal or serious error) and grey (disabled or

mainte nance) are also possible colors.

view of
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When a monitor turns yellow, the yellow color shows up on summary screens for the whole
server indicating that there is an alert on a monitor on that server. The server will show
green when all monitors are green.

Some pro blems are transitory (a new event in the Event Log, a change to a file, etc). Alerts

would be fired, but the monitor wouldn't stay yellow since on the next run everything looked

OK, so the it would go back to green (OK). If the administrator was not watchi ng the server
closely, that yellow alert status could come and go without being seen. A new option that

can be seton a per -serverlevelis to force monitors to remain yellow while they have

unacknowledged alerts. This is available by right -clicking the se rver and going to Report &
Delivery Settings  -> Report Settings.

Server Status Report Settings

[+ Show the Acknowledge [fck] column in the erars portion of the report

v Honitors should uze the vellow "Unacknowledged Alerts" status |f

evemnthing iz OF, and there are still unacknowledged alerts Cancel

I+ Once an eror iz acknowledged, it should no longer be shown in the
status report

M ax nurmber of emrors to show in the status report |25

Additional options in this dialog control what is displayed in the Recent Errors section at the
bottom of the server status report

2. - Server administrators acknowledge errors

The next p iece of the auditing system is the server administrators. At the bottom of the

server status report _ is the Recent Errors section. This shows issues that the monitors have
recently discovered. What is shown th ere depends on the Report Settings dialog discussed
above. Most often, there will be an Ack column.

When the Ack column is clicked, an request is sent to the service indicating that the error

has been acknowledged. The acknowledgement time as well as the | P address of the user is
recorded. [A future version will user logins to view reports -- at that time the username will
be recorded instead of the IP address]. If an administrator accidentally acknowledges an

error, they can click the Ack box again to clea r the acknowledgement.

Recent Errors

Err Ti... Monitor Details OK Ti... Ack
Manitor The service "Performance Logs and Alerts” is not running on computer ARCHIVE W
SErVICES
ARCH...

2 Jul Monitor The service "Microsoft Software Shadow Copy Prowider” is not running on v

2009 services computer ARCHIVE

4:18:30 on The service "Performance Logs and alerts™ is not running on computer ARCHIVE

pm ARCH... The service "Volume Shadow Copy” is not running on computer ARCHIVE

Administrators will often not want to see the error again once they've acknowledged it. This
can be controlled via the Report Settings dialog mentioned above.
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3. - Error auditing reports for compliance

The Error Audit report is ava ilable under the [System Summary Reports] section.

Servers{Devices

All Monitors Report Data Type
All Actions ] Chooze a repart type

Reports Feport Dizplay Type Elu_| [System Summary Feports]

|£| k anitar Status Sunimary

— -:I}_1'| Generate Ad Hoc Report

&[5 Scheduled Reports Source Data

Once you've selected the report, go to the Filters and Parameters tab. This is where you
specify exactly what you want to look at. There are a variety of different ways to filter the
errors that youwan  tto see. If your primary responsibility is disk space, just look at the Disk
Space monitors under Monitor Type(s). If you have grouped the servers by geographic
region, you could specify you only want to see errors in the Northern Europe Source Group
for example.

Start Tirne: Today

End Tirme: FDavs Ago

Cutput Colurnns: Acknowledged By, Acknowledged Time, Details, Eror Time,
Sart By: Severity

Source Grouplz): <allx

Source Computer/Device(z]:  <all>

b anitar Type(z]: <allx
b aritar Statuz(es]: <allx
Still In Error: <all>
Already Acknowledged: <allx
Acknowledged By <all
Murnber o S howe: 100
Collection Server(z]: <allx

There is a lot of data available and it might seem a little overwhelming at first. We

recommend using the Output Columns filter and only show the data that you're interested

in. You can see when a problem happened, when it was fixed, when it wa s acknowledged,
what computer/devices it was on, etc.

Once you user the report a few times and have decided what you want to watch, we

recommend creatinga  Scheduled Report . That way the report that you want will always be
available (Scheduled Reports always use the same URL, so you can save it in your favorites

and quickly see the latest report.




Not Just For Auditing

Large organizations often have multiple people that are responsible for different parts of the
IT infrastructure. Creating Error Audit reports is a good way to view all errors that are

happening to a group of servers, or to a class of resources (ie errors related to Ping

response for example).

We recommended that each person with a larg e responsibility have their own Error Audit
report so they can quickly see all errors within their area of responsibility. Errors can even
be acknowledged on the Error Audit report itself, just like on the server status reports.
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Contents
Maintenance Mode

Maintenance Mode is very useful when you'll be working on a computer that is being
monitored. Naturally you don't want to receive alerts or have the monitoring service try to
correct things that you are working on. Instead of stopping the monitoring service (and

potentially forgetting to start it again), you can indicated the monitored computer is being
worked on with Maintenance Mode.

Manual Maintenance

You manually put a server into maintenance mode immediately by right ¢ licking on the
computer and choosing Maintenance Period -> Immediate Maintenance: Pause Monitoring.
Servers{Devices < Back. Open in Browser _ Print

E- .4“;.# Servers/Devices
- o QI
28

' %:, £ Delete DNVISTA

Add New Monitor ... hation

days, 2 hours, 35 minutes

-6 M Set Server Alias ...

' e S"\ Maintenance Period 4 \ Maintenance Schedule ...

- S . : S

- ? 1 = - Immediate Maintenance: Pause Monitering ...
= V| Configuration > |

When you enter Maintenance Mode, you specify how long you expect to be working on the
server. No further monitoring of the server will take place until that amount of time has
past. Then active monitoring of the server begins again automatically.

Specify Immediate Maintenance Window @

When a server/device is in maintenance mode, all monitors are stopped. [ oK
When you are done, you can resume monitoring again.

To make sure this step isn't forgotten, the computer will automatically be taken Cancel
out of maintenance mode after the number of minutes shown below. '

Maintenance window in minutes: IBU
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Scheduled Maintenance

Servers{Devices ¢ Back | Openin Browser | _Print

(=% Servers/Devices

camr

-85 Cl Add New Menitor .. pation
3 Delete DNVISTA
. % E' f days, 2 hours, 37 minutes
- M Set Server Alias ...
' e 53 Maintenance Period 4 i Maintenance Schedule ...
@ 2] b oin 5 | Immediate Maintenance: Pause Monitering ...
+-®a Vi

In addition to the manual maintenance mode mentioned above, scheduled maintenance is
also available. With this feature you can have the monitoring service automatically place a
server into maintenance mode based on your schedule. This is often useful when some

normal process (a nightly backup process for example) might exceed some of the monitors'
normal thresholds.

Automatic Maintenance Scheduling [iz]

»

& i You can schedule a server to automatically enter maintenance mode.  During maintenance mode, no ‘ 0K
W monitors run. At the end of maintenance mode, monitoring begins again automatically. -

Maintenance is scheduled to begin: Cancel
No schedule set

: v» VCIgarfSchﬁeVdulVe; |

Maintenance will last. |1 ﬁ |H0U'[S] _'_I

Nest maintenance period: Automatic maintenance not set
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Contents
Importing and Exporting Configurations

PA File Sight supports a very easy and effective way to transfer your complex monitoring
setups from one installation of the product to another. This is what exporting and importing
configurations allows you to do.

Exporting is a process by which you make PA File Sight save configuration data to a special
XML format file. Importing is the process that allows PA File Sight to read in saved values
from the same type of file and to restor e the settings.

Exporting Complete Configuration

Exporting the complete configuration is an easy way to preserve all of the settings that are
contained in an instance of PA File Sight. To get started, select the following menu setting:

File Wiew Settings  Licensing Help
Easy Cenfiguration ...

Bulk Cenfiguration ... |

! Export Complete Configuration ... ’

Import Complete Configuration ... |
Sen

The next dialog that you will see will ask you if you would like to export any server
passwords that were entered previously:

-

Export Server Passwords

Wwhen exporting the configuration the server credentialz can alzo be
exported to the file. Tao dothiz, they need to be decropted and stored
az zimple text in the file, Ma

Do you want to expaort the server credentials too?

If you work in an environment in which password and credential data must be handled in a

specific manner due to legal or internal company restr ictions, you may wish to answer "No"
to this prompt. Otherwise, you may wish to allow PA File Sight to save all security

credentials to the file by answering "Yes". The credentials will be decrypted and will be

visible as plain text in the output file.

The next dialog to appear after you answer the question above will be a standard "File

Save" Windows dialog that allows you to select a file name, and a location at which to save

the configuration file. When you export a Complete Configuration, the default f ile name that
is selected will be  PA File Sight App Configuration.axml . The file extension  .axml
should always be used when you save the complete configuration because it indicates this

type of exported configuration.

At the completion of the export of th e configuration data, PA File Sight will display a
message box but only if you chose to save the credential information.
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Importing Complete Configuration

Just as easily as you can export a PA File Sight configuration to a file, you can also import
that fi le into a new installation of PA File Sight on another machine.

You use the following menu selection to choose Import Complete Configuration.

File View Settings  Licensing Help
Easy Configuration ...

Bulk Cenfiguraticn ...

- Export Complete Configuration ...

i Import Complete Configuration ...

The first prompt that you will see will be a message box indicating that you are about to
erase any configured  settings in the current instance of PA File Sight and replace them with
the contents of a configuration archive file.

v

Import Product Configuration (5]
“fou are about bo import the configuration from file and completely C Yes
ovenanite the curent configuration for this product (if any]. The service
will be stopped and restarted az part of this process. Mo

Do you want bo continue?

If you answered "Yes" to the question above you will see the standard File Open dialog to
select a .axml file that you saved to previo usly.

Note that this dialog box indicates a file of the extension .axml , as saved by the Export
procedure. At the end of the import, you should see the list of servers restored to the

Navigation Pane. A message box will appear at the end of the import pro cess indicating the
success of the operation, as well as any monitors or actions that could not be restored.

Exporting Individual Server Configuration

You may export the settings (monitors and actions) that are associated with an individual
computer. This  operation is very similar to that of exporting the complete configuration of
this product as shown above.

The menu item that selects the export server operation is accessed by right clicking a server
or device whose configuration you wish to export. The menu appears as follows.
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—|-d Servers/Devices
M 192.168.0.111
i ExXCHOZ

& FTPOL

&

a’ WEE Add Mew Monitar ..,
a' WEEBOZ Delete OPSMOMNDZ [192,168,0,197]

i WiNgp-gUl  Rename ..

Maintenance Period K

- [ [ [H-[H-[H-[F

Configuration Smart {Auko) Configuration ...

Import Configuration ...

T & Credential -
¥Pe redentials Export Configuration ...

Report Delivery Schedule. ..

Operations k
Motes ...

The series of dialog boxes and the options that appear is identical to that shown above for
exporting a complete PA File Sight configuration, with the following exception. The file name
will be (Server_name) Configuration.cxml . (Server_Name) represents the name of the

server you are exporting.
Example for the illustration above: 192.168.0.197 Configuration.cxml

Importing Individual Server Configuration

You may import the settings (monitors and actions) that are associated with
computer. The Import Server operation assumes that they exist already in a

=1l Servers/Davices
i 192.168.0.111
i ExCHO3

& FTPO1

- m &dd Mews Monitar ...

& WEBOL
o WEBD2 Delete OPSMOMOZ [192,168.0,197]

a— e Rename ...

Maintenance Period r

o I e e R

an individual
.cxml file.

Configuration amart (auka) Configuration ...

Impart Configuration ...
Type & Credentials TSR

Export Configuration ...

Repart Delivery Schedule. ..

Operations k
Makes ...

This operation is identical to that of importing the complete configuration of this product as
shown above, with the following exception. An import of a server configuration must be
applied to a computer object that you have already created in PA File Sight. The IP address

or name must be set by you explicitly, and will not be transferred from the previously

exported computer. The monitors and the actions that are created will be associated with

the IP or computer network name that the target computer had contained.
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Contents

External API

PA File Sight has a simple API for basic operations.

Security

To protect the system  from un -authorized requests, there are two security precautions that
are required:

SSL - SSL must be enabled for the embedded HTTP server. This can be done on the

HTTP Settings dialog.
APl Key - The APIKey registry setting must be set. This is analogous to a

username/password. Create a value named API_KEY and set it to a long string value
of random characters. The value goes under a product - specific key:

PA File Sight - HKEY_LOCAL_MACHINE/software/PAFileS ight
PA Server Monitor - HKEY_LOCAL_MACHINE/software/PowerAdminServerMonitor
PA Storage Monitor - HKEY_LOCAL_MACHINE/software/PAStorageMonitor

Requests are made via HTTPS. The format of the requests is:
HTTPS://{server}{port}? API={command}&KEY={API Key}

Additional optional parameters can be appended to the URL using the pattern:
&{param_name}={value}

Return Values

All APl commands return data as simple text. All successful commands return data as:

:START:

{returned data

can be multiple lines}
:END:

Errors are returned as:
:ERROR{error text}

APl Commands

Below are the supported commands. The command name should be insert where
{command} is shown in the example above.

GET_SERVER_LIST Returns a list of servers and the group that the server is in.

Parameters: none

Example:

https://server:81?API=GET_SERVER_LIST&KEY=921msa8gbk4j78
dbglaj

Output (server|group{tab}group where {tab} is the ASCII tab
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START_MAINTENANCE

END_MAINTENANCE

ADD_SERVER

(\t) character:

:START:

DNVISTA|Servers/Devices
192.168.2.5|Servers/Devices
POWERADMIN.COM|Servers/Devices{tab}Boston
NEBPUTER|Servers/Devices{tab}Servers{tab}Office
DOMAIN|Servers/Devices

MANY |Servers/Devices
DNLAPTOP|Servers/Devices
OPSMONO2|Servers/Devices{tab}Servers{tab}Office
ARCHIVE|Servers/Devices
192.168.1.1|Servers/Devices
192.168.2.111|Servers/Devices{tab}Linux
192.168.2.113|Servers/Devices
192.168.2.104|Servers/Devices{tab}Linux
RFMAC]|Servers/Devices Linux
TEST|Servers/Devices

:END:

Put the server into immediate maintenance mode.

Parameters:

SERVER - name of the server that should be put in to maintenance

mode

MINUTES - time in minutes that the server should remain in
maintenance mode before it automatically reverts to normal
monitoring

Example:

https://server:81?API=START_MAINTENANCE&KEY=921msa8gbk4j
78dbglaj & SERVER=MAILSRV&MINUTES=15

Output :
:OK:

Put the server back into normal monitoring mode.

Parameters:
SERVER - name of the server that should be put into normal
monitoring mode

Example:

https://server:81?API=END_MAINTENANCE&KEY=921msa8gbk4j78
dbglaj&SERVER=MAILSRV

Output:
:OK:

Add and optionally configure the named server

Parameters:

SERVER - name of the server that should be added

WIN (optional) - defaults to 0. Set to 1 if this is a Windows server.
WMI (optional) - defaults to 0. Set to 1 if WMI polling shoul d

happen to collect System Details information for the server status
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DELETE_SERVER

report

CONFIG_PATH (optional) - defaults to none. Full path to a .cxml
config file that specifies a configuration that should be applied to

the new server. .cxml files are created by exporting a computer's

configuration . The file must be on the same computer as PA File
Sight is running on.

Example:

https://server:81?API=ADD_SERVER&KEY=921msa8gbk4j78dbgla
J&SERVER=MAILSRV2&WIN=1
&WMI=1&CONFIG_PATH=Q:Configs \ MailConfig.cxml

Output:
:OK:

Delete the named server, along with all of its monitors

Parameters:
SERVER - name of the server that should be deleted

Example:

https://server:81?API=DELETE_SERVER&KEY=921msa8gbk4j78db
glaj&SERVER=MAILSR V2

Output:
:OK:
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Monitors

File Sight - File Access Monitor

Contents

The File Sight monitor watches file and directory I/O take place and can record and alert
you on many different conditions. When configuring the monitor,
where to monitor. Generally there will be a directory that you're interested in. It is more
efficient to monitor just that directory rather than an entire drive. You can create multiple
File Sight monitors to watch various dri ves/ directories in a computer.

the first thing to decide is

In the dialog below you'll see there are many options. After specifying the root directory to
monitor you can specify whether all subdirectories should also be monitored. You'll also

need to decide whether you want to recor d the information to a database for reporting later.
Recording to a database uses some extra resources, depending on how much information

needs to be recorded (which you can control via settings that will be discussed below).

Database recording is only ava ilable in the Pro product version -

Lite edition.

it is not available in the

File Sight Configuration

@\i NOTE: This monitor can only watch fles on the local computer

OK

L Directory to monitor ]D:\Busness\Pay:oll
V' Moriter subdirectones

Watch File spec to monitor [can use * and 7)
Fie Types *
File Activibes
Directory Activities
User Activities

Stieams and Behaviors
lgnore
Fie Types
Files

Subdyectones
Users

Processes

¥ Record the events specified below for reporting

< Executables

< All Files

Cancel

Actions ...

Advanced
Options ...

< Add

Remove >

Standard Configuration Options

This monitor has standard buttons on the right for
Options .

Adding Actions

and setting Advanced
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Supported Reports

W File Sight The Pro version of PA File Sight supports reports which can tell you
|| AllChanges about file and directory activities that have taken place in the past while
5.....@ Custom Data Set PA File Sight was monitoring the server. You can report on changes to

|EI File Changes particular files or directories, changes made by a particular user, or
12 Type of Change types of changes (all deletes for example).

|£| Uzer Changes

Configuration Tabs

Watch: File Types

File Types tab lets you specify which files to consider. You ca n use typical * and ? wild card
in specifying file types. Don't include paths here -- this is just for file types (for example
*.doc would consider only file I/O that was on *.doc files).

Watch . ;
: File spec to monitor [can use * and 7]

File Types B < Executables

File Activities =
{ < AIIV Files

Directory Activities ’
b , < Add I

User Activities
y Remove >
Streams and Behaviors
Ignore
File Types

Files

Subdirectories
Users

Processes

Watch: File Activities

The File Activities tab is where you specif y exactly what types of file I/O that you're
interested in. File reads, writes, creates, deletes and moves can all be filtered on. For reads
or writes you can further filter out very small reads which might happen if Explorer displays
a directory.

The gree n box on the File Activities panel specifies whether actions should be fired when a
matching file I/O activity happens. Sometimes this is unchecked because actions/alerts
aren't needed, but the matching activities can still be written to the database.

33



Watch

Watch the following actions on monitored files:
File Types IV Fileis created

File Activities [V Fileis deleted NOTE: Deleting to the Recycle Bin is actually done via a move

™ Consider 'moves’ to the Recycle Bin as deletes
Directory Activities

. | [ Existing file is read from I"—25 Minimum # of bytes read or written
User Activitiss in order to get reported
|7 Existing file is written to
treams and Behaviors anore file appends [this is useful for monitoring log file integrity
S d Behavi [ fil ds [this i ful f itaring log file integrity)
Ignore V' File is renamed/maoved
’ ™ File owner changed
File Types
‘ : ™ File primary group changed
Files
=} I File access permissions changed
Subdirectories . - :
| ™ File audit settings changed
Users - - -
{ Jv Fire actions if the above file activities occur
Processes

\

NOTE: Only the Pro version of the product supports a database and reporting, so the "Fire
actions if the above file activities occur” check box is almost always checked for a Lite
installation that only does alerting.

34




Watch: Directory Activities

If you are interested in specifically directory actions, the Directory Activities tab is where
you can specify them. This panel works just like the File Activities panel did, except it is
focused on directories instead of files.

Watch : ooy . . :
: Watch the following activities on monitored directories:
File Types . ¥ Directory is created
File Activities |V Directory is deleted

Disctonsdiciabss [” Directory is read from

I Directory is written to

User Activities
| ¥ Directory is renamed/moved NOTE: 'Deleting’ a file to the Recycle Bin
Streams and Behaviors is actually done via a move command
Ignore ——— : =
v Fire actions if one of the above directory activities happens
File Types
Files

Subdirectories
Users

Processes

NOTE: Only the Pro version of the pr oduct supports a database and reporting, so the "Fire
actions if one of the above directory activities happens” check box is almost always checked
for a Lite installation that only does alerting.

Watch: User Activities
NOTE: This panelis only available in the Pro version of the product.

The User Activities panel is very powerful. It lets you specify alert conditions which are
based on the number or amount of files that a user interacts with. These settings are all in a
green box, which means they run actio ns (alerts) when the thresholds are met. These
settings do not however cause anything to be written to the database. Be sure and set the
corresponding settings in the File Activities panel if you'll want to run reports later and find
out what was read orw ritten to.

In addition, for file reads you can check the box indicating you only want to count complete

file reads. Some administrators use this to try and detect a user copying a directory of files.

At the file system level where this monitoring is taking place, it is impossible to detect
where a file ends up once it is read (it could go straight to memory, to paper via a printer,

out via an email, or copied to a different location on a disk). However, if many files are read
completely in a very short time , that matches the heuristics of a file copy process.
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Watch

[ File Types

Fire actions when any user.

[ READS more than the following NUMBER OF

File Activities

FILES in the specified period:

[~ READS more than the TOTAL AMOUNT of
data in the specified period:

User Activities

[~ WRITES more than the following NUMBER

OF FILES in the specified period:

|
L
{ Directory Activities
|
|

Streams and Behaviors

[ WRITES more than the TOTAL AMOUNT of

Ignore

data in the specified period:

IU IM B

1z}

1]

E RE

File Types

V' Don'l count partial reads of file (only count files tha

¥

t were read completely)

Time range for the above counts to happen in: |1 5

lMinute[s] ;]

l
{ Files
[

NOTE: The above alerts do NOT report which files were read/written. To find
that out, track File Read/wfrite activity and save it to the database, and then run
a user-based report.

Subdirectories

Users

|
|
{ Processes

Watch: Streams and Behaviors

This panel lets you specify how to handle
File Sight should try  and interpret typical

file streams that encountered, as well as whether
application behaviors

Watch

" Show file data streams

File Types

" Tuncate file data streams

7 Interpret application behaviors
[what does that mean?]

File Activities

% |gnore file data streams

What are file data streams ?

User Activities

|
|
L Directory Activities
{
|

Streams and Behaviors

Ignore

File Types

Files

Subdirectories

Users

Processes

o =aml —=a]  =ml Sm] =B
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Ignore: File Types

Similar to the Watch: File Types tab above, this tab lets you specify files using wild cards. In
this case however, files that are s een that match the specification are ignored and not
alerted on nor written to the database.

Watch File spec to ignore [can use * and ?)
[ File Types T  <Add
[ File Activities S |
L Directory Activities [ Remove > J
[ User Activities
|

Streams and Behaviors

Ignore

File Types

Files

Subdirectories

Users

Processes




Ignore: Files

The Ignore: Files panel lets you specifically ignore files, perhaps because they are just work
files, temp files or otherwise unimportant. In this dialog you specify the file using the full
path to the file.

If you enable Training via the Advanced Monitor Options, the monitor will watch all
matching file I/O and automatically add all ignored files that are accessed during the
training period to this list.

Watch . . : : : ’ :
- Files to ignore [use the complete file path - for filename only, use the File Types ighore option)
File Types ] » GotoAdvanced
. Monitor Options to
File Activities £

enable training which
will automatically add
commonly accessed

- files to this ighored
User Activities list 9

Directory Activities

Streams and Behaviors
Ignore
File Types

Files

Subdirectories
Users

Processes
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Ignore: Subdirectories

If you need to ignore specific directories below the main directory that you're watching

(perhaps a temp directory or a queue directory), you can specify the directory to ignore

here. In this case wild cards do not work, but sub - path matching does. That means you can
specify the entire directory path to ignore, or you can ignore just a part.

For example, if you enter \ TEMP, that would match on C: \TEMP\, C: \TEMPORARY and
C:\DOCS\TEMP\ because the characters" \TEMP" were foundi n each of those paths. If you

didn't want to match on C: \TEMPORARY for example, you could filter on " \TEMP\".
Watch
Subdirectories to ignore  [More information)
File T}'DBS \TEMP z
File Activities OGS

Directory Activities
L}ser Aptivitigs
Streams and Behaviors
Ignore

File Types

Files
Subdirectories
Users

Processes
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Ignore: Users

Often there are particular user accounts, particularly accounts that do automated processing
like virus scanning, that should not be logged (if for no other reason than to keep the
reports easier to review). You can select those user accounts to ignore on this tab.

Watch
File Types
File Activities

Directory Activities

User Activities
Streams and Behaviors
Ignore

File Types

Files
Subdirectories
Users

Processes

Users to ignore

[CINT AUTHORITYASYSTEM
[]OFFICE\doug
[1'WIN-VTEOBEDW225\&dministrator

Ignore: Processes

Similar to the Ignore: Users tab above, there are often reasons to ignore specific processes
(perha ps that do automated processing of files) from alerting and being written to the
database. These processes can be specified here. Note that only processes that have
already been seen are listed.

Watch
File T?pes
File Activities
Directory Activities
User Activities ‘
= =i
: Streams and Behaviors "
Ignore
File Types
Files
Subdirectories

Users

Processes

Programs to ignore

[1{unknown process}
[lAcroRd32.exe
[(lemd.exe
[ldevenv.exe

[l dexplore.exe

[ dlhost.exe

[l explorer.exe
[Imstsc.exe
[Issmsee.exe
TWINWORD.EXE
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Actions

Contents
Dial -up Connection Action
The Dial - up Connection action dials and connects a Windows Dial - up Networking
Connection.
Configure Dial-up Networking Connection Action @
Q Description |Connect ta ISP 0K
Dial-up Networking Connection to operate on Cancel
* Connect Test
NOTE: For the Dial-up Networking Connection chosen above,
make sure the password (if there is one] is saved for "Anyone that
uses this computer'
" Disconnect
Previous to configuring this action, you need to create and configure the Dial - up Networking
Connection in Windows. This typically involves speci fying a phone number to dial, a modem

to use, and a username and password to send to the ISP.

When you create the Dial  -up Networking Connection, it is important that you save the

username and password, and save it for "Anyone who uses this computer” since the account
used to run the monitoring service will very often not be the same account that is used

when the Dial -up Networking Connection is created.
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Connect ISP Connection E|g|

User name:

Password:

[my_isp_usemame I

1 [To change the saved password, click here] ]

Save this user name and password for the following users:

O Me only

(3) Anyone who uses this computer
Dial 16555555 v|
[ gial ] [ Cancel ] [ Properties J [ Help J
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Contents
E- mail Message Action

The E-mail Message Actionis the st  andard way for monitors to notify you via SMTP email
messages. This allows for typical email messages as well as messages sent to cell phones
and pagers if you cell/pager provider has an SMTP gateway (many providers do). We have
some hints on that in our SMS FAQ.

To configure this action, give the target SMTP email address. You can add multiple email
addresses (comma separate them), and/or create multiple E -mail Message Actions -
whatever is easier for you.

SMTP serve r settings are shared among all E - mail Message Actions. You can specify a
primary SMTP server and a backup which will be used if sending to the primary fails.
Naturally a primary SMTP server must be specified; the backup is optional.

The settings foreac  h SMTP server (primary and secondary) can be validated by by the

program. You may do this by pressing the "Test Primary Server" and "Test Backup Server"

button, respectively. This test causes PA File Sight to send a brief email message as a test

to the ema il address that has been entered into the "Email address" text box at the top of

the form. If the sending of the email succeeds and if you successfully receive the message

at the same email address as that specified, then the SMTP server settings that you have
entered are correct.

The E - mail Message Action supports using SSL for logging into the SMTP server. If you don't
know which SSL option to use, leave the setting on Don't Know -- the Test button will figure
it out for you.
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| Configure Email Notification

i?l Emal Address |ops@xyzcorp.com, john@xyzcor.com oK
—: [Muliple addresses can be comma separated)
Cancel
Advanced Options ...
Message ...
SMTP Server Settings Schedule ...

NOTE: All email profiles will share these same server settings. Making changes here will affect all other emad actions.

SMTP Server Name |mail xyzcorp. com Pt [587 -

es
From Address (ex 123@myz com) |dotls@xyzcotp. com Enciyplion IDon't Know » I ’S):'v:t’
Optional

Usemame for SMTP Setver |8anpb_u$er

Password for SMTP Server |x

Ixxxx-xxnxx

Retype password

In the case where an email can't be sent via the SMTP server above, it wil be tied with the akemate SMTP
server given below.

Backup SMTP S N Post |25
ackup erver Name [ of iy
Optional Enciyption | Don't Know vl Backup
Server
From Address

Password for SMTP Server

l
Usemame for SMTP Server |
|
I

Retype password

The Advanced Options button will display the dialog below. Each of these options is specific
to the E -mail Message Action that you are currently configuring.

Advanced Email Opticns (3]
These advanced options anly apply to thiz email action.
[¥ Enable 'Message Digests' for this address. Message Digests combine multiple alerts that are

received within a shart penod af bime inta a single meszage when reasonable.
Send meszaae az High Priarity

<1 71

On delivery failure, broadeast meszage via all ather notification actionz

On delivery fallure, queue meszage to zend later

Rewverze the primam/backup SMTP zervers that are used [ie ty sending using the backup
firzt, and the primarny second]

L

(1] 4 Cancel
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Messages Digests - To reduce possible message overload, you can specify that
multiple messages that are going to be sent wi thin a short time (about 1 minute)
combine into a single message.

Send as High Priority - Self explanatory

Broadcast on Delivery Failure - If an alert can't be sent via the Primary or Secondary
SMTP servers, this option instructs PA File Sight to send the message out using all
other configured notification mechanisms. Only notification actions (like SMS, Pager,
etc) will tried in this fallback scenario.

Queue for Later - If a message can't be sent (perhaps because there is no connection
to the server), you  can specify that the message be queued for later delivery.
Periodically PA File Sight will try to send any messages that are in the queue.

Reverse Primary/Secondary - For testing purposes it is sometimes desirable to send
via the Secondary SMTP server just to make sure it is working as expected.

Pressing the Message button displays the configuration dialog below. This lets you
customize the message text that is sent to you. This is most useful when sending alerts to
devices like pagers and cell phones whi ch might only accept the first sentence or two of a
message. You can also rename the action as it shows up in the various action lists (for

example to give the email action a group name). You can reset the action to its

original/default name by simply clea ring the name field.

Configure Action Text @

Customize the text that should be used when a monitor activates this action. The tokens 0K
below will be replaced with their correct values.

Message Text Cancel

$Datet $Time$

Computer: [$Machine$]

Manitor: [$MonitorTitle$] (Type=$MonitorType$)
Description: $Details$

VYariables ...

$Monitortsg$
$TimelnEror$

Use Default

Action Name: ISMS to Doug

If you're lucky enough to not be on call 24/7 you can use the Schedule button to specify

when notifications should be sent through the given email address. On off hours the action
acts as though it isn't configured at all. The dark green below indicates 'on hours' and the
lighter grey specifies 'off hours'.




Specify Availability Times

®
sun
Mon
Tue
Wed
Thu

Fri

Sat

Select the times [in thiz computer's local time zone] when thiz action can be activated. Left-click [and
drag] to zet ar clear one or more hours.,

[ ] 1
Green squares indicate hours when thig activity can be activated. | SetAll || Clear All |

| Cancel

128 1a 2a 3a #4a GSa &3 7a &a Ga 10a 11a 12p 1

Sp

10p 11p
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Contents
Execute Script Action

The Execute Script Action allows you to receive action parameters that were sent from a
monitor and handle the  m in your own specific way.

The script is run using the computer's built -in VBScript interpreter. This means you can
make use of the full VBScript language as well as any installed ActiveX/COM objects which
are installed on the system.

Pressing the Test button will cause the script to execute immediately so you can test how it

runs. One thing to keep in mind is which user the monitoring service is running as. If itisn't

running as the same user that is currently logged in (which is seldom the case) it wi Il have a
different HKEY_CURRENT_USER registry hive, different drive mappings, different Internet

Explorer settings, etc.

Since the monitoring service is not interactive, it is highly recommended that you not
display any user interface (MsgBox, etc) from within the script since no users will be able to
close the user interface (which will cause the thread running the script to never finish).
Configure Action Script @
= | Action Description ITBSt Action 0K
Cancel

Action script to be run [Microsoft WYBScript language)

' This script will get executed in response to a monitor alert. To leam » Test Script
' about what variables are available, press the Variables button. You can =

" write any kind of script that you'd like here. This script is run using

' your system's YBScript interpreter.

"“Warning: Don't show a user interface from the script (ie don't call MsgBox or
" any other method that shows a user interface] since this can cause the script
' to freeze when running from within the monitoring service.
s Variables ...
'Example:
dim alertText
alertTexst = "Computer: "' & Machine & "' Type: " & MonitorType & "' Title: "' & MonitorTitle &
fori=1 ta ltem.Count
alertText = alertText & ltem(i) & ' " & CurrentV alue(i)

next
' how pass alertText to your own routines or third-party ActiveX/COM objects

< | i »

An example script that connects to a database is shown below

Option Explicit
Dim objconnection
Dim objrecordset
Di m strDetails

Const adOpenStatic = 3
Const adLockOptimistic = 3

Set objconnection = CreateObject("ADODB.Connection")
Set objrecordset = CreateObject("ADODB.Recordset")
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objconnection.Open _
"Provider=SQLOLEDB;Data Source=;" & _
"Initial Catalog=;" & _

"Us er ID=;Password=;"

objrecordset.Open

, objconnection, adOpenStatic, adLockOptimistic
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Contents
Message Box Action

This action can be used when you want a message box to pop - up on the machine that is
running the monitori  ng service with details about a recent anomaly. The Message Box
Action keeps track of how many more message boxes are waiting to be shown, and lets you
cancel them all at once if you choose to.

The dialog shown below is displayed when you add or edit a me ssage box action. PA File
Sight fills this dialog with a standard message box title and message. You may customize

the message box that is displayed when this action is taken when the error occurs by

editing the Title or Message Text.

The button titted "V ariables" will open a screen that displays the Replacement Variables that
are available for use.

Message Box |25
Configure the title and text uzed in the Meszsage Box action below. 0K
Title
|.-’-'-.Iert Frarn i achines Cancel

beszage Test

$0atet $Timed ’
Computer: [$tachinet]

Maritar: [$ManitarT itle$] [Tvpe=$tonitarTuped)

Dezcription: $0etailz$

Yanables ___

$hdonitorhd z0F
FTimelnEmork

4 } Use Default
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Contents
Network Message Action

The Network Message Action is equivalent to doing a "net send" from the command line. It
allows you to direct a message box pop - up to any particular user or computer on the
network.

The client machine must be running Microsoft's Messenger service to receive and display
these messages. Because of spam and security concerns, the Messenger service is not
started by default on most systems.

Network Popup Configuration @
" Send alert to user 0K
User name || : = |
Send Test ——
* Send alert to server Alert
Message ...

Server name I

Because the Windows network message pop-ups do not have an easy way to cancel
many messages, you can throttle the number of messages sent per minute in case of
wide-spread failure alerts.

Maximum pop-up alerts to send per minute |5

If the maximum is reached, subsequent alerts during that minute are ignored.

MNOTE: To receive and display these messages, the client computer must be running
Microsoft's Messenger service. Because of security concerns, this service is no longer
started by default on most operating systems.
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Contents
Send Pager Alert Action

The Send Pager Alert action can send monitor details to an SNPP pager.

fConﬁgure Pager
Pager Alias [owner hame) l| OK
SNPP Server Name: I Loncel
Pager Number: l Test

Maximum Characters to Send 100

Message ...
[V Send Condensed Alert Information
Schedule ...

Pressing the Message button displays the configuration dialog below. This lets you
customize the message text that is sent to you. This is most useful for trimming the size of
the message that is sent to your pager. You can also rename the action as it shows up in
the various action lists. You can reset the action to its original/default name by simply
clearing the name field.

Configure Action Text
Customize the text that should be used when a monitor activates this action. The tokens 0K
below will be replaced with their correct values.

Message Text Cancel
$Date$ $Timesd

Computer: [$Machine$] Variables ..
Maonitor: [$MonitorTitle$] (Type=$MonitorType$)

Description: $Details$

$Monitortsg$

$TimelnErmor$

Use Default

Action Name: |SM5 to Doug

If you're lucky enough to not be on call 24/7 you can use the Schedule button to specify
when notifications should be sent to the given pager. On off hours the action acts as

thoughitisn'tconf iguredatall.  The dark green below indicates 'on hours' and the lighter
grey specifies 'off hours'.
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Specify Availability Times [z

Select the times [in this computer's local time zone] when this action can be activated. Left-click [and e 1] G-
drag) to zet or clear one or mare hours.
Green squares indicate hours when thiz activity can be activated. Set All Clear All Cancel
123 13 23 33 43 53 Ba ¥a 8a 9Ya 10a 11a 12 Sp 10p 11p

Sun

hlan

Tue

e d

Thu

Fri

Sat
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Contents
Phone Dialer (DTMF/SMS)

The Phone Dialer action is used to make calls over a normal phone line via a modem. This
action doesn't need an ISP, but rather calls a phone (a human who would recognize the

Caller ID), perhaps an automated system, or an attached cell phone through which SMS

messages can be sent.

The Phone Dialer can also optionally send DTMF tones (touc h-tones) which could be useful
for automatically navigating a phone menu system, and any other characters such as SMS
message text.

The timeout values are important. Since there isn't a well defined audio protocol with

humans and/or phone systems on the ot her end, you'll need to build in delays. This includes
delays for the other party to answer. Be sure to specify enough pause after dialing the

number for the number to go through, the other phone to ring and be answered.

Configure DTMF Dialer (+23]

@ Description: l| 0K

COM port the modem is on: !3 Cancel

Phone number to dial: | Schedule ...

Seconds to pause after dialing above number; |10 Test

Optional DTMF codes [0-9 # *) to send. Indicate a 1 second pause with a

comma , character. T
VYariables ...

Yariables are useful when

Seconds to wait before hanging up: ID Zﬁgglagdsminv: M

Complete command to send to modem:

You can Google for
"Hayes AT commands' for
a complete list of typical
commands. Consult your
modem's handbook for
modem-specific
information.

For sending control
characters use {VaL:x} for
decimal » or AL Hx} for
hex x. Example: {VAL:10}
or VAL #A}

™ Allow editing of command directly

The modem script is shown at the bottom of the dialog, and will work with most modems
since it is built on the basic Hayes AT command set. Your modem may have other features
and/or require other commands. Your modem documentation will list the commands it
accepts. If you need to modify t he script to work with your specific modem, check "Allow
editing of command directly".
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For sending SMS messages via a directly connected cell phone, you'll need to modify the
script directly. Look in your phone manual for the commands for sending messages.
general you'll be using some form of the AT+CMGS command. There is a sample script in
our FAQ at SMS Hints .
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Contents
Play Sound File Action

The Play Sound File action will play the specified .wav file when the action is triggered.
Play Sound Configuration (=%
n Select the wave file [(WAY) to be played [ 0K
|C:\Windows\Media\tada.wav | | ' Test =
o uConcel
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Contents
Reboot Computer Action

The Reboot Computer action causes a computer to reboot or shutdown when it is run. You

can specify which computer using the radio button options. By default the monitored
computer  will be rebooted when this action is run.

To shut down the local computer, the user that is running the service must have the
SE_SHUTDOWN_NAME privilege (also known as the "Shut down the system" policy). To

shut d own a remote computer, the user must have the SE_ REMOTE_SHUTDOWN_NAME
privilege on the remote computer.

‘Configure Shutdown/Reboat
G ‘When the shutdown/reboot action is fired, it will wait the specified number of 0K
S  scconds before the shutdown/reboot occurs. Any users logged onto the
server will see a Windows shutdown message with a count down timer. G

Setting the timer to 0 seconds will cause the shutdown/reboot to happen
immediately without displaying any messages.

Seconds before shutdown/reboat (0 - 60] IBU

(+ Reboot the monitored server " Shutdown the monitored server
" Reboot the specified server " Shutdown the specified server

Server to shutdown/reboat |
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SMS Text Message Action

Contents

This action can send alert messages via SMS to your phone or mobile device. The me ssage

is sent through an SMS Gateway via the SMPP protol.

Configure SMS Alert Destination @]
SMS Device Owner |DOU9 0K
SMS Gateway Server Iarviceprovider.gatewaysewer.com Cancel
Gateway Server Port I2W5 SMS Hints
System Type (if needed) |
Test
Device Address/Number |1 234567830
LUsemame (if needed) I1 234567
Message ...
Password (if needed) |’"""‘”“”’1
i 100
Maximum Characters to Send B b
Pressing the Message button displays the configuration dialog below. This lets you

customize the message text that is sent to you.

This is most useful for trimming the size of

the message thati s sentto your device. You can also rename the action as it shows up in
the various action lists. You can reset the action to its original/default name by simply

clearing the name field.

Configure Action Text

below will be replaced with their correct values.
Message Test

Customize the text that should be used when a monitor activates this action. The tokens 0K

Cancel

$Dated $Time$

Computer: [$Machine$]

Monitor: [$MonitorTitle$] (Type=$tonitorTypes$)
Description: $Details$

$Monitortsg$
$TimelnErmor$

‘ VYariables ...

‘ Use Default

Action Name: |5M5 to Doug

If you're lucky enough to not be on call 24/7 you can use the Sched
when notifications should be sent to the given device.

though it isn't configured at all.
grey specifies 'off hours'.

ule button to specify
On off hours the action acts as

The dark green below indicates 'on hours' and the lighter
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Specify Availability Tirmes

Select the times [in thiz computer's local time zone] when thiz action can be activated. Left-click [and
drag] to zet ar clear one or more hours.

Green squares indicate hours when this activity can be activated. Set All Clear All

12a 1a 2a 33 4da S3 EBa Va 83 93 103 11a 12 10
Sun

fdorn
Tue
Wied]
Th
Fri

Sat

Cancel

11

Also note that we have  an FAQ on other ways to send alerts to phones and pagers at: SMS

Hints
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Contents
Start Application Action

This action will launch any local application that you specify when it is trig gered by a
monitor.

It is important to remember that the application is being launched by the monitoring

service, which quite often runs as a restricted user (like Local System) which might not

have the same HKEY_CURRENT_USER registry hive, mapped drives, printers, etc as you do.
You can always configure who the service runs as from Preferences in the console

application, or even configure which user is used to monitor a particular computer by right

clicking on that computer in the navigation panel in the C onsole.

One final note: The application is started on the local computer (where the monitoring

service is being run), not on any remote computer that might be monitored at that time. To

launch an application on a remote machine, we recommend having the Sta rt Application
Action run Microsoft's PsExec, and direct it to launch your target application remotely. More
information on PsExec

Launch Program Action @

Select the program that you would like to run. NOTE: The program will be launched oK
under the same user account which is running the service.

Cancel
Program Path

|C:'\T oolshStartProcessingspp.bat

Command Line Parameters

| VYariables ...

Command Line Parameters can use variables which will be expanded before the
application is launched.

" Launch from the Shell [this is roughly the same as double-clicking the file from Explorer).
File associations can be taken advantage of.

' Launch via operating system CreateProcess call. This is a lower-level operating system call.
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Contents
Start, Stop or Restart a Service Action

As the name implies, the Start, Stop or Restart a Service action can control the running
state of a Windows service. It controls the specified service on the computer which is being
monitored. For example, if compute r OPS is running the monitoring service, and it is
running a monitor which is watching the web server on computer WEBL1, the web server on
WEBL could be restarted if needed.

The action can be configured to restart a specific service on a specific computer, orif
attached to a Server Monitor, it can restart which ever service has stopped as reported by
that monitor.

Start a Service
g Dperation: 0K
{3-. * Start the service
" Stop the service Cancel
" Restart the service
Target Server:
(¥ Restart the service on the monitored computer
" Restart the service on the following computer;
192.168.2.5 |
Target Service:
¢ The service specified by the Service Monitor that uses this action
" Selected service:
Refresh
lJ Service
List
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Write to Event Log Action

The Write to Event Log Action writes details of a monitor's findings to

the Windows

Application Event Log. You can specify whether to write the event as an Error, Warning or

Information event.

Select Event Type

34 Select the type of event to be used when writing the action details
o to the Event Log:

" Write as an Information event
* ‘wiite as a Warming event

" Wiite as an Error event

0K

Cancel "

Contents
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Contents
Write to a Text Log File Action

The text logging action writes to a text log file the de tails of a problem found by a monitor.
You specify where the log file goes, and how often a new file is started.
Configure Log File @
IE Directory for lag files ||:1'\TEMF' oK
Marme of log file |ServerEvent$.t:-:t Cancel

Exarmple log file name for chozen ophion:
CATEMPAServerE ventz_2008-10-22 bt
¥ “white to a new file daily [appends O -M-DD to filename)
" wirite bo a new file weekly [appends W ta flename)
" wiite bo a new file montly [appends MM ta flename)

7 Always wite bo the zame file [appends nothing]

b ax log file size in KB |5|:||:||:|
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Reports

Contents
Server Status Report
The Server Status Report is a quick way to check basic stats on your server.
At the top right of the report are buttons to show you the reports for the group the server is
part of, the index of all reports, and a button to get a PDF version of the report.
£ Back Open in Browszer Prink Prnt Preview
ARCHI“E Updated 04 Jul 2009 12127159 PM
| Status report Group Reports  AllReports i fOF  §
System Information
. Processor(_Total)\% Processor Time Paging File(_Total)\ % Usage
1007% 4 100%%
80 | B0
§075 B
17% | e d 3% | 4gm
| Usac
P i
4 Ju 4 Ju 04 Ju 04 Ju 04 Ju 4 Ju 4 Ju 04 Jus
| J 11:26:14 AM Q26435 AM 08:I5:57 AM 12:24:06 12:28:24 AM D4:26:35 AM DE:25:57 AM 12:24:06
Memory | % Committed Bytes In Use | s
1008 4 1005
B . B0
e | &%
L% | 40, . i
"I:.'iu f:ﬂ- | -El_t ....................................... t"-“{-:‘-;@:\_-}-_\m;-_:;--*
o | = [Jeres 1052 a2
24 Ju H Ju 04 Ju 04 Ju Elun  23Jen Ml B s <2 e
2:28:24 AM Hi26:35 AM DB:Z5:57 A 12:294:06 Qr:0l Ol 0F:00:01 Total Size: 145.0 GB
In the System Information area are some optional graphs. The graph s will probably be

different than the ones shown above. The graphs are automatically created based on data
collected by the running monitors.
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When you scroll down past the charts, there maybe be a System Details section. The data

for System Details is co llected via WMI on Windows servers. If that section is missing, look

at the very bottom of the report for WMI hints..

The next section is Monitor Status. All monitors on the server are shown here, along with

the most recent status and the next run time fo r the monitor. If you want to see the Last

Run Time, right - click on the monitor in the navigation panel on the left side of the
application.

The Recent Errors section shows alerts that have recently been fired. On the right side is an
optional columns labe  led Ack, short for Acknowledge. The Ack column is part of the
Auditing system. You can hide or show the column and make other adjustments to the
Auditing settings by right - clicking the computer and going to Report & Delivery Settings
Report Settings.

If you are using a Pro or Lite license, you can also schedule the status reports to be emailed
to you. Simply right  -click on the server and choose R eport Delivery Schedule.

< Back Open in Biowzen Prinit Print Preview
Uptime CPU Model
: 40 days, 5 heurs, 34 minutes Imezl[F) Caleran(R] D CPU 3, 20GHE pss002Z
System Details | os [ 32 bit. 312XE L2 Cachs. Sockst 775}
Microsoft{R) windows [R) Server 2003, Standard
Edition 5.2.37 90 [Build 3790) Sarvica Pack Z
Monitor Status
Monitor Last State Next Run
Cribically Low Disk Space Check O 4 Jul 2009 3:52:02 pm
Ewvent Log Errors 0K 4 Jul 2009 12:40:39 pm
Monitor services on ARCHIVE Alert 4 Jul 2009 12:40:19 pm
The service "Performance Logs and Alerts” is not running on
computer ARCHIVE[in arror for 1d 19h 15m])
Ping ARCHIVE Ok 4 Jul 2009 12:40:30 pm
Sample script for testing actions Cisabled 2 Jul 2009 10:24:51 pm
System Performance Metrics Ok 4 Jul 2009 12:40:00 pm
Wery Low Disk Space Check 0K 4 Jul 2009 3:52:02 pm
Wateh \WARCHIVE\CH\WINDOWS + subdirs O 4 Jul 2009 12:50:06 pm
Recent Errors
Err Ti... Monitor Details OK Ti... Ack
2 Jul Monitor  The service “Performance Logs and Alerts” is not running on computer ARCHIVE r
2009 services
5:20:31 on
pm ARCH...
2 Jul Manitar The service "Microsoft Software Shadow Copy Provider” is not running on r
2008 sarvices computer ARCHIVE
4:18:30 on The service "Performance Logs and alerts” is not running on computer ARCHIVE
pm ARCH... The service "Volume Shadow Copy” is not running on computer ARCHIVE
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Rename ...
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Operations
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Contents
Ad Hoc Reports

Ad hoc reports can be generated at any time to quickly gather data on your systems.

Simply click through each tab and make the selection that is presented on tha tab. No te
that the reports present in your application may differ from those shown in the image

below.

In the example below, the user is on the top Report Data Type tab. Report Types are

defined by the monitors installed on the system (the monitors are what stor e the data, and
they also create the reports). In this case, the user has selected the Free Disk Space report

type, and specifically the Free Space Percent report. The remaining tabs have turned green

to indicate that they still need to be visited.

Report Data Type
Choose a report type

]

&[] [System Summary Reports)
[i] E] Citrix Performance
w4 Directory Quotas
[+ Environment Measures
| | = B Event Log
Filters and Parameters - File & Directory Changes
] 1?53'] File/Directory Size
B""?ﬁ Free Disk Space
[ Disk Space Summary
.[£] Free Space
.|| Free Space On &l Scanned Drives
Free Space Percent
-|#] Free Space Percent On All Scanned Drives
[ Used Space
“.[#] Used Space On All Scanned Drives
~|#] Used Space Percent
b \#] Used Space Percent On &ll Scanned Drives

Report Display Type

Source Data

On th e Report Display Type we see that this particular report can be represented as a Bar

Chart, CSV Export, Line Chart or Tabular Report. The Tabular Report will display as a

dynamic HTML table with sortable column headers. The CSV Export is a .csv file which can
easily be imported into Excel and other applications. Some report display types won't make

sense for some data types -- in that case, the display type will not be shown.

66



Report Data Type i
| Choose a display type

Report Display Type Bar Chart
@ i TR CSV Export

- |Line Chart
st Tabular Report

Filters and Parameters

After having selected the report type and the display format, it's time to choo se which data

to report on. This is done on the Source Data tab. This tab will display all of the data that is
available for the chosen report type. In this case we are shown drives that can be reported
on. The radio buttons at the top display the availabl e data sets in different ways. In
addition, the Filter box will filter the displayed items down to entries that contain text that
you enter. This makes finding a particular data set from a very large list quick and easy.

Check the box next to the data set( s) that you want to report on. You can also place the
check at a higher level in the data set tree and all data sets below it will also get checked.

NOTE: Most data sets can be deleted. Although not shown in this screenshot, there is a
"Delete selected dat a sets" button near the bottom of this dialog. Clicking that button will
delete the data for the checked data sets from the database.

Report Data Type o ] ] i
| Select the specific data to use (press CTRL while selecting for multiple)

Report Display Type Display: ¢ Alphabetically € By Tupe & ByOwner  Selected

Filter: |

Source Data =§ W Servers/Devices

l = []1192.168.2.113
Fiters and Parameters \WI92168.2113\CS (DBG:SID=344)

. = [JARCHIVE
[v] WWARCHIVE\Backup [DBG:SID=2032)
[v] WWARCHIVEACS (DBG:SID=342)
[v] WWARCHIVEADS (DBG:SID=343)

[] DNLEPTOP

[ DNVISTA

[] Linux

[7] Servers

The final tab is Filters and Parameters. The filters and parameters shown depend on which
report type you are creating t he report for. Most data sets have the ability to specify a time
span for the report. Many report types also have summarization abilities like the example
below. Summarizing allows you to take a large data set and summarize it into a smaller
amount of data . That is done by taking a set of values (an hour, day, week or month's

worth) and computing the minimum, maximum or average value for that period.
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Report Data Type S ; :
Fill in the parameters [click the value and edit)

Report Display Type Starting date: Today
: Ending date: 7 days ago @& 12:44 PM
Source Data Summarize databy:  Daily Min

Filters and Parameters

When you press the Generate Report button you will be taken to a "Report Generation in
Progress" page, and  then automatically forwarded to the finished report.

Since the reports are HTML pages, you can open a report in a regular browser, print the
report, generate a PDF, etc.

Report Troubleshooting
If a report doesn't show the data that you expect, check the f ollowing:

Check the time frame the report is using (bottom tab in the graphic above). Often

the time frame excludes available data.

Consider when the report is run and when data collection happens. If you run a

report at 1am, but the monitor first collects data at 2am, a report for Today won't
have anything to display.
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Contents
Scheduled Reports

Scheduling the automatic generation of reports is similar to creatingad hocrepo rts. To
create a Scheduled Report, go to Reports and right - click on the Scheduled Reports item.
Reports

EBEY Scheduled Repo

@[] View Existing Rept Add New Scheduled Report ...
2 [#] View System Activity l
Creating a new Scheduled Report or editing an existing one will show the dialog below.
(Note: The displayed Report Types may be different depending on whic h product you are
using)
Just like with ad -hoc reports, you choose a monitor -type that sourced the data you want to
report on, a report type (chart, tabular, CSV). You also choose a specific dataset to report
on. Near the bottom of the dialog you specify r eporting parameters that are unique to that
report. More detail is given in the Ad Hoc Reports  section which is exactly the same. In fact
the only difference between the two is fifth Delivery/Archiving tab, and the Schedule button.
Configure Scheduled Report @
0K
Report Data Type Choose a report type
o | #- [System Summary Reports] - Cancal
Report Display Type 2} E] Citrix Performance I e

[+ ’:‘ _ Directory Quotas
Environment Measures
Source Data 2.5 Event Log

4! File & Directory Changes
*_fé‘] File/Directory Size
'-.;a Free Disk Space

(3 FTP Server Response
—'i Mail Server Response
B8 Performance Counters
83 Ping Response

& Process Running

B

Filters and Parameters

-

1

H.,

Delivery / Archiving

[+

4§ Server Temperature

[

& Service Running
1 SNMP Obijects
&4 TCP Connection Response T

[+

Schedule ..

The new Delivery / Archiving tab lets you specify whether to email the report when it has
run. The report email will contain a PDF as well as an image of the report (raw HTML isn't
sent because of varying support in email client s).

You can also specify that a PDF copy of the report get saved in a location that you specify. If
specifying a remote path, use UNC paths since mapped drives often aren't available to
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services. When the report is archived, a unique name containing the d ate and time will be

created if there is already a report with the same name.

At the bottom of the report you'll see the familiar Schedule button. It works the same way
as the Schedule buttons in the monitors. You can easily specify how often the report is

run.

Configure Scheduled Report

Report Data Type Select the E-mail actions that will be sent the finished report
i ] E-mail Message to admini@poweradmin.com

Report Display Type

Source Data

Filters and Parameters Add ...

Delivery / Archiving [~ Save a PDF copy of the report
Directory to save in: I\\&HCHIVE'\R eports

Name of PDF file: |Disk Space Report
\\ARCHIVE\Reports\Disk_Space_Report-2009-07-06.pdf

I™ Print report to default printer

NOTE: Automatically printing reports requires the service to run as a user other
than Local Service [Local Service doesn't have a default printer]. See Settings.

=]

OK

Cancel

Str:l'lredule

Scheduled reports always write to the same location on disk, so the URL to the report is
always the same, and viewing the report in the browser will show the latest generated

version of that report. This makes it easy to save the URL in your brows er's Favorites list.

Reports that have already run are available in two locations:

In the Console. Click the Reports button on the right side of the navigation pane.

Expand the View Existing Reports node to see all report types. Expand a report type
to se e existing reports of that type.

Reports
-8 Generate Ad Hoc Report
#-[:% Scheduled Reports
SBls] View Existing Reports
- @-[l] Counter Values -- \\ARCHI
[3 (] Counter Values -- \\DNVIS
“o ] \\DNVISTA\PhysicalDis

The top right of every report contains a button labeled All Reports. This button will
take you to a table of contents page showing all available reports.

70



Report Troubleshooting
If a report doesn't show the data that you expect, check the following:

Check the time frame the report is using ("Filters and Parameters" tab in the graphic
above). Often the time frame excludes available data.

Consider when the report is run and when data collection happens. If you run a
reporta tlam, but the monitor first collects data at 2am, a report for Today won't
have anything to display.

Double -check the Filter and Parameters tab for other settings. Some times the
parameters end up excluding data that you want.
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Contents
Using Alternate Web Servers to Publish Reports

NOTE: The following still works as described, but should not be needed with version 3.6 and
newer since the file references within the reports are all relative

By default, the links within the reports will be in the form http://<server>:<port>/... where

server - the name of the server where the monitoring service is installed
port - the HTTP port specified in Settings
the root directory in the URL is the Reporting directory as specif ied in Settings

If you wish to have the reports available via a different means (perhaps you want to publish
them on your intranet), you can configure them to use a different root URL that will work
with your other web server, be it IS, Apache or otherwi se.

To use a different root URL, follow the steps below:

Either go to Settings and point the Reporting directory to a different place, or point

your WWW server at the Reporting directory. For example, with IS you would create

a Virtual Directory (named S erverReports for example) that points at C: \Program
Files\ PA Server Monitor \Reports

Go to the main registry key for the product:

For PA File Sight: HKEY_LOCAL_MACHINE \Software \ PAFileSight
For PA Server Monitor: HKEY_LOCAL_MACHINE  \Software \PowerAdminServer Monitor
For PA Storage Monitor: HKEY_LOCAL_MACHINE  \Software \PAStorageMonitor

and add a String value named:

HTTP_URL_OVERRIDE
IMPORTANT: Make SURE there are no spaces in the name of that value

The value that you place there will replace the "http://<serve r>:<port>/" root that
is used on internal report URLSs.

For instance, if you created the Virtual Directory above, you would set the value to
HTTP_URL_OVERRIDE = "http://web_server_name/ServerReports/"
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Viewing Sy

stem Activity

The View System Activity item is the place to go if you ever want to see what the
monitoring service is currently working on. You can choose to show or hide the following

activity types:

Monitors, with the ability to filter on monitor state (

actions, or internal error)
Actions that have been fired

Monitoring service start and stop events

License events (new licenses found, license mode being used, etc)

Reports generated (automatic or ad hoc)

When you view the
but no duration since it hasn't finished yet.

running, completed OK, fired

running system, you'll notice that running monitors have a start time,

The activity log is purely for your information and can be cleared at any time. When it grows
tically remove the oldest items.

to a length of 5000 items it begins to automa

Contents

[ Servers{Devices Show:
All Monitors V¥ Monitorz  Statuses: ¥ Running ¥ 0K ¥ Acbons fired W Enroes
All Actions W Actions
i Reports WV Monitorng service events
@) Generate Ad Hoc Repont W License events NOTE: Because this view interacts so heavily with the Clear Activity Log
313 Scheduled Reports I~ Repors monitoring senvice, it can have a minor performance impact.
[ View Existing Reperts Activity | Status | Start Time | Duration | =
2 View System Activity [OPSMONO2] Critcally Low Disk Space Check 0K 1:04:00 PM 1072072008 <1 sec |
3 [OPSMOND2] Very Low Disk Space Check Alent 1:0359 PM 10/20/2008 <1 sec

[DNVISTA] System Performance Meincs Tramng Period  1:03:54 PM 10/20/2008 <1 zec
[DNVISTA] Monitor services an DNVISTA oK 1:0353 PM 10/20/2008 <1 sec
[DNVISTA] Watch C:\Windows + subdirs Tramng Peniod  1:0353 PM 10/20/2008 <1 sec
[DNVISTA] Event Log Erors Trainng Period  1:.03:53 PM 10/20/2008 <1 sec
[DNVISTA] Critically Low Disk Space Check 0K 1:0353 PM 10/20/2008 <1 sec
[DNVISTA] Very Low Disk Space Check oK 1:03.53 PM 1072072008 <1 zec
[DNVISTA] System Performance Metncs Trainng Petiod  1:03:40 PM 1072072008 <1 sec
[DNVISTA] System Performance Metncs Traming Pericd ~ 1:03:10 PM 10/20/2008 <1 sec
[DNVISTA] System Performance Metncs Training Period  1:02.40 PM 10/20/2008 <1 sec
[DNVISTA] System Perfoimance Metnics Trainng Peniod  1:0210 PM 10/20/2008 <1 sec
[DNVISTA] System Performance Metncs Training Period  1:01:39 PM 10/20/2008 <1 zec
[DNVISTA] System Performance Metncs Trainng Period  1.01:09 PM 10/20/2008 <1 sec
[DNVISTA] System Performance Metncs Traming Penod  1:00:39 PM 1072072008 <1 sec
[DNVISTA] Monitor senaces on DNVISTA 0K 1:00:32 PM 10/20/2008 <1 sec
[DNVISTA] System Performance Metncs Training Penod  1:00:09 PM 10/20/2008 <1 sec
[DNVISTA] System Perfarmance Metncs Traing Period  12259.38 PM 1072072008 <1 sec
[DNVISTA] System Perfoimance Metncs Traieng Period 125308 PM 10/20/2008 <1 sec X
‘| »
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Additional Help Documents

Contents
Advanced Monitor Options
All monitors have an Advanced Monitor Options button on their right side. When you press
that button you'll see the dialog bel ow. This dialog is shown for a monitor that supports all
advanced options. Others might not have all tabs when a particular feature is not relevant
to that monitor.
Advanced Meniter Options @
Augomatic Trarning To help suppiess false postives and to leam the spstem’s ncemal behavior, the Automabic Traner can watch the system and K
configue the mankar to ignose behavior i sees during the training pencd
Cancel
Alert Suppression How much longer would you ke the Automatic Trainer 10 watch for nomal behanior?
Dependancias Keep watching for this much Jonger |'0_“ [Dajlcl L] [Not cunertly baeirg|
NOTE: If the Automatic Trainer is cunently active and vou wart 10 switch immediately 10 nosmal scannng and aleting mode,
Maon#oring Period press End Traning Pencd
End Traiming Penod
Statuz
Datads
Custom Messzage Text

Each of the different option tabs is discussed below.

Automatic Training

To help suppress false positives and to leam the system's normal behavior, the Automatic Trainer can watch the system and
configure the monitor to ignore behavior it sees during the training period.

How much longer would you like the Automatic Trainer to watch for hormal behavior?

Keep watching for this much longer: lU IDay[s] _v_l (Mot currently training)

NOTE: If the Automatic Trainer is currently active and you want to switch immediately to normal scanning and alerting mode,
press End Training Period.

End Training Period

PA File Sight can have a monitor train itself. What that means is it will monitor like normal

during the training period, but not fire any alerts. Anytime something 'abnormal’ (or outside

the normal thresholds) is seen, the thresholds are adjusted such that it won't ale rt on that
activity if it is seen again.

At the end of the training period, the monitor will automatically switch back to normal
monitoring mode. If you want to force it to switch back immediately, press the End Training
Period button.
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Alert Suppression

Normally a monitor fires actions as soon as it detects an issue [such as a matching event). You can specify a rule to suppress
alerts below. The error counts below are on a per-event source basis.

" Don't suppress any alerts - fire them as they happen

" Only fire alerts after |1 problems in |5

" Dnly fire alerts after the monitor has detected an error forl 2 |Minute[s] LI

Minute(s] -

" Only fire a maximum of one alert every l 30

Minute(s] =

With the Alert Suppression settings, you can instruct the monitor how often and how soon

you want to be alerted about a specific issue. This lets enables the monitor to skip the first

few failures on a specific device if you wish and only warn after an err or has happened a few
times or for a particular amount of time.

Alert Suppression settings can be set on many monitors at once using Bulk Config , as can
the other advanced options.

Dependencies

Monitors can be dependent on other monitors. That means when the monitor you are

currently editing is supposed to run, it will first check its dependent monitors. They need to

all be in the OK state for the current monitor to run. This is useful for suppressing err ors.
For example, the monitor that checks disk space on a remote server might be dependent on

a Ping monitor that is making sure connectivity to the server is possible.

Select the monitor(s) that this monitor depends on. When this monitor is scheduled to run, it will only run if all dependent monitors are
in the OK state.

" List alphabetically  © List by type " List by group

[7] Disk Space Monitor

["] Event Log Monitor

[T] Execute Script

[T] File & Directory Change Monitor (IDS)
[ Performance Monitor

[7] Service Monitor

2 Monitor services on DNVISTA [on DNYISTA]

(1] - -

75



Monitoring Period

Select the times (in this computer's local time zone)] when this monitor can run. Left-click [and drag) to set or clear one or more hours.

Green squares indicate hours when this monitor can run. ‘ SetAlIi, . Clear All
10p 11

Most monitors run all day, every day, on the specified schedule . Some times though you
might have a need for a monitor to not during a certain time. If you don't want any

monitors to run at a certain time, put the serverin maintenance mode . But sometimes that
isn't granular enough  -- you just want a single monitor to not running during a specific

period of time. That is where the Monitoring Period option is useful.

Status

When a monitor detects a problem, it changes its color and the color of its owning computer. Select the color to use:
* Make the monitor Yellow [default)
" Make the monitor Red

" Force the monitor to always show Green

If a monitor can't run (because of a rights or connection problem for example] it will go into Error mode (Red) and fire
global notifications that are specified in System Alerts.

[V Alsa fire any _notification_ actions that are attached to this monitor if the monitor can't run.

The Status panel lets you configure how some m onitors appear when they are in an alert
state. Sometimes a monitor is not important (informational only) and it going into alert

mode should not make the server status and group status turn Yellow. The Status panel lets
you override those behaviors.
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Detai Is

Monitor Title |Event Log Errors

This panel lets you set the monitor's name as it is displayed through the system. If you
want to go back to the default name that was generated, just delete the name text
completely.

Custom Message Text

Many of the actions (E - mail, Pager, Message Box, etc) let you customize the message that
is sent out when actions are fired. You customize the message by using pre - defined
variables. One of the variables is $MonitorMsg$. This is a value that can be defined on a

per - monitor basis. Some uses would include a hint to the receiver about how to fix the
error, or directions to call various support phone numbers.

Monitors can pass additional text to the actions for display via the $tonitortdsa$ tag [for example, text saving whao to call for help or
how to fix a problem).
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Contents
Event Escalation

NOTE: Event Escalation is only available in the Pro edition.

State monitors (like the o ne shown below) support event escalation . This means that after
a specified amount of time, additional actions will be run if the monitor is still in an error
state.

When you attach the first action to an escalation item, a new escalation item will be add ed
below the current escalation item, which you are free to use or ignore (that is, leave

empty). The delay time that is preset for this action is automatically guessed -- you are free
to change it.

You may configure a particular escalation group by first clicking on the Escalation node to

select it. This configuration may consist of changing the time at which the escalation group's
actions are activated. You can configure an escalation period by hand editing the time

shown in it. To do so, press the F2 ke y or click on the node a second time after selecting it,
to "open" the node for renaming (exactly as you would with a file or folder name in

Windows Explorer.) You can then enter a time value, which consists of a whole decimal

number (no decimal point) fol lowed by one of these time units: minutes, hours, or days.
You do not need to type the "after the first error" portion.

Examples of correct escalation time setting text:

12 minutes

2 hours

1 day
PA File Sight will always revise the text to read "XX minu tes after the first error:" once you
close the editing of the node. A non - minutes value will be normalized to the correct number
of minutes (for instance, "1 hour" becomes "60 minutes after the first error.”) The
escalation groups will be visually re -sorte d in the order of the times that they contain when

you complete your editing.

Any escalation groups that are created, but left empty, will automatically be removed when
you leave the Actions dialog.

See Addin g Actions for additional information.
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This monitor is a State monitor, which means it can fire the configured actions when a problem is first oy }
discovered (transitions into error state). The monitor supports event escalation, and can fire actions when the PPy

problem is resolved [a transition out of error state). ’ — ]

" Fire actions whenever a monitor detects a problem
¢ Fire actions when a problem is first detected, with optional escalation, and later when it is resolved

&Enor actions [run in the order shown] Globally defined action list
[=- Do Immediately: — — i
- write to ServerEvents.txt log file L——'L————Je" L—u———»Ed“ = LDelete..)
* minutes after the first error; E-mail Message to Support@Powerddmin.com

Message Box

. Restart specified service on monitored computer
<< | |'Wwiite to Event Log

Write to ServerE vents.txt log file

ﬁ .. Every X minutes thereafter (f2 to edit)

! Actions that are connected
to this specific monitor.

Palette of all actions that are
defined in the system so far.

OEnor resolved actions [run in the order shownl]
Write to ServerEvents.tat log file

L
L Bl || X

Click for help on adding actions to monitors

79



File Sight - Alternate Data Streams

Alternate Data Streams are a feature of Microsoft's NTFS file system. Basically they are files
within a file, with specially formatted information at the end of the file name to indicate
which "file’ within the file is being specified. Some applications (including the operating
system) uses these data streams, and some do not.

You can read more about them at:
File Streams (Microsoft.com)

Streams utility (Microsoft.com)
Google Search

Data streams often look like the following example:
C:\Documents \Financial Data \Payroll.xls:38FJLK2KA81FILA:$DATA

The data that is saved in a data stream is completely dependent on the operating system

and/or the application. Somet imes it it meta data (such as author information), sometimes

it might be tracking data, etc. The data in the streams may or may not be visible to the end
user (meaning they might not know the alternate stream data is being changed by what
they are doing).

PA File Sight sees these file streams being accessed just like any other normal file. For your
alerting and reporting purposes PA File Sight lets you specify how you want to treat file
stream data. The options are:

Show stream access - Thisis the default,  so for the example above you could see

accesses happening to the shown stream as well as separate actions on the base

Contents

Payroll.xls file
Truncate stream - Instead of showing the complete file stream name in the example
above, PA File Sight can truncate the name to the base file (C:  \Documents \Financial

Data \ Payroll.xls in the example)
Ignored streams - When a file stream is detected, it is completely ignored
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http://msdn2.microsoft.com/en-us/library/aa364404.aspx
http://www.microsoft.com/technet/sysinternals/utilities/streams.mspx
http://www.google.com/search?q=ntfs+alternate+data+streams

Contents
File Sight - Interpreting Application Behavior

Many applic ations that work with documents (word processors, spreadsheet programs,
graphic programs, etc) open your document and then work with it in a temporary file. For
example, imagine you have the following file:

C:\Docs\ My Story.doc

When you open the file, yo ur word processor will often create the following file to track your
edits:

C:\Docs\ ~My Story.tmp

When you are finished editing the document, the temporary file has all of your changes. In
order to minimize data loss and be as safe as possible, many progr ams will do the following:

WRITE to C: \Docs\~My Story.tmp  (to save all of your edits)
DELETE C:\ Docs\My Story.doc
RENAME C:\Docs\~My Story.tmpto C:  \Docs\ My Story.doc

PA File Sight sees all of this activity and reports it. You might be concerned to receiv e alerts
about files being deleted since people should only be editing, not deleting important
documents. However, as shown above, the file really was deleted.

In order tell you what is really happening, PA File Sight will try to interpret the stream of
activity above. It will match the DELETE and RENAME and turn it into a write event for
alerting and reporting purposes.

So, if PA File Sight sees:

WRITE to C: \Docs\~My Story.tmp
DELETE C:\ Docs\ My Story.doc
RENAME C:\Docs\~My Story.tmpto C:  \ Docs\ My Story.doc

it will turn it into
WRITE C: \ Docs\My Story.doc

This will help you understand what is really happening as far as the end users are
concerned.

Caveats:

Doing the above processing requires extra memory -- more events have to be held in
memory now so they ¢ an be compared. (For example, all DELETES have to be held in
case a RENAME comes along a short while later).

Some additional CPU processing power is also required to search through and match

up related events.

Alerting is delayed a few seconds (a DELETE al ert should not be sent if it will
ultimately get turned into a WRITE).
Several saves within a few (5 - 10) seconds will not always be interpretted correctly,

so some of the underlying RENAME and DELETE operations may show through.
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Bulk Configuration

The Bulk Configuration feature of PA File Sight will help you quickly configure large numbers
of monitors, computers, actions, etc.

The Bulk Configuration dialog consists of two main areas:

Operation: Adrop -down con trol that lets you choose what type of operation to
perform, and the types of objects it will be performed on.

Target Objects: A list of objects that the operation will be performed on. You can use

the radio buttons to choose different ways of grouping the objects to make object
selection easier.

Once you've chosen the operation, and checked the boxes next to the objects that you want
to operate on, press the Select Options button. This lets you specify details for the operation
to be performed. When you' re done, the text box next to the Select Options button will
display a summary of what will happen.

After reviewing the summary of the operation to be performed, press the Perform Operation
button. This will send your configuration request to the service for processing. Most
operations are handled very quickly, but a few could take a minute or so. When the
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